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Revenue trends — AWS with a head start, Azure & GCP showing rapid growth
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Innovation &
Digital Transformation

Agility/Dev
Productivity

Large scale compute

Acquisitions or
Divestitures
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Cost Reduction
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Data Center
Consolidation

Colocation or outsourcing
contract changes

Facility or
Real Estate decisions
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AWS Cost Reductions Assuming
Conversion to Amazon EC2 Reserved Instances
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On Premise Infrastructure asa  Platform as a Service ~ Software as a Service
Service (laaS) (PaaS) (SaaS)
Security Governance,
Risk & Compliance (GRC) Type Common Examples
. Google Apps, Dropbox,
Data Security SaaS | Salesforce, Cisco WebEx,
Concur, GoToMeeting
AWS Elastic Beanstalk,
Paas Azu.re AD, Google App
Engine, Apache Stratos,
OpenShift

Amazon EC2 , Microsoft
Azure VM, Google

Application Security
laaS
Compute Engine (GCE)

'\6\\‘\‘“
Platform Security
o\
oWt v \ \\\\‘\l

(\9
Nt
®
Infrastructure Security m
yO®

e
ERAR : Certified Cloud Security Professional Official Study Guide

SMART

Right to audit: ask provider for any and all audit reports you may have prepared for customers in order to satisfy your need for due diligence.
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Amazon EC2 & EBS

Guest OS run in CPU Ring 1

Firewall (Security Groups) resides
between physical and virtual NIC
Deny by default

EBS replication

NIST 800-88 ( “Guidelines for Media

S3

|IAM Policies/ ACL

Bucket Policies

Restricted by default

SSL encrypted endpoints

Encryption at rest (exclude metadata)
Access logs

85
A4S Amazon RDS

Perform backups

Handle failover

Maintain database software
ACL (DB Security Groups)
|AM Polices

Data Durability and Reliability

: Amazon Route 53

Sanitization”
«  Encrypted EBS with AES-256

E§ ELB

*  Encryption and decryption * Highly available .
*  Single point of contact *  Scalable .
*  Supports E2E encryption using TLS *  Health check for your website .

Having the originating client IP address
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CHT

CloudFront

Layer 3-4 Anti-DDoS
Support private content

Access logs
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B (R#H) (@ 5 F—PVirtual machiml | I
Security Group . i Vo BnwpI KB
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P Virtual disc : support
o i systems
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Virtualization mechanisms A &
(Resource abstraction & control) Q
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Access to the internet Eﬂ H% *E i%z fés'. ;ﬁ
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aws |Aws Cloud @

Internet Gateway (IGW)

Availability Zone 2 Availability Zone 3

. Subnet 3:

. Subnet 2:
10.0.3.0/24

. Subnet 1:
10.0.2.0/24

10.0.1.0/24

EC2 Instance
10.0.3.45

EC2 Instance
10.0.2.34

EC2 Instance

|
I
. VPC CIDR: 10.0.0.0/16

|

I

|

I

|

I

|

| 10.0.1.25
|

I

|

I

|

I

|

O

D

Customer Premises

Access to the internet
(including AWS Region) Access to the

local network

Local Gateway (LGW)

. Subnet 4:
10.0.4.0/24

utpost homed to AZ EC2 Instance
g. Availability Zone 3 10.0.4.51

- _ A/
s Control plan E%Yl@i
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Trusted Advisor Dashboard — o O
Security Fault Tolerance

Cost Optimization Performance

a £ 0 J

138 0A 00O 48 0A 10O 0@ 0A 0O

O 0A 00O
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Fecommeandead Actions

[ g 0 Security Groups - Specific Ports Unrestricted
Checks security groups for nulas that allow unrestrictad access (0.0.0.0/0) to specific ports
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