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Cybersecurity made simple.
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Admin

Endpoint Protection - Threat Sea rches

Marcus Jones -
Owverview / Endpoint Protection Dashboard / Primey Adrr

New threat search

< Endpoint Protection

Search for potential threats on your netwark

Enter one or more SHA 256 files hashes or file names.
ANALYZE

[+] Dashboard

f_," Logs & Reports

Searches on hashes or file names will return portable executable files with uncertain reputation.

DETECTION AND REMEDIATION
Saved searches
lc-\ Threat Cases

a | [Ty :
Q) Threat Searches "
NAME ¥ CREATEDON W CREATEDEY ¥ TYFE ¥ STATUS ¥
% Suspicious Events [JEETEN
7 Wannacry Apr12,201612.39PM Glen From threst case Running
MANAGE Apr12, 2016 12 36PM Glen Direct search Running
50eed11aeb0BY70NSE..  Aprl2, 201612 35PM Glen Direct search Complete
A& People
d2fd308365cd4AadetatidcT]] Apr12, 2016 12 34PM Eric From threat case Complete
1 R IErEe
Ll Computers Wannacry Apr12, 201612 33PM Glen From threat case Camplite
Dadgydropper Apr12, 2016 12 32PM Glan From threat case Complete
CONFIGURE
wwweommandandcontralcom  Apr 12, 2016 12,31PM Eric Diract search Complate
@ rolicies badthing.exe Apr 12, 2016 12 30°M Eric Direct search Complete
= gttings Bfgafac3a7buefoSaBer5e960. Apr 12, 2016 12.29PM Eric From threat case Complete
System Settings
Glen's search for malware Aprl2, 2016 12.28PM Eric Direct search Complete

i, Protect Devices
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SOPHOS Dashboard Marcus Jones - o~
Overview / Endpoint Prolection Dashboard ABC Corp - Primaey Admin St
Admin
< Endpoint Protection
Most Recent Threat Cases See all cases
ANALYZE Sophos generaled Admin generated
CREATED ON PRICRITY TYPE E o 5
[#] Dashboard L ] I NAME CONDITION USER DEVICE
Apr 18, 2016 12.23PM High Malware datected MalML-PE Blocked and cleaned \William Moris WhormisPC
rj Logs & Reports ) =
Apr 17, 2016 12.23PM Madium Exploit Exploit Lockdown Cleaned up Brian Jones BrianJComp
Apr 16, 2016 12.23PM Low Malicicus traffic Tro/FOF Js-AlA Blgckod Brian Jones BriarLapiop
DETECTION AND REMEDIATION
Apr 15, 2016 12.23PM High Ransomwane Expioit Cryploguard Running Eryn Havers Enyniac
ﬁ:-\ Threat Casas =
Apr 14, 2016 12.23PM High FUA TroyLoic-A Clean up needed Gina Bakar Gina Comp
Q Threat Searches n
. Top Suspicious Events =00 See allevenls  Threat Search
(% Suspicious Events BETA|
HAME DETECTED ON THREAT SCORE | ENDPOINTS AFFECTED Search for potential thraats on your network
MANAGE Dropper.exe July 34, 2018 D901 AM 3 12 Enter one or more SHA 256 files hashes or file namaes,
24 Peaple Quiver.exe July 25, 2018 1204 PM 25 3
Dancs July 20, 2018 1057 AM 23 23
L] Computers
= Twoattot July 04, 2018 D2:0T AM 22 46
Searches on hashes or file names will retum portable executable files with
Adware WPSOffice  July 03, 2018 5:37 PM 54 uncertain reputation.
Packed.Generic.523  June 28, 2018 218 PM 17 1 _ Search |
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SOPHOS Endpoint Protection - Mal/ML-PE Mercus Jones 5
Deervira: [ Crdosit Probection Deshbased S Threat Cases / Mal/HL-F NBC Corp - Prirmay Admi -
Rdmin
Endpaint Protection -
ANALYZE tcta Blocked |
WMonmsPs Dusthaak exa Badthing exe be 4 . ST EiEanes
[#] Dashboard 112723005 April2 2017 5:488M Apr 12 2017 5:454M
) Logs & Reports
JETECTICN AND REMEDIATION Summary Suggested next steps
‘:‘J‘ Thieat Cesde Malware delecled Mal /ML-PE al G yprogear Gles) WMo resboadihing exe ® Srrsmatusand priority for e case Mew - High e

On:  wHarrsrE that belongs ta Willam Marris

Q Threat Searches

& bwestgale 1 grosessws've macked wilh an "usesiein® epuleion See grach
Cendmtan: AN CLEAMEL BUSAZES FILES INVOLVED

Blows tar detalls
Events  [IRER v v 1
& imalame the carrauter whils you irvantipate, @
Oetactior surrmaeny: Tho Mot causa tras o acoass 5 URL known o0 =0 assozinted
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Clean and block x

You're aboul to clean up Lhis iterm on any compuler where we've found it and block it on all
YOur compulers,

Why are you blocking this item?

IClean ave this icious file Tistit

Nole: You can see Lhe items you've blocked or unblock therm again in your Blocked ltems
lisL
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> Clean and block

What does this do?

Process details : fakedrop-cli.exe

Process details Report summary JEEERETGEAEETGTGVELEVEEM  File properties File breakdown

SOPHOSLABS Threat Intelligence
Current report created: Oct 4, 2018 3:43 PM

Attributes : 84% Suspicious

Analyzed over 29 million known good and over 15 million known bad items

Attribute Seenin: Known bad files Known good files

506k 1187k
Imports -> Enumerates Local disk drives

554 2k 9161k
Imports -> [!] The program may be hiding some of its i...

BE5.9k 1M
Imports -> [!] The program may be hiding some of its i...

821k 187.6k
Finderypt -= "Uses constants related to CRC32"

161.2k 307.9k

Imports -= [!] The program may be hiding some of its i...

Code Similarity : 76% Suspicious

Analyzed over 30 million known good and over 29 million known bad items

3 n/a

O runeplusexe o
o timeclick console.exe ks
@  Nofile name kS
© s-000000737868.exe ——

o pyportify-copysll.exe _41%

@  psié-exploit-hostexe e
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www.sophos.com/interceptx

BEEHEO
55 :+886 2 7709 1980
BFE:Sales.Taiwan@Sophos.com
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