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Intro

e Why DozenCloud
o Native ARM VPS

o Natvie ARMv8 vs QEMU Emulator

e Why ARMvS

o Pros

o Cons



Native vs Emulate

e Lightweight

e Massive Speed Improvement
o Cache
o Pipeline

o Out-of-Order Execution

e QEMU has lots of bugs

o JIT compiler has some problems






Supported devices

Android

¢ Android 4.4 to Android 6.0.1
(Android N will not supported until the official Android release)
e Preferred resolution of 720x1280 pixels (Not optimized for tablet)
e Strong internet connection (Wi-Fi, 3G, or 4G)
e GPS and Location Services
e Intel CPUs are not supported



Supported devices
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x86 is not supported QQ

Android 4.4 to Android 6.0.1

(Android N will not supported until the official Android release)

e Preferred resolution of 720x1280 pixels (Not optimized for tablet)
Strong internet connection (Wi-Fi, 3G, or 4G)

Android

e GPS and Location Services
a [Intel CPUs are not supported ]




ARMv8



Pros

e Native ARM Development Environment

o Compare with QEMU

e Better Concurrency Performance

o 96 cores

e Lower Power Consumption
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Cons

e Single Core Performance Worse than Other Architecure
e Software isn’t Ready

o Compiling from source or patch it.
e Need More Optimization

o KVM on ARM is worse than Xen on ARM

o KVM on x86 is better than Xen on x86 (about 3x)



THE #1 PROGRAMMER EXCUSE
FOR LEGITIMATELY SLACKING OFF:

“MY CODE’S COMPILING.

HEY! GET BACK
T0 \JORK'
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BKK16-504: Running Linux in EL2

Type-1 Hypervisor

l/ \I

Dom0 " " DomU
ELO User User
EL1 Kernel Kernel

EL2

Linaro Q)



BKK16-504: Running Linux in EL2

KVM/ARM VM Exits

Host VM
ELO User User

EL1 Kernel / KVM Kernel

EL2 K\/M[ -

Linaro
5



Possible Use Case

e ARM Virtual Private Server

o OpenStack

e Native ARM ClI server

o Gitlab-Cl

e Storage Server
o Ceph
e CDN



Native CI

.global

"

art

w

_Start:
// fd = stdout
nov x@, #9
// buf
ldr x1, =nsg

1)

'y

mov x2, len

/7 syscall num
mov xB8, #64

// syscall

sve #9
mov x@, a9
mov xB, #93
sve M

equ len, (end nsg)
nsg:
.a5cil "Hello wWorld\n"

end:




// fd = stdout
mov x0, #0

// buf

ldr x1, =msg
// len

mov x2, len

// syscall num

mov x8, #64
// syscall
svc #0

mov X0, #0
mov x8, #93
svc #0

$ apt-get install -y build-essential
Reading package lists...

Building dependency tree...

Reading state information...
build-essential is already the newest
® upgraded, @ newly installed, @ to r
$ make clean

rm -rf main.o a.out

LG

gcc —-¢c —-nostdlib -0 main.o main.s

gcc -nostdlib main.o

$ ./a.out

Build succeeded



Issue

e Kernel Panic

o Software Isn’t Ready

e OpenStack QEMU & Libvirt Driver

o 32 on 64 KVM Problem

. Mitaka Experimental UEFI Support Bug



32 on 64 KVM



ARMv7 vs ARMvS8

e ARMV7
o 32 bits
o ISA: ARM, Thumb

o CPU Mode: SVC, USR, FIQ, ......
e ARMvS8

o 32 and 64 bits

o ISA: AArch64, AArch32

- MNvrnlis ADRIwO A Lhaese AAvaAalhCA ICA A1



AArch32 vs AArcht4

e AArch32
o Partially compatible with ARMv7
o Only Reserve co-processor CP10, CP10, CP11, CP14, and CP15 etc.

o Including A32, T32, which correspond to ARM ISA and Thumb ISA
respectively

e AArch64

o No more CO-processor

o Remove conditional execution



Non-UEFI



Non-UEFI VMs

Need to assign kernel image and initramfs
Kernel patches will be problematic

Security issue



UEF]
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<vcpu placement="'static'>16</vcpu>
<cputune>
<shares>16384</shares>
</cputune>
<resource>
<partition>/machine</partition>
</resource>
<0S>
<type arch='aarch64' machine='virt'>hvm</type>

<loader readonly='ves' type='pflash'>/usr/ r < r>

<nvram template='/usr/share/AAVMF/AAVMF_CODE.fd'>/var/lib/libvirt/qemu/nvram/inst
nce-0000000a VARS. fd</nvram=>

<boot dev="'hd'/>
</0S>
<features>
<acpi/>
<apic/>
<gic version='3'/>
</features>
<cpu mode='host-passthrough'>
<topology sockets='16"' cores='1l' threads='1'/>
</Ccpu>
<clock offset="utc'>
<timer name='pit' tickpolicy='delay'/>
<timer name='rtc' tickpolicy='catchup'/>

PNORNAEY 000 vmLxml - utf-8[unix] (N2TENRESEIN




Patch

218 try:

219 self. domain.undefineFlags(

220 libvirt.VIR DOMAIN UNDEFINE MANAGED SAVE)

22! except libvirt.libvirtError:

222 LOG.debug("Error from libvirt during undefineFlags. %d"
223 "Retrying with undefine", self.id)

224 self. domain.undefine()

218 try:

219 self. domain.undefineFlags(

220| libvirt.VIR DOMAIN UNDEFINE MANAGED SAVE |
221 libvirt.VIR_DOMAIN UNDEFINE NVRAM)

222 except libvirt.libvirtError:

223 LOG.debug("Error from libvirt during undefineFlags. %d4d"
224 "Retrying with undefine", self.id)

225 self. domain.undefine()
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Future Plans

e Closed Beta at August

o ARMv8 Development Course

o Computer Security CTF Contest
e Open Beta

o No idea

o Financial Problem

e Native Android
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Demo

e GIGABYTE R150-T60 ARMv8 Server

o Cavium ThunderX ARMv8 processors

o DDR4 128GB RAM
e Ubuntu 16.04
e OpenStack Mitaka




Summary

ARMv8 software ecosystem isn’t compelete yet

Use with CAUTION!!!

OpenStack on ARMvS is usable but not complete

VNC, UEFI issue, and etc.....

x86_64 still better for general purpose usage
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