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So what are "objects™?
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Namespaces

 Group + segment pods,
ReplicaSets, volumes, &
secrets from each other







Deployments

« Deployments support

eplicaSe
rolling updates and Repe vl @
rollbacks lI

* Rollouts can even
be paused \::> B @ j ) ‘ g
. O j - 1} ReplicaSets

__ S
Pods  ® | o

» ReplicaSets are considered a

3 3 ” : 4
* Pods are the basic unit fgr poi “low-level” type in Kubernetes = k:
il containciinside » Often, Kubernetes users opt for ReplicaSet i ]
of Kubernetes ’ 3
« A Pod provides a way to set & higher level abstractions like E (Q
[ et varlables, = 4 Deployments and DaemonSets <= .
mount storage, and feed T l‘! . O
other information into 4
Q0 l

. { l — ]
acontainer O /
one or more containers X
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* SRt 5T ConfigMap - & EB/& F %] Pod | (ConfigMap)



Labels, why bother?
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o |[stio 7545 Label 2K 5 &4F Pod 70 A Sidecar
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* kubectl delete pod -1 app=nginx
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Q YAML vs. Helm vs. Operator



> YAML

+ WEBUERERAY - 2 THEE (Default)
* [EFHRRIZEREEE— R YAML D T 2K

*  kubectl apply Fi775 Lo 28— 2 YAML AY NS
Label
Image Name
Image Tag
Affinity, Antiaffinity, nodeSelector, taint, quota



Keep Secrets
secret

Corbin Chaffee (SendGrid)

Dear SendGrid Customer,

Your SendGrid account has been temporarily suspended as we have
detected that your account's credentials (password and/or API key) are
publicly listed on the code repository GitHub. This is a dangerous practice
which may result in your account being used by unauthorized third parties
to send malicious content and which may incur damage to your reputation
as a quality sender and charges against your account for high usage that
wou did not perform.

Before you ask for your account's reactivation, please ensure that you:

1) Change your account's password: https: //sendgrid.com/docs /ui/
account-and-settings /resetting-—your-username-and-password. If your
account was created using Heroku or IBM BlueMix, you must use our
password reset form.

2) Delete and update exposed APl keys in your account:
https://sendqgrid.com/docs /ui/account-and-settings/api-keys /#delete—
an-api-key

3) Enable two-factor authentication for your account

4) Remove your account credentials and API keys from any public listings
on code repositories or associated comments on sites such as GitHub or
BitBucket.

Please see the following link(s) for locations where your credentials have
been found to be publicly exposed:

https://github.com /i /blob/
cae832ef784e7dae2fcdi:
grafana.yaml

Please respond directly to this ticket in order to start the reactivation

nraress and he aware that an arcnnnt in a sunsnenderd stare at the end nf



Helm & Operator
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#F Helm 37 prometheus-operator

# $85F Prometneus HERHARFOMRZE DR

OPERATOR_VER=vB.32.8

CHART_VER=6.8.2

INGRESS_IP=%({kubectl get svc -n istio-system istio-ingressgateway -o=jsonpath="{.status.loadBalancer.ingress[8].ip}")
ALMGR_PORT=38285

PROM_PORT=32835

4 &4t Prometheus HI4ERARRIS (Alertmanager, Grafana, ModeExporter) — EEEEES— (- e e e wer) (e

O==—T . orET
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helm install --name prom --namespace prom --wversion $CHART_VER stablesprometheus-operator

--zet prometheus.prometheusSpec.replicas=2

--5et prometheus.prometheussSpec.retention=1d

--5et prometheus.prometheusSpec. scrapeInterval=15s %

--5et prometheus.prometheusspec.evaluationInterval=15s

--5et prometheus.prometheussSpec.externalUrl="http://$INGRESS_IF:%PROM_PORT" %

--zet prometheus.prometheusSpec. podAntiAfFinity=hard

--zet prometheus.prometheusSpec. podAntiAffinityTopologyKey="Ffailure-domain.beta.kubernetes.io/zane™ %\
--zet alertmanager.alertmanagerspec.replicas=2

--set alertmanager.alertmanagerspec.retention=12h 3

--set alertmanager.alertmanagerSpec.logFormat=1logfmt %

--zet alertmanager.alertmanagerspec.externallrl="http://$INGRESS_IP:S$ALMGR_PORT"

--zet alertmanager.alertmanagerspec.podAntifffinity=hard

--set alertmanager.alertmanagerspec.podAntifAffinityTopologyKey="failure-domain.beta.kubernetes.io/zone™ ¥
--set coreDns.enabled=false %\

--set kubeDns.enabled=true %

--set kubeControllerManager.enabled=false \

--5et kubeScheduler.enabled=false %\

--5et defaultRules.rules.kubeScheduler=false \

--zet grafana.persistence.enabled=true

©EET T




#F Helm ##37 prometheus-operator

-

$ helm install --name prom stable/prometheus-operator

Helm Chart

prometheus-operator

Prometheus Operator
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 F]H Quota fRHIH =
- Request - 26 0] DAE V& (O~ A HALAFRIREE)
- Limit - 522 0] LI{ERA N & (F 22 E EN =)

o KIJFH Autoscaler
- CA (Cluster Autoscaler)
- HPA (Horizontal Pod Autoscaler)
- VPA (Vertical Pod Autoscaler)
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« K] Autoscaler
- CA & HPA & VPA
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Grafana <s =
[OK] laxstars2prd03 Memory Available alert

f there are problems with how this message is displayed, click here to view it in a web browser.

[OK] laxstars2prd03 Memory Available alert

laxstars2prd03 memory usage exceeds 70% Il
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o Node ERYREHEFH & 48507 - kubelet Sflis & M)A EHDY Image BEIEE
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Size (GB)

|1n

© You have entered a volume size of under 200 GB. This may result in
reduced performance. Learn more

Estimated performance
Operaticn type Read Write

Sustained random I0PS limit 7.50 15.00

Sustained throughput limit (MB/s)

GCP Disk Pricing

Size (GB)

[200

Estimated performance

Size (GB)
5000

Estimated performance

Operation type Read Write

Operation type Read Write

Sustained random I0OPS limit 150,00 30000 Sustained random [OPS limit 3,000.00 7,500.00

Sustained throughput limit (MB/'s) 24.00 24.00

Sustained throughput limit (MB/s) 240.00 240.00

Size (GE)
200

Estimated performance

Operaticn type Read Write
Sustained random [OPS limit 6,000.00 6,000.00
Sustained throughput limit (MB/s) 96.00 96.00



https://cloud.google.com/compute/disks-image-pricing#disk
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Namespace: | bookinfo ~ Display ~ Edge Labels ~  Graph Type | Versioned app ~ Fetching | Last 5 min

Every 15 sec v || &

® app: productpage

namespace version

Services: productpage
Workload: productpage-vl

vl g HTTP Traffic (requesis per second):
n Total YSuccess %Error
/ In 075 10000 0.00
/’ Out 151 73.64 26.36
/ P
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-
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u
%
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istio-syslem” \\ 0 25 50 75 100
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AN
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N F@{A-\:ms
\\ HTTP - Inbound Request Traffic min/ max:
AN RPS:0.40/0.87 , %Eror 0.00/0.00
\
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HTTP - Outbound Request Traffic min / max:
RPS:0.80/1.74 ,%Error 12.46/42.87
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e |nfluxDB + Telegraf + Gratana (TIG Stack)

* Prometheus + Grafana
o Elasticsearch + Logstash + Kibana (ELK Stack)
* |nsight, Stackdriver, CloudWatch (Cloud Platform)

e Datadog, Logz, Elastic Cloud (Cloud Solutions)
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1B<F Best Practice

e https://Imgtfy.com/?q=kubernetes+best+practices

e https://kubernetes.io/docs/concepts/configuration/overview/

e https://kubernetes.io/docs/setup/best-practices/

e https://www.weave.works/blog/kubernetes-best-practices
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https://kubernetes.io/case-studies/

Case Stu dies
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