
Kubernetes與Helm的
愛恨情仇



Hello! I am Billy Yang
k8s, Golang and  

Unsupervised learning
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Trend Micro 
Backend Engineer



Agenda

• Why we need Helm?


• What is Helm?


• How do we use Helm?


• What’s news in Helm?
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Feature 
implementation

Time spent using

Container Orchestration  
Learning Curves
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Mesos
Docker swarm
Rancher

K8s



Why K8s Is Hard 

• Many small and interconnected 
components ( k8s resource )


• configuration is relatively complex


• Documentation isn’t really good
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60 resource types  
in k8s v1.12.5



We need a tool to 
simplify k8s configuration writing and 

make deployment easier
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Why We ♥ Helm ?

• Templating engine


• Rollback a service quickly and version support


• Installation and setup are simple


• Community and document are not bad
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Objectives
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• Easy to deploy it, just git push 

• Easy to backup the deployed configuration file

• Easy to maintain or troubleshoot it

• Not easy to hack our k8s, make it as secure as possible



Blueprint
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• Why we need Helm?


• What is Helm? 

• How do we use Helm?


• What’s news in Helm?

9



Helm 
The Package Manager  

 For K8s 

10



Let’s Write  
Helm Package

11



Chart : Helm Package
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• A description of the package, Chart.yaml


• One or more template, which contains k8s resources


• After install a chart, it will create a release.


• Upgrade the release, it will increase revision number.



Chart.yaml
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apiVersion: The chart API version, always "v1" (required)
name: The name of the chart (required)
version: A Semantic-versioning v2 version (required)
description: A single-sentence description of this project (optional)

• Semantic versioning 

• Major information of Helm package

• helm upgrade/push  --force



Go Template + YAML
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replicaCount: 2
app:
  name: hello-app
image:
  repository: 
registry.us-west-1/app/
hello-app
  tag: 1.0.0

template/deployment.yaml values.yaml
apiVersion: apps/v1beta2
kind: Deployment
spec:
  replicas: {{ .Values.replicaCount }}
  template:
    spec:
      containers:
        - name: {{ .Values.app.name }}
          image: 
"{{ .Values.image.repository }}:
{{ .Values.image.tag }}"
          imagePullPolicy: IfNotPresent
          command: ["/go/bin/hello-app"]



Template

Value

When DevOps 
Engineers Use Helm Template



Required & Default

16

logger:
  level: {{ default "INFO" .Values.logLevel }}
  rotate: {{ default 7 .Values.logRotate }}

logLevel: DEBUG
logRotate: 30

• Default Check for Flat Values

• Basic

{{ default "INFO" .Values.logLevel }}

{{ required "log level is required" .Values.logLevel }}



Required & Default
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{{- if .Values.logger }}
logger: 
  level: {{ default "INFO" .Values.logger.level }}
  rotate: {{ default 7 .Values.logger.rotate }}
{{- else -}}
logger:
  level: ERROR
  rotate: 1
{{- end }}

logger:
  level: DEBUG
  rotate: 30

• Default Check for Nested Values



Make Type Clear
• Large integers will get converted to scientific notation in some cases.
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packageId: 12345678

{{.Values.packageId }}
1.2345678e+07

packageId: "12345678"

{{ int .Values.packageId }}
12345678

packageId: "12345678912345678912"

{{ int .Values.packageId }}
0



Quote Value Or Template ?
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logLevel: ""
logRotate: 7

logLevel: {{ .Values.logLevel }}
logRotate: {{ .Values.logRotate }}

logLevel:
logRotate: 7 

logLevel: "\nlogRotate: 12345678"
logRotate: 7

logLevel: {{ .Values.logLevel }}
logRotate: {{ .Values.logRotate }}

logLevel:
logRotate: 1.2345678e+07
logRotate: 7 



Quote Value Or Template ?
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logLevel: '\nlogRotate: 12345678'
logRotate: 7

logLevel: {{ .Values.logLevel | quote }}
logRotate: {{ .Values.logRotate }}

logLevel: "\nlogRotate: 1.2345678e+07"
logRotate: 7 



• Why we need Helm?


• What is Helm?


• How do we use Helm?


• What’s news in Helm?
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Blueprint
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Helm Architecture
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Helm 
CLI Tiller

api 
server

k8s cluster 

gRPC

HTTP

helm install

release



Jenkins X
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Tekton



Keel
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Build our Helm deployment pipeline  
in Jenkins  

without additional dependency
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Tasks

27

Update

Chart Version,

Image Tag, …

Verify

Template

Rendering

Backup

Released


Chart
Deploy

Check

Service

Status

Encrypt

Secret

in Git



Secret Management  
In Git
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Template

Value

Secret

{
appSecret:
  db:
    username: dbuser
    password: "db@PASSWORD123"

appValue:
  db:
    name: hellodb
    connectionTimeout: 60

Chart



Chart Encryption Tool
• We use Helm-secret plugin.


• Helm-secret uses mozilla/sops (Secrets OPerationS)
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• Sops is an editor of encrypted files 


• Format support : YAML, JSON, INI, …


• Key provider support : AWS KMS, GCP KMS, Azure Key 
Vault and PGP 



Chart Encryption Tool

30

appSecret:
  db:
    username: dbuser
    password: "db@PASSWORD123"

appSecret:
  db:
    username:  
ENC[AES256_GCM, data:CwE4O1s=, iv:2k=,  aad:o=, tag:w==]
    password: 
ENC[AES256_GCM, data:p673w==, iv:YY=, aad:UQ=, tag:A=]

sops -e -i 
secret.alpha.yaml



Chart Encryption Flow
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sops

AWS KMS
sops -e -i secret.alpha.yaml

push chart 

with encrypted YAML

webhook

helm push

get key

decryptHelm 
CLI sops

get key



Chart Museum
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AWS S3

Redis

helm push

helm fetch

helm repo update
helm search -l



Verify Template  
Rendering
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Helm 
CLI Tiller

api 
server

k8s cluster 

release
• helm install —dry-run —debug

• helm template + yamllint
• helm lint



Deployment
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Helm 
CLI Tiller

api 
server

gRPC

HTTP

k8s cluster 

release

2 way HTTPS

SSH

1.   helm fetch
2.   helm secrets 

upgrade Deployment

server



Deployment Status Check

• kubectl rollout status check with timeout


• Notification
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Reuse Jenkins Pipeline
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• Apply Parameter Jenkins Pipeline if the service deployment steps are  
almost the same

Service

Pipeline

Helm 

Deployment


Pipeline



• Why we need Helm?


• What is Helm?


• How do we use Helm?


• What’s news in Helm?
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Helm 3 
Developer friendly, and 
more secure to operate
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Developer Friendly
• A single registry can be used to host both images and charts


• Built-in diff and push commands


• Library chart


• Compatible with Helm 2


• helm delete —purge is worked as default


• …
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More Secure to Operate

• No tiller


• Use k8s secret as default


• Improve upgrade strategy


• …
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3-way Strategic  
Merge Patches
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$ helm upgrade myapp ./myapp 

In Helm 3, the patch is generated by using the old manifest, the new 
manifest and the live state

$ kubectl scale --replicas=0 deployment/myapp 

  $ helm rollback myapp --to-revision=0 



Any Impact ?
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Conclusion
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GitOps
• Use Git as the source of truth for both your infrastructure 

and application code


• Operation by pull request
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• Trace all changes in Git 


• End-to-end automation workflow


• Robust GitOps pipeline enhances developer experience



• Helm2 是很棒的⼯工具，但要
接受它有⼀一些⼩小缺點 

• 期待 Helm3 可以讓部署服務
在k8s上更更接近 GitOps 的⽬目
標！
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Thank You :)


