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discovered in FEI

The TTPs of this
campaigns again

targeted several ATMProxy: A new way to rob ATMs

Version: 1.0 (18.07.2017

K As PE s (hEAk [ EwnEE) | eaEE 100 %ﬁﬂ%kﬁﬁf%%ﬂ ISP AR
SR E - :

Executive summary

In June 2016, while doing an incident response in a financial organisation we found an interesting,
previously unknown Automated Teller Machine (ATM) infection. The malware samples discovered on
this organization’s ATMs are very specific and were used only in this attack. We've decided to call it
ATMProxy due to the unique technique used by this malware.

The way this new attack works is as following: the malware module running on the ATM is proxy-ing all
the traffic between ATM and the server in bank’s network. ATMProxy’s operation interacts with cash
withdrawal: the malware is looking for a special card with hardcoded number (4693 9573 0503 9922). If
such card has been inserted in infected ATM, then the malware changes cassette number to dispense
cash from the last cassette with the most valuable notes.
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is known to have used zero-days before,

while is a new APT actor that we discovered

only recently.
.« £H¥964M7TWindows 8 * Windows 10 & 47

- E_EABERNRERFEEF 1% - B
ZeEH FEEIS ="M LA -

https://securelist.com/elevation-of-privileges-in-namco-driver/83707/
https://securelist.com/new-win32k-zero-day-cve-2019-0859/904 35/

New zero-day vulnerability CVE-2019-
0859 in win32k.sys

By Vasily Berdnikov, Boris Larin, Anton Ivanov on April 15, 2019. 10:00 am

In March 2019, our automatic Exploit Prevention (EP) systems detected an attempt to exploit a vulnerability in the Microsoft
Windows operating system. Further analysis of this event led to us discovering a zero-day vulnerability in win32k.sys. It was
the fifth consecutive exploited Local Privilege Escalation vulnerability in Windows that we have discovered in recent
months using our technologies. The previous ones were:

« Zero-day exploit (CVE-2018-8453) used in targeted attacks

« A new exploit for zero-day vulnerability CVE-2018-8589

« Zero-day in Windows Kernel Transaction Manager (CVE-2018-8611)

¢ The fourth horseman: CVE-2019-0797 vulnerability

On March 17, 2019 we reported our discovery to Microsoft; the company confirmed the vulnerability and assigned it CVE-
2019-0859. Microsoft have just released a patch, part of its update, crediting Kaspersky Lab researchers Vasiliy Berdnikov

and Boris Larin.

Kaspersky Lab products detected this exploit proactively through the following technologies:

1. Behavioral detection engine and Exploit Prevention for endpoint products;
2. Advanced Sandboxing and Anti-Malware engine of the Kaspersky Anti Targeted Attack (KATA) platform.
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The map shows the percentages of users on whose devices Kaspersky Lab products intercepted Local infections in the Last month. KL
products' users are always protected from all — even the very latest — threats.
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The map shows the of users on whose devi Kaspersky Lab products intercepted Web threats in the Last month. KL products'
users are always protected from all — even the very latest — threats.
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The challenge of orchestrating alerts
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Kaspersky Integrated Endpoint Protection Solution
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The Scanbox attack framework
is now polymorphic
Version: 1.3 (19.Nov.2015)

Distribution: this document is TLP: RED. For more information on TLP, please see
https://www.us-cert.gov/tl

Executive sum mary

“Scanbox” is a JavaScript-based attack framework used by several APT groups with a Chinese nexus,
including but not limited the ones publicly known under the monikers Deep Panda, Emissary Panda,
Stone Panda, Selenium (Kaspersky name), Defex, COd0s0 and the groups operating under the larger
umbrella known as “AXIOM” *. Scanbox seems to be designed to achieve similar goals as BeEF?, The

Browser Exploitation Framework Project. However, while BeEF is open source, Scanbox is not.

The Scanbox framework was publicly disclosed in a blogpost by Alienvault?, in August 2014, and detailed

with more information by PwC* in February 2015. It is still actively used in strategic watering hole
compromises, and we’ve observed deployments for several versions of the framework during the last
year.

Most recently, we came by an unusual evolution of the Scanbox framework which is polymorphic. This

makes it much more difficult to detect.

This paper in a nutshell:
o The Scanbox framework is designed to assist attackers with collecting sensitive information
about their targets.
It has been used by multiple groups, all with a Chinese speaking nexus.
Its sourcecode is not publicly available.
In its most recent iteration, the code is polymorphically generated by the server during
attacks and looks different every time it is downloaded.
The polymorphism in its latest version makes it very hard to detect.
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Lazarus attacks against Taiwanese financial institutions
Report Id 1006

sion: 1.1 (17.0ctobe
Update: Technical detail in Loa

Executive summary

It was recently published1 a cyber-attack against a Taiwanese bank (FEIB) where attackers managed to

transfer $60 million USD. Due to the early discovery of the attack, the bank managed to recover almost
all money, except for $500000 USD.

A quick analysis on the malicious files used by the attackers revealed another potentially compromised
bank, also located in Taiwan, which one of its servers presenting identical malware than the one
discovered in FEIB.

The TTPs of this campaign reminded us of Lazarus, where some malware is being reused from previous
campaigns against banks, stretching from the end of 2016 to early 2017. In previous campaigns, Lazarus
targeted several of European and African banks.

This paper in a nutshell:

A new major cyber heist has occurred in the Asian region;

The discovered malware seems to indicate that Lazarus group has restarted its activity, exploiting
servers connected to SWIFT network;

A new technique to drop self-spreading ransomware during the attack, apparently for distraction
purposes, suggests a new persistent tactic used by the group, and raises questions about the
Wannacry real purpose.
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