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Stored Cross Site

CVE-2018-19615 Scripting (XSS)

Incorrect Access

CVE-2018-19616
Control

*HZ T

Rockwell Automation Allen-
Bradley / PowerMonitor - 1000

Rockwell Automation Allen-
Bradley / PowerMonitor - 1000
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MEDIUM

CRITICAL
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ICS-CERT
6.1 W-ISAC
ExploitDB
CNNVD

ICS-CERT
9.8 W-ISAC
ExploitDB
CNNVD

Z 1

CVE-2018-19615 learn more at National Vulnerability
Database (NWVD)
* CWSS Severity Rating ® Fix Information = Vulnerable
Software Versions « SCAP Mappings * CPE Information

An issue was discovered in Rockwell Automation Allen-Bradley PowerMonitor
1000. /Security/Security.shtm has stored XSS via a /Security/cgi-bin/security
URI.

MNote: References are provided for the convenience of the reader to help distinguish
between vulnerabilities. The list is not intended to be complete.

= EXPLOIT-DB:45928
= URIL :https://f
e MISC:http://

xploit-db.com/exploits/45928/

ocrmsecurity.com/files/150600/Rockwell-Automation-

Allen-Bradley- nitor-1000-XSS . htm

EXPLOIT =
DATABASE

Rockwell Automation Allen-Bradley
PowerMonitor 1000 - Incorrect Access
Control Authentication Bypass

Author:
Type: We
Aliases: N/A Advisory/Source: N/A

E-DB Verified: (& Exploit

Published: 2018-12-04

Platform: Hard re

Vulnerable App: N/A
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Rockwell Automation to Patch Publicly
‘et ¥ Disclosed Power Monitor Flaws
il
anll ‘
By Eduard Kovacs on February 20, 2019

Rockwell Automation is working on patches for two vulnerabilities affecting its Allen-
Bradley PowerMonitor 1000 products. Details of the flaws have been public since
November 2018.

Rockwvrell Automation and ICS-CERT wrarned recently that PovrerMonitor 1000 powveer monitors
are impacted by authentication bypass and stored cross-site scripting (XSS) vulnerabilities.

The affected product is designed to provide load
profiling, cost allocation, and energy control
information vhen integrated vrith other energy

monitoring systems. T e e 1% PowerMonitor 1000
- - e
The X5S flawvs, classified as “medium severity” L -
wiith a CWSS score of 6.1, allovss a remote and o
GiE)  Anen-Bradiey

unauthenticated attacker to inject arbitrary e o S e

code into a user’s web brovsser session. The
authentication bypass vulnerability, rated !!!--?-!.-I!!.!'!'
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