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Tazs
Bracelets - !
. B T
Badges Bigmetric scanners

Closed-circuit
security system

Hospital information system
Laboratary infermatian system
Radiology information system

Picture archiving
and cammunication system

Pharmacy information system
Pathalogy information system
Elood bank system

Research information systam

O P\
BME

SMART HOSPITAL

ASSETS
a8 ;
REMOTE . MOEILE CLIENT
CARE SYSTEM - DEVICES
IDENTIFICATION ' ' o
SYSTEMS N BUILDINGS
MNETWORKING Crr ey '
EQUIPMENT
NETWORKED
o MEDICAL
= DEVICES

INTERCONMNECTED
CLINICAL -
INFORMATION N
SYSTEMS

DATA

Power regulatian
Climate regulation
Medical gas supply
Door lock system

Mobile devices {e.g.,
glucose measuring devices)

Wearahle external devices
Implantable devices

Stationary devices
{e.g., life support machines]

Supportive devices
lassistive robots)

Research data
(8.8, clinical trial reports)

Tracking logs
Electronic medical record
Patient data

ot

NATURAL PHENOMENA
Fire

Flood

Earthquake

SUPPLY CHAIN FAILURE

Ooud service provider failure
MNetwork provider failure
Power supplier blackout

Medical device manufacturer
failure/non-liability

FH

HUMAN ERRORS
Medical system
configuration error
Absence of audit logs

Unauthonsed access control
or lack of processes

Non-compliance (BYOD]

Physician/ patient error

THREATS
TO SMART HOSPITAL

MALICIOUS ACTIONS

Malware
- Virus
- Ransomware

Hijack
-~ Network/session
~ Medical devices [Medjack)

Social engineering

- Phishing

- Baiting

~ Device cloning {RFID)

Theft
— Device
- Data

Medical device tampering
Skimming

Deanial of sarvice

1
SYSTEM FAILURES

Software failure
Inzdequate firmware

Device failure {or limited
capabilitias)

Network components failure
Insufficient maintenance
Overioad

Communication betwean loT
and non lot

ENISA, European Union Agency for Network and Information Security, “Cyber security and resilience for Smart Hospitals,” 2016/11/24,
https.//www.enisa.europa.eu/publications/cyber-security-and-resilience-for-smart-hospitals
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Endoscope Reprocessing Failures Continue to Expose Patients to
2 Infection Risk
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Mattresses and Covers May Be Infected by Body Fluids and
Microbiological Contaminants (&2t H)
PREVNIPK W HE & 8 A BRI AR 5 24 5 [ S A IR R

Improper Cleaning May Cause Device Malfunctions, Equipment Failures,
and Potential for Patient Injury

N EWERIER f] R EEE IR - BB BE 25 (AR
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Unholstered Electrosurgical Active Electrodes Can Lead to Patient Burns
FMiE B > BREERCRBEEEEES - "TREGRRMEHE -
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Inadequate Use of Digital Imaging Tools May Lead to Unnecessary
Radiation Exposure
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Workarounds Can Negate the Safety Advantages of Bar-Coded
Medication Administration Systems({i Fi & #/ENZ)
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Slow Adoption of Safer Enteral Feeding Connectors Leaves Patients at
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Confusing Dose Rate with Flow Rate Can Lead to Infusion
Pump Medication Errors
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Improper Customization of Physiologic Monitor Alarm

“Clean” Mattresses Can Ooze Body Fluids onto Patients

2 “EESHT 352 B Settings May Result [n Missed Alarms )
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Retained Sponges Persist as a Surgical Complication

3 Despite Manual Counts Injury Risk from Overhead Patient Lift Systems
mEANTLER - FirEHEeE (DmERY) AR —FiitEE . B BB RSHV G EE
Improperly Set Ventilator Alarms Put Patients at Risk for Cleaning Flu.id Seeping into EIectri.caI Components Can
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Flawed Battery Charging Systems and Practices Can Affect

Mishandling Flexible Endoscopes after Disinfection Can Device Operation
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— Defibrillators (BrE82%) E ﬂ

— Infusion pumps (&% 3R) SMART HOSPITAL

— Anesthesia units (fifiF 1) a0F R

- Ventilators (FIR 1) T L MOWSEEN

— Extracorporeal Assist ( 9|\$$E}J %%%) N
—  Vital sign monitors (£a =5) S wemeren pemon 17 ﬁo o ey

— Digital Radiographic X-Ray System(%ﬂﬁix%ha%, END) e _
— CT & MRI scanners (CT%DMRHFET %2%) . Yo -

NETWORKING

Nucl Machi ZFEEGHE caviPmEnT . NETWORKED  stanonaryaeutes
- uclear Machine ( BEXH) oot formaton sy : VOSSR L v
Laboratory information system . S Darhvr devices
- Fetal monlto rs (HL\E‘EJID- EE) Radialogy information system @ " : as3fstive robots)
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— Laboratory analyzers (B ZE 7 #i&zz) sharmacy whomertn s S o Ay e
SYSTEMS

Pathology Informarion system

— Diagnostic ultrasound (HB& K2k % 28) " omva Seconc medcaecer

— Electrocardi ograp hs (/ L& . {E ) E/ N ENISA, European Union Agency for Network and Information Security,
- In_j ectors, contrast m edia (/E %—J = ”) “Cyber security and resilience for Smart Hospitals,” 2016/11/24,
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