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Supply Chain Attacks
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Behavior-based detection
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A

ACritical Data, Users, Assets, Network, Backup Plan, Physical Location

A

AKnow what to know, too much information is no information.
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Threat Hunting ( )
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Threat Intelligence ( )
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Threat Hunting

ANetwork -based Hunting
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Pivoting:
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Host- based Hunting

A Standalone code
AMalware does not try hide itself or hijack other process
AFile name or hash is special, only appears on a few endpoints.

A Masqueraded code
. AHiding methods: Loaded using svchost.exe, DLEHijacking, etc.

ASame filename but different in-memory attributes.

A System Abnormality
AEventLogs Web logs, File system, Startup artifacts
AFile-less threats: PowerShell, WMI Script, lrmemory



