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Supply Chain Attacks 
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Behavior-based detection 

8/14 CCleanercompromised 
8/17,24 ThreatSonar detected
9/14 First Antivirus detection
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APT MTTR 

FireEye MandiantM-Trends 2017 Report



Digital Forensics        Incident Response         Proactive Incident Handling

Disk Forensics

Network Forensics

1997

1999

2001

2003

2016

National CERT

Memory Forensics

2005

Threat Hunting

2013

20112007

Remote Forensics EDR

SIEM, SOC, MSSP

Private CSIRT Stuxnet/ APT

2010

2015

OrchestrationThreat Intelligence



CSIRT 

Hunting & Response

Detection

Prevention

Hunting &
Response

Detection

Prevention



policy ( VPN)(APT )



( Adobe )



Proactive Defense How-to



Å

ÅCritical Data, Users, Assets, Network, Backup Plan, Physical Location

Å

ÅKnow what to know, too much information is no information.
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Threat Hunting ( )
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Threat Modeling Threat Intelligence
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Threat Hunting 
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Threat Hunting 

ÅNetwork-based Hunting
Å Ǡ ̘ ̘

Å ǠFirewall, IPS, Proxy, NAT, Moloch, etc

Å Ǡpacket with most outbound IP, longest, largest amount?

Å Ǎ

ÅHost-based Hunting
Å Ǡ ǉ ̘ ̘ Ǌ

Å ǠProcess, File, Service, MBR, Registry, Eventlog, etc

Å Ǡ Hidden process, Unique artifacts, Autorun entry, etc

Å Ǎ

Å Ǎ ǂ



Pivoting: Ping- Pong 

%Temp%\RarSFX1\1.exe looks suspicious dropper,
Is this a ransomware, banking Trojan or APT ?
> Not sure, check network side.

Any suspicious outgoing connection or DNS
from this endpoint at the timeframe of alert?
> Yes, one suspicious VPS IP found.

Get me additional logs to build activity timeline
on this endpoint using remote forensics tools?
> Yes, this host has been compromised

Is there any other host in my organization
connecting to the same IP?
> Yes, please block all of them.



Host- based Hunting 

Å Standalone code
ÅMalware does not try hide itself or hijack other process

ÅFile name or hash is special, only appears on a few endpoints.

Å Masqueraded code
ÅHiding methods: Loaded using svchost.exe, DLL-Hijacking, etc.

ÅSame filename but different in-memory attributes.

Å System Abnormality
ÅEventLogs, Web logs, File system, Startup artifacts

ÅFile-less threats: PowerShell, WMI Script, In-memory


