Taiwan

Cg'ggggéﬁjﬁém‘t Hit i iThome
CLOUD FUTURE
‘BUILT TODAY

=
D
S
HT
7}&

Z21E & Al E)ﬁ@%nﬁm
i?t féE,LiEﬂ f |:|2|:|

=
anp
Crrm
b
)@Itﬂ

lrack /- 2025.7.2
Jerry Hsu



Taiwan EEEE § B AR R AR :
CIStd Summit ‘ iThoiiia

o ‘2025 EWERAS
Expertise

Problem solving

SQL Server Performance tuning
CDN / WAF optimization
Hybrid cloud solution

Design Thinking coach
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2024 SQL Summit Speaker
s 2022 SQL Summit Speaker
Generatie Al 2021 SQL Saturday Speaker
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ASUS Al Assistant with Multi-Agent Architecture

Build on Azure with Semantic Kernel Orchestration and MCP-Connected Agents

i Product S
R

& gk
Al Search

|

»ud s )

MCP Server MCP Server

-~

APIM

BOrchestratorAgent
Azure R
4 S, Custom - 4 ~ Al Agent —
O Speech ﬁ r Service

Model (MCP Client)

Semantic Kernal for Orchestration

“ASUS aims to transcend time and space limitations to engage consumers effectively. By
leveraging Al assistants, we seek to significantly enhance customer satisfaction, boost
revenue, and reduce service costs.”

Marvin Hsu,
Vice President, ASUSTeK Computer Inc.

* ASUSTUF GAMING T500 *

BUILT FOR COMBAT.

FOR THOSE

ASUS sought to improve its online customer engagement 24/7 by
implementing an Al Assistant on its website. The ASUS Al Assistant led
to a 6x increase in pageviews, 7x boost in interaction time, 600% rise in
e-commerce conversion rate, 5x increase in purchases, and 20% higher
average order value (AQV).

https://build.microsoft.com/en-US/sessions/BRK148
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B EEIER] Al Assistant =

E—EmmpEES (to C) AL - EAARFBSEE - MRS HEFPEE
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- Azure OpenAl GPT3.5 > GPT40 PTU > GPT4.1/4.1mini PTU and Google Gemini 2.5 Flash
[B] 2 Bz RE PR
- content filter / prompt engineering
12 ENSE
- embedding vector / Al search / prompt engineering
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- prompt engineering
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Things break; that’s life. Google SRE
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App Service plan HA RS

Scaling

When scaling demand changes, you can manually scale your resource to a specific instance count, or via a custom Autoscale
rule based policy that scales based on metric(s) thresholds, or schedule instance count which scales during designated time

windows. You can also use Automatic Scaling features which enables platform managed scale in and scale out for your apps
based on incoming HTTP traffic. Learn more about Azure Autoscale, Automatic Scaling or view the how-to video. &

Scale out method O
Manual
Maintain a constant instance count for your application

O Automatic
Platform managed scale out and in based on traffic

@ Rules Based
User defined rules to scale on a schedule or based on any app metric

 [&1E window & - & rolling scale-out
- YA zone redundant

« multi-region &
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APIM #—&E 38 AOAI endpoints - ZBALY AOAI pool 3EM4#E5E LLM quota

 endpoints FERAAES APl - IEHEFE—AL
« endpoints tZE private link - ZF 45

- FF (subscriptions ) & @& 173
AP mE(ERIPRER

« 1I% ( backend ) BFEEER
{# A Bicep 3k Terraform #E1TEE
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APIM inboun \51|

<inbound>
<choose>
<when condition="@(context.Request.IpAddress.StartsWith("203.0."))">
<set-backend-service base-url="https://aoai-japaneast.openai.azure.com" />
</when>
<when condition="@(context.Request.IpAddress.StartsWith("198.51."))">

<set-backend-service base-url="https://aoai-eastus.openai.azure.com" />
</when>
<otherwise>
<set-backend-service base-url="https://aoai-centralus.openai.azure.com" />
</otherwise>
</choose>
</inbound>
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APIM inbound \51|

inbound
set-variable name="region" value="@(context.Request.Headers.GetValueOrDefault("x-region", "default"))"
choose
when condition="@(context.Variables["region"] == "japan")"
set-backend-service base-url="https://aoai-japaneast.openai.azure.com"
when
when condition="@(context.Variables["region"] == "us")"
set-backend-service base-url="https://aoai-eastus.openai.azure.com"
when

otherwise
set-backend-service base-url="https://aocai-southeastasia.openai.azure.com"
otherwise
choose
inbound
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APIM inbound rate limit

<inbound>
<base />
<choose>
<when condition="@(context.Subscription.Name == "subscription-aia-prod")">
<!— EBF Token [REEMRE -—
<set-header name="X-InputTokenLimit" exists-action="override">
<value>200000</value>
</set-header>
<set-header name="X-InputTokenTolerance" exists—action="override'>
<value>1.0</value>
</set-header>

<!-—— RREEERH : 30 PRRS 20 R ——>
<rate-limit-by-key
calls="20"
renewal-period="30"
counter-key="@(context.Subscription.Id)" />

<!— IEERImRFE —
<set-backend-service backend-id="pool-gpt4o-ptu-only"
</when>
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APIM backend pool

//pool
resource pool_gptdo_ptu_only 'Microsoft.ApiManagement/service/backends@2023-09-01-preview' = {
name: 'pool-gpt4o-ptu-only’
parent: apim
properties: {
description: 'gpt-40 ptu-only pool'
type: 'Pool’
pool: {
services: [
{
id: aoai_ptu_japaneast.id
priority: 1
weight: 1
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APIM backend pool

resource pool_gptdo_ptu_first 'Microsoft.ApiManagement/service/backends@2023-09-01-preview' = {
name: 'pool-gptd4o-ptu-first'
parent: apim
properties: {
description: 'gpt—4o0 ptu-first pool'
type: 'Pool’
pool: {
services: [
{
id: aoai_ptu_japaneast.id
priority: 1
weight: 1
+
{
id: aoai_payg_japaneast.id
priority: 2
weight: 1
+
{

id: aoai_payg_koreacentral.id
priority: 3
weight: 1

+

{
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Performance by design. Tom Kyte
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%38 Application Insight 3&

o

VOOV NV WV

Overview

Activity log

Access control (IAM)

Tags

Diagnose and solve problems

Resource visualizer

Investigate

~~ Application map

‘@ Smart detection

A~ Live metrics

- Transaction search

@) Availability

2 Failures
Performance

Monitoring

Usage

Configure

Settings

& slow response

instance
1.7s
700 calls
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v G stage EEE m POST 00 134
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= 259 45 e e g
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= u i

Azure SQL DB

&S #E % RTT (Round-Trip Time) ##g




2] 8§ 3 %
o o o g 2 ®
o ., ®e

Taiwan . f y = ORGANIZED BY
CQIOC%JCJQSULT\mIt case study 2 - Qﬁb.ﬂﬁﬂ ( Performance Tunlng ) 1IThome

FHREEMNAHERNE  mE=HFE(EHRE
- KNN ( K Nearest Neighbors ) &% EE 14 top-K
- Vector Indexing methods
« FLAT ZZ2t8FrADE  STEHAUEEBHFELEHINER  ESEERERERNES S
« HNSW ERzEXNELE  ZO28E0% GPS Efi—1& - WEKKEIBRIES  AENREHEE -
- Redis query methods (RTT)

« single queries EE&EEEEY - BESEREFERSRARTRENMAERE -

Yﬂ]ﬁ}

+ batch queries (pipelining) #txaaE AIER VERLIZF EHE - EEZEE BIERERRBAEME -
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Model text-embedding-ada-002 | text-embedding-3-small | text-embedding-3-large
MTEB score 61.0 % 62.3 % 64.6 %
Dimension 1536 256/512 /768 /1536 256 /512 /768 /1536/ 3072
Price (per 1K token) $0.0001 $0.00002 $0.00013
=8
Storage ~ 6 KB (1536 x float32) 512~ 2 KB 1536~ 6 KB
1536~ 6 KB 1
3072~ 12K
BEOEFEFER ~ 6 GB ~ 1GB to 6GB ~ 1GB to 12GB
o o k.. o SEEEE (X2 “F%} iy
ERSE RREMA - ERES RREH - ARES KB EN RN R
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ZEFHE ( Security Defense )
—ZAHRRERMERI BB BNEN ;| SAlRFFPRER - 58 - EBRASZZHAG - BiEkh
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ZBEHST ?
Estfi%  SURARER  ERELEHRGAAESE =HER - TERZA/MEHNEIR ©
m<H - LM ER - TESIAGZESREE -

St

OWASP Top 10 for LLM Applications 2025 November 17, 2024
- LLM10 #EPEER#E ( Unbounded Consumption )



ORGANIZED BY

iThome

( Secu rity@D.efense )

case study 1-ZE[HE

CIT°'“”°CJ Summit
2025 EEIRASE

AWS WAF

AWS Threat Intelligence monitors your previous 2 weeks of allowed traffic for vulnerabilities. Mitigate these by interacting with the specific traffic dimensions below to enable the recommended AWS Managed Rules.

v Add recommended rules based on your traffic insights (2) infe

Allowed IP reputation traffic

Allowed Anonymous IP traffic
@ Rule enabled in default mode

Allowed DDoS sources
@ Rule enabled in default mode

Amazon Web Services
N
Vulnerable application traffic Allowed Qoggtﬁfﬁg
4991.99K & 92.502% 4965.32K 4 92.103% 18.14K & 272.95%

WAF

N

{ea)

g\
S—

Allowed
AWS- AWS-
AWSManagedRules
SQLiRuleSet

AWS-
AWSManagedRules AWSManagedRules
AmazonlpReputationList KnownBadInputsRuleSet

WAF Bot Control

I

WAF Managed
Rule

.[@

WAF Filtering Rule
CloudFront

== Challenge

= CAPTCHA

Allowed == Blocked
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rate base with JA4

4 AlBE

JA4 B—RERARERIEEURERTRIIT - FhI= e

LS (BREREM) hHE -

Action

Block v

Rule name

300-1m-jad-ip

Names must use 1-128 characters from A-Z, a-z, 0-9, hyphen, and underscore.

JA4+ RIR—EBRIZHIREOHBES - B TTLS » HTTP FISSH S 378t . valuation window
% o EEHEERET A ARSI rT A - DU R BT 2 9TRYEE 300 1 minute v

e

Rate limit must be between 10 and 2,000,000,000.  The default time span is 5 minutes.

¥ Rule configuration

Request aggregation

Source IP address

JA3 flngerprlnt JA4 flngerp"nt Origin server IP address (most reliable, direct request source).
IP address in header
Count JAS3 fingerprint Count JA4 fingerprint Header IP address (may be inconsistent or modified).
73d9f91a3f97729a106e5ed93e t13d1517h2_8daaf6152771_be o Custom keys
— 31% (115 — 52% (189 - -
o ( ) 1b4097 o ( ) f405a00624 Create an aggregation key using one or more component types, selected from a list. You
can combine an IP address option with other components, and you can create keys that
- 26% (95) 9a382d25aa597efd92d217d84 - 26% (95) t13d131000_f57a46bbacb6_e7 don't use an IP address.
b6eca00 285222651 Count all
Count and rate limit all requests that match the rule's scope-down statement.
- 19% (71) 1c789053a78bc0a3ddccach5f5 - 10% (35) t13d4312h1_c7886603b240_b
° 2a63c1 ° 26ce05bbdd6 .
Request aggregation key
You can aggregate requests by one or more request components. AWS WAF first groups requests
8d9f7747675e24454cdSb7ed3 t13d1516h2_8daaf6152771_d8 ; ; Py
- o - 9 = = by the keys you provide, then counts each group and compares the counts against the rate limit.
9% (34) 5c58707 8% (28) a2da3fodcd e reRenp sroue g ’
' (12 1226€212fe17254cdc21b941b ' v (10 12d800600_15c493246000_a JA4 fingerprint v
3% (12) 0954350 3% (10) 1€935682795
' 5% (10) Tbedecae27bde866e7802226¢ . % (@) t13d1611h2_1711a4c0508¢_6d Fallback for missing JA4 fingerprint
o 332b3da o 021c4c45cd O Match
Treat the web request as matching the rule statement.
b0031c60dcd922b8c8d343ecfa t13d1515h1_8daaf6152771_cc No match
' 2% (6) 5cfo1c 0% (1) 38aef784ae

Treat the web request as not matching the rule statement.
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API_TYPE

SQL Server 2025 Vector Search Aztg;g:z”m
Ollama
SOL 2025 / Azure SOL M1 / Azure SOL database R s ’ 6 A
Don't move your data to Al. Bring Al to your data. e {I Wit | & e
s 0§
: 3 g e o M
SQL R4 @2 kL e B O 52
o M=AYFA column _name VECTOR( {<dimensions>}) [NOT NULL | NULL] https://build.microsoft.com

A5 A /en-US/sessions/BRK207
e [OJ=LK fﬁ VECTOR_DISTANCE, VECTOR_NORM, VECTOR_NORMALIZE

e Al BRI AL_GENERATE_EMBEDDINGS, AI_GENERATE_CHUNKS, CREATE EXTERNAL MODEL

« DiskANN-Based Vector Index (GA soon)
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B MR = BNk R — Multi-Agent 2R3 & MRU)RIESERE

Agent 1T3A TR E B 2 LUAIGE RRRE
% Agent RBF - EEERSERE prompt - L TX - RERATEREAS - BECHHRREGS MG

AZA TR R - fERREEB
AgentZFﬁE?l‘Hﬂ?uDLlHﬁ)ﬁ/xffﬁii»/\y EIRER IR A S| ROFFEIAR - TR trace id BEMER

iR = #—H Agent Registry BAEIE EIE
= Agent B3 E - HHRBESBRE BEVMBEERAE - Sl#aEREALEFER
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B MRS EDE - MCP B2 A2A B RNZ =R E

Z Agent IR IUEEER > Trace EdBarE 4l ( A2A Chain Tampering )
£ A2A &8 - Agent oJgELL chain 730 ALK UG - BEERENKRIET trace id SERBRIRS M - EEH3RLN ER
a0 EIUZRGRA O] BReE ( OJpEERBE ) - trace id IRREBURAENR - #iE ABE Agent ( PREIAEPE )

soiRiz A mEERIFEAZ fFREE ( Memory Access Leakage )
% Agent HHECIEEE ( #0 Redis / Cosmos DB ) I - EREIDAREFENEE - IS olgEER « & Agent FARMMAGIE « S
REFER - solE oa R SR RE

TEHWIUREIE - EXERBEZREE ( Tool Invocation Risk)
£ Agent o DUERHIEAY Tool ( APl ~ EF81E4H ~ SMNEBARTS ) - R olREELSE : Tool #%5 FAEEESE S A ANk EUEE APl ( 4 DB
Query * PIIAPI) -~ TERHMAINBKEL: (40 SSRF)
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Thank you for your time.
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