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10 min - Hands-on @ Alerting
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Dev or Ops ?
Python or Java ?
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Observability Intro
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Ping
{ API| Call
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Time
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Blackbox Monitoring Whitebox Monitoring

Observability

85 2R © Multi-Cloud Monitoring: A Cloud Security Essential
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https://www.meshcloud.io/en/blog/multi-cloud-monitoring-a-cloud-security-essential/
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Observability Intro - Signals
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Observability Signals - FEF I RIREHERR

K 1. Alert 2. Dashboard 3. Adhoc Query \

The Watchmen —_—
[FIRING:3] CFRoutesTooLow (cf router pcf-dev _ ' =
10.130.7.229:9186 pcf-dev-firehose codelab-monitor
gorouter) ’ == - ‘ /I I ] \
The number of routes in the router's routing table is
dangerously low: 113 ﬂ Hk
The Watchmen # #
[RESOLVED] CFRoutesToolLow (cf router pcf-dev
10.130.7.229:9186 pcf-dev-firehose codelab-monitor
gorou ter) . , _
The number of routes in the router's routing table is
dangerously low: 113 -
=
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= 3R - Loki: Prometheus-inspired, open source logging for cloud natives



https://grafana.com/blog/2018/12/12/loki-prometheus-inspired-open-source-logging-for-cloud-natives/
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Observability Platform - Grafana Grafana

LI

Grafana Labs BJRHY ISERE Y VA

Home > Dashboards > OpenTelemetry APM v o2 i+ Add v ® Last 15 minutes

Application fastapi v Route All v

Total Request

12.0«

Overall Request R... Overall Error Rate

Request Rate
30 req/m
25 req/m
20 reg/m
15 req/m

10 req/m
16:50 16:55

GET /random_sleep == GET /random_status

Details

Requests Count

Http Status 2XX

10.2

Http Status 4XX

202

3 WAVAYA
,\'-.»/\.., ;/\/ \\/ VY

17:00
== GET/ == GET /chain == GET /cpu_task == GET /error_test

GET Jio_task

Request Distribution

Http Status 3XX

204

Http Status 5XX

188

PR95 Latency

%5 —mm— .
> /,,—'

0O ms

16:50 16:55 17:00
== GET/ == GET /chain == GET /cpu_task == GET [error_test GET fio_task

GET /frandom_sleep == GET /random_status

Loading Distribution

GET/ 27%
GET fio_task 22%
GET /cpu_task 17%
GET /random_sleep 9%
GET /random_status 9%
GET /chain 9%
GET /error_test 8%

Average Latency

[200] GET /chain

[200] GET /random_sleep
[200] GET /io_task

[200] GET /cpu_task

[400] GET /random_status
[S00] GET /random_status
[200] GET /random_status
[300] GET /random_status

[200] GET /

GET /chain 59%
GET /io_task 20%
GET /random_sleep 20%
GET /cpu_task 0%
GET/ 0%
GET /random_status 0%
GET /error_test 0%

L

L
1]

:
i

2D ONS
1.01s
218 ms
1.70 ms
1.60 ms
1.59 ms
1.55 ms
0.806 ms

Application Method Request Rate Trend Request Rate PR95 Latency Trend PR9O5 Latency Error Rate Trend Error Rate

fastapi / GET 22.5 req/m 3.45ms no data 0%

fastapi /chain GET 10.9 req/m 8.75s 19.5%

fastapi /cpu_task GET 24.7 reg/m 3.96 ms no data 0%

fastapi Jerror_test GET 10.9 reg/m 5.50 ms 100%

fastapi Jio_task GET 23.6 req/m 1.38 s 0%

Metrics FZ= i E315 OpenTelemetry Application Performance Management



https://grafana.com/grafana/dashboards/19419-opentelemetry-apm/

Observability Platform - Grafana

li_ Loki

£

Kick start your query

{compose_service=~"app-.x"} | pattern “<date> <time> <_>=<trace_id> <_>=<span_id> <_>=<trace_flags> <level> <_> —— <msg>"

(Loki)

Label browser Explain query @

msgh}" |= "

> Opt

ions

+ Add query

v Logs vo

60
40

20
|||

0

debug
Logs

Time @

Common labels:

app-a
app-c
app-b
app-a
app-a
app-a
app-a
app-a
app-a
app-a
app-a
app-a
app-a

lume

18:51:45

Type: Range

Line limit: 1000

& Query history ® Inspector

IIIIIII '
18:52:30

lllllIIl !
18:52:00 18:52:15

error == info == warning

Unique labels @

DEBUG
INFO
INFO
ERROR
WARN
ERROR
WARN
INFO
DEBUG
INFO
ERROR
DEBUG
ERROR

W ETRIGES

trace_id=a95b0a270df9d31c62f961dd285fd1f4
trace_id=a95b8a270df9d31c621961dd285fd1f4
trace_id=a95bB8a270df9d31c62f961dd285Ffd1f4
trace_id=a95b0a270df9d31c62f961dd285fd1f4
trace_id=a95b8a270df9d31c62f961dd285fd1f4
trace_id=834ad6821cdb8df4b675b8a12ff66912
trace_id=834ad6821cdb8df4b675b8a12ff66912
trace_id=a95b0a270df9d31c62f961dd285fd1f4
trace_id=a95b8a270df9d31c62f961dd285fd1f4
trace_id=834ad6821cdb8df4b675b8a12ff66912
trace_id=a95b0a270df9d31c62f961dd285fd1f4
trace_id=834ad6821cdb8df4b675b8a12ff669f2
trace_id=834ad6821cdb8df4b675b8a12ff669f2

18:52:45

Prettify JSON @

spring-boot-observability 2823-09-28 docker-desktop stdout O1

Illlllll I
18:53:00

Deduplication

Line limit: 1000

[nio-8080-exec-2]
[nio-8080-exec-3]
[nio-8080-exec-8]
[nio-8080-exec-7]
[nio-8080-exec-7]
[nio-8080-exec-3]
[nio-8088-exec-3]
[nio-8080-exec-7]
[nio-8080-exec-7]
[nio-8080-exec-3]
[nio-8080-exec-7]
[nio-8080-exec-3]
[nio-8080-exec-3]

18:53:15

!
llllIlIl- ! ||||I||I !
18:53:30 18:53:45

None Exact Numbers

reached,

.example.app.AppApplication
app.AppApplication
app.
app.AppApplication
app
app.AppApplication
app.
app.AppApplication
app
app
app.
app.AppApplication

app

.example.
.example. AppApplication
.example.
.example. .AppApplication
.example.
.example. AppApplication
.example.
.example. .AppApplication
.example. .AppApplication
.example. AppApplication
.example.

.example. .AppApplication

1T [
18:54:00

Signature

[T] split

IlllIll-l I ||||||II. !
18:54:15 18:54:30 18:54:45

llllIllI. r
18:55:00

received logs cover 33.38% (1min 4@sec) of your selected time range (5min)

: chain is finished

. cpu_task

: io_task

: Oops! We have an Error. OK
: Hey, This is a warning!

: Oops! We have an Error. OK
: Hey, This is a warning!

: Info log

: Debugging log

: Info log

: Hello World!!

: Debugging log

: Hello World!!

Grafana 1%%% Log

B85 Add to dashboard

® Last 5 minutes v

|ll||l|l r
18:55:15

18:55:30 18:55:45

Display results

Total bytes processed: 474 kB

Q

I IIIIIlII
18:56:00

Newest first

<> Run query v

18:56:15

> Live

®@ 0 @ w

Builder | Code

| line_format "{{.compose_service}}\t{{.level}}\ttrace_id={{.trace_id}}\t{{.

||||I ] "
18:56:30

Oldest first

&y Download v

Start
of
range




servability Platform - Grafana

Trace

app-a. GET /chain 117s &) Give feedback | © Trace ID Export
2023-10-02 23:36:30.333 GET 200 /chain

> Span Filters ® 15 spans ()

Service & Operation 293.27ms 586.55ms 879.82ms

v | app-a GET /chain (117s)
v | app-a GET (12.51ms) ® 1251ms
v | app-a GET/ (4.44ms) 1 A
| app-a GET/ http send (264.46ps) | 264.46ps
I app-a GET / http send (3.2ms)
v | app-a GET (1.03s)
v | app-b GET Jio_task (1.02s)
app-b GET /io_task http send (1.16ms)

app-b GET /io_task http send (5.53ms) 5.53ms

v | app-a GET (29.08ms) 29.08ms @B

v | app-¢ GET /cpu_task (7.51ms) 7.51ms 0
I app-C GET /cpu_task http send (505.5 505.58us |

I app-C GET /cpu_task http send (2.5: 2.52ms |

I app-a GET /chain http send (83.83us) 83 ,§3ps |

I app-a GET /chain http send (2.62ms) 2.62ms |

Grafana 12848 Trace



Observability Platform - Grafana

wIRZEAFENERAGR (Data Source)
Prometheus ~ ElasticSearch ~ PostgreSQL ~ Jaeger ~ Google Sheet

Grafana Labs’ big tent strategy
B8R #R . Grafana

) -



https://grafana.com/about/events/grafanacon/2023/session/keynote-grafana-10/
https://grafana.com/grafana/plugins/data-source-plugins/
https://grafana.com/grafana/plugins/prometheus/
https://grafana.com/grafana/plugins/elasticsearch/
https://grafana.com/grafana/plugins/grafana-postgresql-datasource/
https://grafana.com/grafana/plugins/jaeger/
https://grafana.com/grafana/plugins/grafana-googlesheets-datasource/

Observability Intro
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Observability Signals - Data Flow



Observability Signals - Data Flow
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Observability Signals - Data Flow
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Observability Signals - Data Flow
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Observability Signals - Metrics



Metrics - Prometheus

Prometheus

Prometheus
2 (Monitoring) EEHZE (Alerting) THE
2012 £/ SoundCloud BEEENLBEIR

2024 £ 11 B#EA 3.0 iRZ

WEARRFEENSE1CERE » HFEZIELL PromQL 3B /A2E 5

I|T

=) & faF &

y y ® o
o " 14
2 ;" .:. e i 2 \ —“'_ . ’ ke ks & s o b ot s re ] ‘
R i i TR i i
"Ny & 4 . :

Prometheus | |

Prometheus Metrics


https://prometheus.io/
https://soundcloud.com/
https://prometheus.io/blog/2024/11/14/prometheus-3-0/

Metrics - £p% : Prometheus Metrics

Metrics &%
T4 - Prometheus Metrics

AATER
1‘;5%%% ARFSAERIRVEEEN > ¥ © CPU ~ Memory ~ FAREZERT ~ JUM B3
=4 II5ZM T E (Exporter)
Node Exporter ~ cAdvisor ~ JMX Exporter ~ PostgreSQL Exporter
WEFH %F*HE@E’]E\EH 40 : Request 48X ~ AP| BIFERFRT ~ Error Rate
EFEENT A
Java Spring Boot : Spring Boot Actuator f&FC Micrometer
Hths85 : Prometheus Client Library



https://prometheus.io/docs/concepts/data_model/
https://prometheus.io/docs/instrumenting/exporters/
https://github.com/prometheus/node_exporter
https://github.com/google/cadvisor
https://github.com/prometheus/jmx_exporter
https://github.com/prometheus-community/postgres_exporter
https://docs.spring.io/spring-boot/docs/current/actuator-api/htmlsingle/
https://micrometer.io/
https://prometheus.io/docs/instrumenting/clientlibs/

Metrics - £p% : Prometheus Metrics

container_memery_usage_bytes{name="garatna"} [value] [unix timestamp]

Metrics Name L abel Pair

container_memory_usage_bytes{ ="prom/prometheus:v2.47.2", ="prometheus"} 1.05234432e+08 1699177617022
container_memory_usage_bytes{ ="grafana/grafana:10.2.0", ="grafana"} 8.8047616e+07 1699177616426
container_memory_usage_bytes{ ="gcr.io/cadvisor/cadvisor:ve.47.2", ="cadvisor"} 4.425728e+07 1699177616430

logback_events_total{ ="app-c", ="trace",} 0.0

logback_events_total{ ="app-c", ="debug",} 1.0
logback_events_total{ ="app-c", ="error",} 3.0

logback_events_total{ ="app-c", ="warn",} 2.0
logback_events_total{ ="app-c", ="info",} 15.0

fastapi_requests_total{ ="GET", ="/"} 6.0
fastapi_requests_total{ ="GET", ="/metrics"} 647.0
fastapi_requests_total{ ="GET", ="/io_task"} 3.0

Prometheus Metrics &35



Metrics - WWEEEL(#1F . Prometheus

http://app-a:8000/metrics

Prometheus

o prometheus.ymi
request_processing_seconds_bucket{1e="0.005"} 1.0

request_processing_seconds_bucket{1e="0.05"} 1.0 _
request_processing_seconds_bucket{le="0.5"} 1.0 scrape_configs:

request_processing seconds_bucket{1c="2.5"} 6.0 - job_name: "prometheus"
request_processing_seconds_bucket{le="7.5"} 17.0 static_configs:
request_processing_seconds_bucket{le="+Inf"} 17.0 - targets: ["localhost:9090"]
request_processing_seconds_count 17.0

request_processing_seconds_sum 52.04826683411375 - job_name: ‘'cadvisor'

static_configs:
request_in_processing 0.0 - targets: ['cadvisor:8080' ]

- job_name: 'app-a’
requests_count_total 17.0 scrape_1interval: 5s
A metrics_path: '/metrics'
static_configs:
- targets: ['app-a:8000"']



http://localhost:8000/metrics

Metrics - WEEEL(#TF . Prometheus

g Prometheus A Alerts Status > Target health v
S $ Q )
Q Prometheus 8 Status v
app-a 1/1up ~
Monitoring status
>_ Enter expression (press Shift+Enter for newlines) Target health Endpoint Labels Last scrape State
8 Rule health http://app-a:8000/metrics instance="app-a:8000" job="app-a" v G 2.851s ago g 2ms upP
B Table Graph ® Explain
% Service discovery
< > Server status app-b T/Tup ~
® Runtime & build information Endpoint Labels Last scrape State
No data queried yet 8 TSDB status http://app-b:8000/metrics instance="app-b:8000" job="app-b" v G 2.563s ago 8 6ms upP
R Command-line flags
+ Add query £ Configuration app-c 1/1up .
£ Alertmanager discovery
Endpoint Labels Last scrape State
http://app-c:8000/metrics instance="app-c:8000" job="app-c" v G 4.821s ago g 2ms up

Prometheus Web Ul Al A B EFZEREEY B 1ZE EEVAK;




Metrics - £/ : Prometheus Web Ul

g Prometheus Q. Query A Alerts 8 Status v

>_ container_memory_usage_bytes{name="app-a"} : m

B Table B Graph ® Explain

- 30m -+ < 2025-05-24 00:20:25x > Medium res. T 2 Unstacked = Stacked

79.00M

78.50M

78.00M

77.50M

77.00M

76.50M

76.00M
75.50M

75.00M

- : i S—Y -

73.50M

07:55 08:00 08:05 08:10 08:15 08:20
May 24 '25

{8 Prometheus Web Ul &8 Metrics



etrics - f/ : Prometheus with Grafana

= Outline Prometheus O Go queryless [I] Split Add v @ Last5minutes v Q& | & Run query

v A (Prometheus) @ 0 ©® uw

Kick start your query Explain @ Builder Code
Metrics browser > container_memory_usage_bytes{name="app-a"}

> Options Legend: {{name}} Format: Time series Step: Type: Range Exemplars: false

+ Add query G Query inspector

Graph Lines Bars Points Stacked lines Stacked bars

74.3 Mil
74.2 Mil
74.2 Mil
741 Mil
741 Mil

74 Mil

74.0 Mil

15:55:00 15:55:30 15:56:00 15:56:30 15:57:00 15:57:30 15:58:00 15:58:30 15:59:00 15:59:30




Metrics - Data Flow
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Logs - “E Rk

ZILDARR
%R ~ Level ~ metadata ~ sHL &2

B EANT\
JE4EHE1E » BH5THY Log Pattern
2025-05-30T16:00:00Z INFO [main] Hello World!
4EA81E > JSON ~ logfmt
{"ts":"2025-05-30T16:00:00Z""level":"INFO""msg":"Hello World!"}

all-

a1 5 T,

Console : 4@ STDOUT 8k STDERR #ii 2 Console
File : FEF1EIEZER > PIFETSED Rotate EITIE R B IE
AR EE | Log KT R IRFEFEARTS




M

Lokl & Docker Driver Grafana lok

Logs - WS Ed{#1F -

1:|||I

LOKi
abs FRM Log fE7F L5
R 0 1558 LogQL &8 Log

Grafana
&% Prometheus B2 PromQL .ﬂnﬂ

£ Container Log 5% Lok

L oki Docker Driver
A8 Docker BV Logging Driver 14l -

S L oki WET A : Fluent Bit ~ Vector ...



https://grafana.com/oss/loki/
https://grafana.com/docs/loki/latest/send-data/docker-driver/
https://docs.docker.com/engine/logging/plugins/
https://docs.fluentbit.io/manual/pipeline/outputs/loki
https://vector.dev/docs/reference/configuration/sinks/loki/

Logs - YEEER{#TF : Loki & Loki Docker Driver

® docker-compose.yami

x-logging: &default-logging
driver: loki
options: \
loki-url: "http://localhost:3100/api/prom/push’ Dush \\\\\
loki-pipeline-stages: |
- multiline: ‘

firstline: '“\d{4}-\d{2}-\d{2} \d{1,2}:\d{2}:\d{2}"

max_walt time: 3s

e Grafana loki

expression: '“(?P<time>\d{4}-\d{2}-\d{2} \d{1,2}:\d{2}:\d{2},\d{3}) (?P<message>(?s:.%))$$"

services:
app:
image: ghcr.io/blueswen/fastapi-observability/app:latest
logging: *default-logging

\

Loki Dokcer Driver W& Log 2H#EZEZE Loki

e




Logs - 63 : Loki with Grafana

= Outline | \\_ Loki (% Go queryless [I] Split Add v @ Last1hour v Q@ | &) Runquery v > Live

v A (Loki) ® 0 © W

Kick start your query Label broyser Explain query @ Builder Code

Label filters

container_name v app-a v ot

Line contains + ® ® x + Operations hint: add logfmt parser hint: add label level format

Please fix this!

+

{container_name="app-a"} |= "Please fix this!"

> Options Type: Range Line limit: 1000 Direction: Backward

> Logs volume
Logs Logs Table

33 lines displayed Total bytes procepsed: 185 kB Common labels: compose_project=devopsdays-taip.. compose_service=app-a container_name=app-a | +3

> 2025-06-04 13:38:17,578 CRITIGM. [root] [main.py:101] [trace_id=8bc977bBc8f6b9d396837535a2a60719 span_id=630bb2621b960c6a resource.service.name=app-a trace_sampled=Tr

TS - - dd JgPlease fix this!

> 2025-06-04 13:38:16,570 CRITICAL [root] [main.py:101] [trace_id=c1653858cc9c5a231d208697c3ff2bd24 span_id=197d5eb5424ad47b resource.service.name=app-a trace_sampled=Tr

TGS - - d [P lease fix this!

> 2025-06-04 13:38:15,566 CRITICAL [root] [main.py:101] [trace_id=cd8ef38dde41c360514eefadbd41c69c span_id=4f6ff8c690835687 resource.service.name=app-a trace_sampled=Tr Y4

IS - d [P lease fix this!

N 2

L=




Logs - Data Flow
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Container

é )
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\—{ Console J—/
v

[ Container Log J(
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Scrape—
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Loki
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\ J
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Grafana loki
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Traces(Distributed Tracing)

s AR Faa oK » AR —Y Trace D BEE— BT AEANRBIRTS 2 B EE
EAEEH > U0 - BT ~ 5BKZRIR IP ~ SOL 58874 ~ taaRslE=H

Time
—_— e— e— e— e— e— e— e— e— e— e— e— e— e— e— e e— e— e— e— — — — —
(~ [Span A | Tag:Blue Duration: 20s Trace ID: 123 ]
\ Parent: Span A \ Parent: Span A
Login e
Trace 4{ 9 Span B | Tag: Green Duration: 10s Trace ID: 123 Span D |Tag: Orange Duration: 8s Trace ID: 123
Service redis
\ Parent: Span B
. a [Span C |Tag: Red Duration: 3s | Trace ID: 123]
L J

Spans



Traces - OpenTelemetry

‘6

Telemetry

OpenTelemetry
CNCF Project » BaIZE /il Trace 3REE » E&LHE® 80 EAHA T 1%
2019 & A OpenTracing #2 OpenCensus &M AL
=12 Telemetry Data (Metrics ~ Logs ~ Traces) BYAPI ~ SDK ~ Tool H&H

API SDK Tool

SRS TU(OTLP) FHE T H
Fa 5 TL(HTTP ~ gRPC) Instrumentation

Telemetry Data Collector



https://opentelemetry.io/
https://www.cncf.io/
https://opentelemetry.io/ecosystem/vendors/
https://opentracing.io/
https://opencensus.io/

Traces - OpenTelemetry

OpenTelemetry

CNCF Project >

2019 £

Fais

ST (OTLP)

AIEMEY Trace 3RE0 > BB 80 (BB 17
OpenTracing #2 OpenCensus &AL

Telemetry Data (Metrics ~ Logs ~ Traces) BY APl ~ SDK ~ Tool AB& &

API

{FEm S IL(HTTP ~ gRPC) |

‘\

‘Q

Telemetry

SDK

I
‘M
i

E:% éé o~
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Traces - £ % : OpenTelemetry Instrumentation

v basic GET / (5.02s)

GET 5.02s Ops (22:07:51.411) SR
/ opentelemetry.instrumentation.fastapi 0.48b0

v Span Attributes
I
"172.18.0.7:8080"
"GET"
n
"http"
"localhost:8080"
200
u

“"http://172.18.0.7:8080/"

"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/128.0.0.0 Safari/537.36"
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"192.168.65.1"
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> Resource Attributes: py...
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FastAPI Instrumentation > 42&t URL ~ IP ~ Status Code ZE



Traces - £ % : OpenTelemetry Instrumentation

v app-a POST /todos/ (3.06ms)
POST /todos/ http receive (8.96us)
connect (30.79us) @ 30.79us

INSERT (261.25ps) ' | 261.25pus

INSERT app-a 261.25ps

820.75us (19:51:40.367) client unset
opentelemetry.instrumentation.psycopg2
0.48b0

(8s Logs for this span

v Span Attributes

"postgres"

"INSERT INTO todo_items (title, description,
completed) VALUES (%(title)s, %(description)s,
%(completed)s) RETURNING todo_items.id"

"postgresql”
"postgres”

"postgres”
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> Resource Attributes: pytho...

& a5395f27377¢c340f

psycopg? Instrumentation » 42%% DB ~ SQL ABRAEET
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Instrumentation {8 5=
Code-based Insturmentation : =38 %E2T, ° B17EYA Intrumentator
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opentelemetry-instrument python main.py java -javaagent:path/to/opentelemetry-javaagent.jar -jar myapp.jar

Python £ Java /A Zero-code Insturmentation &3


https://opentelemetry.io/docs/concepts/instrumentation/
https://opentelemetry.io/docs/concepts/instrumentation/code-based/
https://opentelemetry.io/docs/concepts/instrumentation/zero-code/
https://opentelemetry.io/docs/zero-code/python/
https://opentelemetry.io/docs/zero-code/java/agent/
https://opentelemetry.io/docs/zero-code/js/
https://opentelemetry.io/docs/zero-code/dotnet/

Traces - & Ef#TF : Tempo "% Grafana Tempo

lempo
Grafana Labs FJRRY Traces fF#F LR
1ZU OpenTelemetry Protocol (OTLP) #& =BV Trace &ikt
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1mage: springboot -‘

environment:

- {OTEL_EXPORTER_OTLP_ENDPOINT=http://tempo:4317 S v

- OTEL_SERVICE_NAME=app Grafana TemPO

command: "java -javaagent:/opentelemetry-javaagent.jar -jar /app.jar"



https://grafana.com/oss/tempo/

Traces - 8/ : Tempo with Grafana

Tempo

A (Tempo)
Query type Search
Resource Service Name
STERNEINE
Duration

Tags

B0 Addtodashboard (@ v & Q ' ~

@ B o

TraceQL Service Graph Import trace

@ app-a X
® \ GET /chain X

0,

span v | Selecttag ~

Select value + X

{resource.service.name="app-a" && name="GET /chain"}

> Options Limit: 20

+ Add query

Table - Traces

Trace ID

88437610a23f1ce9c423... 2023-11-07 10:37:19 app-a

& Query history

Spans Limit: 3 Table Format: Traces

® Query inspector

Start time Service Name

GET /chain

Tempo

(Tempo) 88437610a23f1ce9¢c4235772a0037eb8

+ Addquery & Query history (& Query inspector

Trace

app-a: GET /chain 1.24s
2023-11-07 10:37:19.877 |GET| |200| /chain

[E] Give feedback | © TraceID || @ Export

> Span Filters © 23 spans (O

-r—
1

Service & Oper... v > 308.89ms

617.78ms 926.67/msl.24s

v app-a GET /chain (1.23s)

v GET (10ms) ! 10ms

> GET / (21.28ms) ® 21.28ms

v GET (1.03s) D 1.03s

> app-b GET /io_task (1.03s) 1.03s

v app-a GET (79.59ms) 79.59ms D

> app-¢ GET /cpu_task (75.08ms) 75.08ms D

app-a GET /chain http receive (23.46us 23.46ps |
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https://github.com/cncf/tag-observability/blob/main/whitepaper.md
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HMX B &M - Metrics vs Logs

Prometheus O Go queryless P X Close Addv @®© v | & |Q = il Loki (8 Go queryless 83 Addtodashboard (& ~ | & I Q
| —

v A (Prometheus) : v A (Loki) ® 0 © w
Kick start your query Explain @ Builder Code Kick start your query Label browser Explain query @ Builder Code

Metrics browser > histogram_quantile( .99, sum(rate(fastapi_requests_duration_seconds_bucket {container_name="app-a"} |=
{app_name="app-a", path!="/metrics"}[1m])) by(path, le))

> Options Type: Range Line limit: 1000 Direction: Backward
> Options Legend: {{path}} Format: Time series Step: Type: Both Exemplars: true

+ Addquery ( Query inspector
Sync all views to the same time range

Logs volume

+ Add query ® Query inspector

Graph Lines Bars Points Stacked lines Stacked bars

25
20

o H H
g 'II II 1 | |‘

I H |

12:47:00 12:47:30 12:48:00 12:48:30 12:49:00 12:49:30 12:50:00 12:50:30 12:51:00 12:51:

error Total: 206 == info Total: 369 == warning Total: 42

Logs Logs Table

617 lines displayed Total bytes processed: 139 kB

Common labels: compose_project=devopsdays-taip.. compose_service=app-a container_name=app-a | +2
& \

: > 2025-06-81 04:51:26,726 INFO [uvicorn.access] [h11_impl.py:473] [trace_id=630455e791a5a5f586cBa75¢c2d551308d span
: _1d=3581609d7cb383f3 resource.service.name=app-a] - 172.25.0.12:51710 - "GET /cpu_task HTTP/1.1" 200
~ P i —

. . ‘ p— > 2025-06-81 04:51:26,726 ERROR [root] [main.py:122] [trace_id=630455e791a5a5f506cBa75c2d55130d span_id=3581609d7
12:48:00 12:48:30 12:49:00 12:49:30 12:50:00 12:50:30 12:51:00 12:51:3! .
cb383f3 resource.service.name=app-a trace_sampled=True] - cpu task
> 2025-06-81 04:51:26,725 INFO [uvicorn.access] [h11_impl.py:473] [trace_id=58e1752cbe6850e0869acc5¢c7ffa9539 span
_id=4c56d128eb818cBf resource.service.name=app-a] - 172.25.0.12:51700 - "GET /cpu_task HTTP/1.1" 200

> 2025-06-81 04:51:26,723 ERROR [root] [main.py:122] [trace_id=58e1752cbe6850eB8869acc5c7ffa9539 span_id=4c56d128e
b818cAf resource.service.name=app-a trace_sampled=True] - cpu task

M ABETRFEDIEERIRF &5 Metrics B2 Logs

— e

12:47:00 12:47:30

== [ e= [chain == [cpu_task == [io_task [random_sleep == [random_status == /[todos/ /todos/{todo_id}
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H:M3ZHFEH - Traces vs Logs

4

OpenTelemtry By Logging Instrumentation » ;¥ A Trace B51%! Log

> 2025-05-24 068:17:32,396 ERROR [root] [main.py:42] {[trace_id=f2dad285651ae77e677e1545dc7e5b66

span_id=3176a96ef7b5fe6f resource.service.name=app-a trace_sampled=True] - Hello World

~
~

IC Log4j ~ Logback f&F8 MDC #HlEA

Ll

I\

Java : #&

Llogging

pattern
level: "trace_1id=%mdc{trace_1id} span_id=%mdc{span_id} trace_flags=%mdc{trace_flags} %p"

Python @ #&FE Logging Instrumentation

opentelemetry. instrumentation. logging

LoggingInstrumentor

)

LoggingInstrumentor().instrument(set_logging_format=



https://opentelemetry.io/docs/specs/otel/logs/#auto-instrumenting-existing-logging
https://github.com/open-telemetry/opentelemetry-java-instrumentation/blob/main/docs/logger-mdc-instrumentation.md
https://opentelemetry-python-contrib.readthedocs.io/en/latest/instrumentation/logging/logging.html

Tempo Bl

A -\ (Tempo)
Query type Search TraceQL Service Graph

Build complex queries using TraceQL to select a list of traces.

236313d85d7758a3f62cbb7abbd7c36f

Search Limit: Spans Table Format:

Options 20 Limit: 3 Traces

+ Addquery (® Query inspector

> Node graph
Trace

app-a: GET /chain siss
2025-06-0112:47:59.924 /chain

> Span Filters ®

80 Add to dashboard ® v

Import trace

Documentation

Streaming: Metrics - Streaming:
Disabled Options Disabled

feedback @ @ TracelD | @ Export

19 spans &) Prev  Next

Service & Operation

v app-a GET /chain (8.15s)

GET /chain app-a 8.15s

Ops (12:47:59.924)
6 server
unset

entelemetry.instrumentation.fastapi
0.54b1

(3= Logs for this span

> Span attributes:

172.25.0.3:8000

> Resource attributes: p...

& e5278bd1f82193c7

= 99 Add to dashboard ® v & > Q B

® 0 @ W

Kick start your q Label browser Explain query @ Builder

{compose_service=”app—a”h | label_format log_line_contains_trace_id="{{ contains
"2363f3d85d7758a3f62cbb7abbd7c36f" __line__ }}° | log_line_contains_trace_id="true" OR
trace_id="2363f3d85d7758a3f62cbb7abbd7c36f"

> Options/” Type: Range Line limit: 1000 Direction: Backward

+ Addquery (O Queryinspector

> Logs volume
Logs Logs

12 lines displayed Total bytes processed: 552 kB

Common labels: compose_project=devopsdays-taip.. compose_service=app-a container_name=app-a | +3

> 2025-06-01 04:48:08,0855 INFO [uvicorn.access] [h11_impl.py:473] [trace_id=2363f3d85d7758a3f62cbb7abbd7c36f span
_id=e5278bd1f82193¢c7 resource.service.name=app-a] - 172.25.0.15:51860 - "GET /chain HTTP/1.1" 200
2025-06-01 04:48:08,019 INFO [root] [main.py:164] [trace_id=2363f3d85d7758a3f62cbb7abbd7c36f span_id=e5278bd1f8
2193c7 resource.service.name=app-a trace_sampled=True] - Chain End
2025-06-01 04:48:08,016 INFO [httpx] [_client.py:1740] [trace_id=2363f3d85d7758a3f62cbb7abbd7¢c36f span_id=e5278
bd1f82193c7 resource.service.name=app-a trace_sampled=True] - HTTP Request: GET http://app-c:80088/cpu_task "HTT
P/1.1 280 OK"
2025-06-01 04:48:02,932 INFO [httpx] [_client.py:1740] [trace_id=2363f3d85d7758a3f62cbb7abbd7¢c36f span_id=e5278
bd1f82193c7 resource.service.name=app-a trace_sampled=True] - HTTP Request: GET http://app-b:8088/io_task "HTT
P/1.1 280 OK"
2025-06-01 04:47:59,952 INFO [httpx] [_client.py:1740] [trace_id=2363f3d85d7758a3f62cbb7abbd7c36f span_id=e5278
bd1f82193c7 resource.service.name=app-a trace_sampled=True] - HTTP Request: GET http://localhost:8000/ "HTTP/1.
1 2860 OK"
2025-06-01 04:47:59,951 INFO [uvicorn.access] [h11_impl.py:473] [trace_id=2363f3d85d7758a3f62cbb7abbd7c36f span
_i1d=45b314d9f47b79d0 resource.service.name=app-a] - 127.0.0.1:48730 - "GET / HTTP/1.1" 200
2025-06-01 84:47:59,951 CRITICAL [root] [main.py:101] [trace_id=2363f3d85d7758a3f62cbb7abbd7¢c36f span_id=45b314
d9f47b79d0@ resource.service.name=app-a trace_sampled=True] - Critical error. Please fix this!
2025-06-01 84:47:59,951 ERROR [root] [main.py:100] [trace_id=2363f3d85d7758a3f62cbb7abbd7c36f span_id=45b314d9f
47b79d0 resource.service.name=app-a trace_sampled=True] - Oops! We have an Error. OK
2025-06-01 04:47:59,951 WARNING [root] [main.py:99] [trace_id=2363f3d85d7758a3f62cbb7abbd7c36f span_id=45b314d9
f47b79d0@ resource.service.name=app-a trace_sampled=True] - Hey, This is a warning!
2025-06-01 04:47:59,951 INFO [root] [main.py:98] [trace_id=2363f3d85d7758a3f62cbb7abbd7¢c36f span_id=45b314d9f47
b79d0@ resource.service.name=app-a trace_sampled=True] - Info log
2025-06-01 04:47:59,951 INFO [root] [main.py:96] [trace_id=2363f3d85d7758a3f62cbb7abbd7¢c36f span_id=45b314d9f47
b79d@ resource.service.name=app-a trace_sampled=True] - Request headers: Headers({'host': 'localhost:8088', 'ac
cept': '"*/*' ‘'accept-encoding': 'gzip, deflate', ‘connection': 'keep-alive', 'user-agent': 'python-httpx/0.28.

®HEZE Span AR Log & ] BFH¥IFE Log

O

Code

® This query will process approximately 7.0 KiB.

Table




=N HEEH - Traces Vs LOgS

i Loki P X Close 88 Add to dashboard ® v & > Q . O

v A (Loki) ®@ 0 @ W

Kick start your query Label browser Explain query @ Builder Code

{compose_service="app-a"}

> Options Type: Range Line limit: 1000 Direction: Backward ® This query will process approximately 5.7 KiB

+ Add query (O Query inspector

> Logs volume
Logs Logs Table

42 lines displayed Total bytes processed: 386 kB

Common labels: compose_project=devopsdays-taip.. compose_service=app-a container_namg=app-a | +2

v 2025-06-01 04:48:08,056 INFO [root] [main.py:151] [trace_id=a7cc6243500ef25a4f3fce26bea2c51e span_id=54
4af3d6898038b5 resource.service.name=app-a trace_sampled=True] - f£hain Start

Fields

Q

compose_project devopsdays-taipei-2025-obsgérvability-bootcamp
() compose_service app-a
) container_name app-a
) detected_level info

/var/log/docker/beal1f5/6a5364b4e82392a1b4ef8b39afe145ccbe4b51
f3a3bb7e7abf77b3af/json. log

(I) filename

) host docker-desktop

) service_name app-a CIiCk

Q (I) source stderr
Links
® .l a7cc6243500ef25a4f3fce26bea2c51e I ¢ Tempo I

> 2025-06-01 04:48:08,055 INFO [uvicorn.access] [h11_impl.py:473] [trace_id=2363f3d85d7758a3f62cbb7abbd7c
36f span_id=e5278bd1f82193c7 resource.service.name=app-a] - 172.25.0.15:51860 - "GET /chain HTTP/1.1" 2
00

© ©© ©® © 6 6 0

= ™ Tempo P X Close §8 Add to dashboard ® v & > a [Q -

v A (Tempo) ® 0 © w

Query type Search TraceQL Import trace

Service Graph

Build complex queries using TraceQL to select a list of traces. Documentation

a7cc6243500ef25a4f3fce26bea2c5le

Search Limit: Spans Table Format: Streaming: Metrics Streaming:
Options 20 Limit: 3 Traces Disabled Options Disabled

+ Add query ® Query inspector

> Node graph

Trace

&) Give feedback | © TracelD | @ Export

app-a: GET /chain 3:2s
2025-06-0112:48:08.055 /chain

> Span Filters ® 19 spans O  Prev  Next

Service & Operation Y Ous 779.08ms

v app-a GET /chain (3.12s) =N

v GET (25.94ms) 0 25.94ms

v GET / (2.05ms) | 2.05ms

GET / http send (23.96s) | 23.96ps

GET / http send (12.33s) | 12.33ps

GET / http send (7.33ps) @i | 7.33ps

v GET (3s) (s s

v app-b GET /io_task (2.01s) (s

B Log FRANR Izt n &8/ %= Trace
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H:\3ZHFEMA - Exemplar: Metrics vs Traces

Exemplar © £ Metrics B _E—2ER > #28% Trace ID 4 Metrics B
40 © Trace ID 5566 API request duration 7 20 #
Prometheus EEEZBSMNENA Exemplar THEER » 4 ZUNEEFETE Exemplar

fastapi_requests_duration_seconds_bucket{ "5.0" "GET", "/random_sleep"} 1.0

fastapi_requests_duration_seconds_bucket{ "7.5" "GET", "/random_sleep"} 2.0

fastapi_requests_duration_seconds_bucket{ ="10.0" ="GET", ="/random_sleep"} 3.0

258 Trace |ID BY Metrics

1]
]


https://github.com/prometheus/OpenMetrics/blob/v1.0.0/specification/OpenMetrics.md#exemplars
https://prometheus.io/docs/prometheus/latest/feature_flags/#exemplars-storage

=2

H

sN32 B fEF - Exemplar: Metrics vs Traces

Prometheus v

v A

(Prome

Kick start your query

Metrics browser

v Options
Legend

Auto

+ Add query

Graph

20:35:00

e [ e» [chain ==

Raw

Expand results @

© {path="/random

O Go queryless I}

theus)

Explain @

X Close

Addv O© v @ Q 'Q

®@ 0 o w

Builder Code

> histogram_quantile( .99, sum(rate(fastapi_requests_duration_seconds_bucket

{app_name="app-a", path!="/metrics"}[1m])) by(path, le))

Min step © Format

Type

auto Time series Range Instant

® Query inspector

Lines

Exemplar
2025-06-05 20:36:22

3260846a87446938b8934eb1b16b0484
5.24

trace_id
Value

__name__ fastapi_requests_duration_seconds_bucket

Exemplars

Both (]

Bars Points Stacked lines Stacked bars

app_name app-a 37:30

app-a:8000

app-a
le e
GET

/chain

instance [todos/

method

path

© {path="/random

& Query with Tempo

20:38:00

L

20:38:30 20:39:00 20:39:30

Jtodos/{todo_id}

Table Raw

Result series: 8

0.00495

7.4625

v

Exemplar BY Trace ID >

= "= Tempo Pl X Close

v A (Tempo)

Query type Search TraceQL Service Graph

Build complex queries using TraceQL to select a list of traces.

3a60846a87446938b8934eb1b16b0484

Search Limit: Table Format:

Options 20

Spans
Limit: 3

Streaming:

Traces Disabled

Add query (® Query inspector

> Node graph
Trace

app-a: GET /chain 5.24s
2025-06-05 20:36:16.896 /chain

> Span Filters ®

Service & Operation »  Ops 1.31s

[l
v app-a GET /chain (5.24s)

82 Add to dashboard

© v ¢ > Q

® 0 @ w

Import trace

Documentation

Metrics
Options

Streaming:
Disabled

&) Give feedback = © TracelD | @ Export

19 spans () Prev  Next

2.62s 3.93s 5.24s

.y . -

v GET (3.07s)

v GET / (1.5ms)

GET / http send (21.21us)

GET / http send (12.04ps)

GET / http send (13.25us)

v GET (2.06s)

v app-b GET /io_task (1.01s)
GET /io_task http send (111.54us)
GET /io_task http send (24.58s) (B

GET /io_task http send (16.96s) (B

H4E Metrics £ Traces

y 3.07s
1.5ms |

21.21us |

12.04ps |

13.25us |

2.06s | T

111.54ps |
24.58us

16.96us




Hands-on - Lab 01: Observability &

GitHub URL : Lab 01
Goals : 1245 Grafana %7€ @ RIERXEE
Tasks

FBY http://localhost:8000 » £ Explore &8 App A BY Log

FHER http://localhost:8000/chain » £ Explore A& ET App A 543
1Y Trace

1T k6-script-todo.js » 157 FastAP| Observability Dashboard » HE& App
A /todos/ BBl R = HYJR X

Y

\

\

JL1E)

Request



https://github.com/blueswen/devopsdays-taipei-2025-observability-bootcamp/blob/main/lab-01.md
http://localhost:8000
http://localhost:8000/chain

Alerting



Alerting - Grafana Alerting

Grafana Alerting E'ZT)%%?? Zf”ri&ﬁﬂﬁiii" alnt

9 1\ | M

Prometheus Grafana Lok CPU TEE & > 90% Telegram
SEEEFAE > 1 GB . dack e
N - SIAAC Discord
B § o - 3
Amazon Athena PostgreSQL % kafka cj’: webhooks
m» elasticsearch
N 4



https://grafana.com/docs/grafana/latest/alerting/
https://grafana.com/grafana/plugins/data-source-plugins/?features=alerting
https://grafana.com/docs/grafana/latest/alerting/configure-notifications/manage-contact-points/#supported-contact-point-integrations

Alerting - Grafana Alerting

2P A Data Source #8352 #% Alerting

Home > Connections > Data sources > Loki

\\\\\\__ L0k| Alerting Explore data  Build a dashboard

n— Supported
Type: Loki

Home > Connections > Data sources > Prometheus Q Search... ®

Type Alerting i
Prometheus Explore data Build a dashboard

Prometheus Supported

Type: Prometheus

{" Home > Connections > Data sources > Tempo

) Alerting Explore data  Build a dashboard
x Tempo P
Not supported

Type: Tempo




Alerting - Alert State

g2 Alert State

Grafana Alerting FERHEUITE R » ZEE| S E1F S
Pending Period . FEHBBIETE TKZL%E? e JZ
® Recovering Period” | FHEBiBIa E R MIBIES

Normal - I ' : M Recovering

e T8 5 77 5

Ref: Grafana Doc - Alert instance state "Recovering & Grafana 12 #1t&HY State



https://grafana.com/docs/grafana/latest/alerting/fundamentals/alert-rule-evaluation/state-and-health/#alert-instance-state
https://grafana.com/docs/grafana/latest/whatsnew/whats-new-in-v12-0/#grafana-managed-alert-rule-recovering-state

Alerting - Alert Rule

EE(Z4E . CPUFERBEZE>90%
BEEH¥EER ¢ 5 mir

Pending Period © 10 min
Recovering Period @ 10 min

Time CPU (@R

00:30 80% Normal v

00:35 91% Pending O min ~ Alerting

00:40 93% Pending 5 min A q

00:45 92% ® Alerting 10 min <“4— mE Pending

00:50 91% © Alerting

00:55 88% Recovering O min

01:00 85% Recovering 5 min Alert State 42 Flow
01:05 80% Normal 10 min  <4— 55 E Recovering

Ref: Gratana Doc - Evaluation example



https://grafana.com/docs/grafana/latest/alerting/fundamentals/alert-rule-evaluation/#evaluation-example

Alerting - Alert Rule Lo s o o g

/_—t""& ,/_ ° ( N > 7
E 'ﬂ/I\ . C P U /53 /—%—\ = 900/0 2. Define query and alert condition @ ) Advanced options

Define query and alert condition ® Need help?

AL E/j = :H . '
E DE iE‘-/‘ ° 5 m I r Prometheus v ® Options v 10 minutes
De n C i n g Pe ri O d : l O m i n Kick start your query Explain @ Run queries Builder Code

Metrics browser > | sum(rate(container_cpu_usage_seconds_total{name=~"app.*"}[5m])) by (name) *100

Recovering Period @ 10 min - optons Logens Ao ot T e S e Ty

\//
[c:z'w
I‘r

Time CPU {ER2: e R
00:30 80% Normal {name="app-a"} 1.35468

{name="app-b"} 1.2824

Table

00:35 91% Pending O min (name="app-c'} 03.26604
00:40 93% Pending 5 min nememee e R
00:45 92% Alerting 10 min Althdt I

00:50 91% Alerting (hamestann-at) e
00:55 88% Recovering O min :::bi "‘g

01:00 85% Recovering 5 min (name="app-d"} g
O.I :05 80% Normal -I O min & Preview alert rule condition




Alerting - Alert Rule

= ZFGF C CPU &

a5

Time
00:30
00:35
00:40
00:45
00:50
00:55
01:00
01:05

=GEHER 1 5 mir
Pending Period

CPU fERSE
80%
91%
93%
92%
91%
88%
85%
80%

K > 90%

10 min
Recovering Period

10 min

FHE i A

Normal

Pending O min
Pending 5 min
Alerting 10 min
Alerting

Recovering 0O min
Recovering 5 min
Normal 10 min

~/<~ /S

Il

|m

SEBHBE ~ FH

4. Set evaluation behavior

Define how the alert rule is evaluated. ?» Need help?

Evaluation group and interval

om-group v |for

All rules in the selected group are evaluated every Sm.

Pending period

Period during which the threshold condition must be met to trigger an alert.
Selecting "None" triggers the alert immediately once the condition is met.

10m

None 5m MOm 15m 20m 25m

Keep firing for

Period during which the alert will continue to show up as firing even though the
threshold condition is no longer breached. Selecting "None" means the alert will
be back to normal immediately.

10m

None 5m MOm 15m 20m 25m

> Configure no data and error handling

+ New evaluation group




Alerting - Alert Rule

5% & 4

o AE 2H8 K T\,

{9 Home > Alerting > Contact points Q

ContaCt pOintS Alertmanager {5 Grafana

Choose how to notify your contact points when an alert instance fires

5. Configure notifications

Select who should receive a notification when an alert rule fires.

Update contact point & Manage permissions

Name *

Recipient

webhook
Notifications for firing alerts are routed to a selected contagl.peit==®r"Need help?

Integration

Alertmanager: () grafapa

& Test © Duplicate @ Delete
Webhook

Contact point
URL

webhook » View or create contact points (4 http://webhook:8000/webhook

& Webhook http://webhook:8000/webhook > Optional Webhook settings

- - o - > Notification settings
Muting, grouping and timings (optional) -

+ Add contact point integration

Save contact point Cancel




Alerting - Alert Rule
B EAIEINE

6. Configure notification message o] =T 7>
Add more context to your alert notifications. @ Need help? g/\ = |:| )( 7|<

Summary (optional)

> 2025-06-04 14:28:58,505 INFO [root] [webhook.py:24] - {
"receliver”: "test",

Short summary of what happened and why.

PO Emergency
"status": "firing",

‘alerts": |

{

"status": "firing",
"labels": {
"alertname”: "TestAlert”,

Description (optional)
Description of what the alert rule does.

Yo, we got a huge problem!

"grafana_folder": "Test Folder",

Runbook URL (optional)
Webpage where you keep your runbook for the alert.

"instance": "Grafana"

;s

"annotations": {

htt PS://

Custom annotation name and content , ) ) | , |
description”: "Yo, we got a huge problem!"”,

"note"”": "Better call Saul!",
"summary”: "PO Emergency”

note

Better call Saul!

'
"startsAt": "2025-06-04T14:28:58.4816496767Z",

"endsAt": "0001-01-01T00:00:00Z",

Vz

+ Add custom annotation & Link dashboard and panel




Alerting - Alert Rule View

Home > Alerting > Alertrules

Alert rules

Rules that determine whether an alert will fire
Search by data sources

All data sources

Dashboard
State

Select dashboard
Rule type Health
Firing Normal Pending Recovering Alert Recording (0]¢ No Data
Search (®

1 rule 1 pending

Grafana-managed

v [ Provision Dashboards > 1m-group

NETUGE

> Pending Riclgr¥i:

Health

Summary
Provision Alert -

Provisioned
Request Rate

Request Rate Alert

AN =2

©,

+ New alert rule

b Export rule definition

Contact point

Error Choose

View as

Grouped List State

¢h Export rules
1 pending | ONi!

Provisioned |

®

Next

) Actions
evaluation

in a few

® View More v
seconds

25 Alert Rule 2%

:pzé
= H

AN

\

{3 Home > Alerting > Provision Dash...
‘H:
0=

> 1Im-group > Provision Alert - R...

Request Rate Alert

< Provision Alert - Request Rate @ rendng

Query and conditions

Instances (3 History Details Versions
Prometheus 16m to now

rate(fastapi_requests_total{}[3m])

Table

{app_name="app-a", instance="app-a:8000", job="app-a", method="GET", path="/metrics"}

{app_name="app-b", instance="app-b:8000", job="app-b", method="GET", path="/metrics"}

{app_name="app-c", instance="app-c:8000", job="app-c", method="GET", path="/metrics"}
C Threshold

Input A Is above 0.2

{app_name="app-a", instance="app-a:8000", job="app-a", method="GET", path="/metrics"}
{app_name="app-b", instance="app-b:8000", job="app-b", method="GET", path="/metrics"}

{app_name="app-c", instance="app-c:8000", job="app-c", method="GET", path="/metrics"}

8+k |+ v ©) ._';1_'
Evaluation interval

More v
Every Tm

@ View in Explore

0.2
0.2

0.2

v Alert condition

0O Normal
1 Firing

0 Normal



lerting - Alert Rule View

LIARE1EN A

L}
)t
| =
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O
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(7T

Alert State History : Grafana 10 #IhsE @ ByFHE

LB E Alert Rule &E Instance BY State &1L 40 &%

Q" Home > Alerting > Provision Dash... > 1m-group > Provision Alert - ...

Evaluation interval

< Provision Alert - Request Rate @ pending P

Request Rate Alert

Query and conditions Instances (3 History Details Versions

Filter instances ®

Q Filter instances

Common labels (O alertname Provision Alert - Request Rate grafana_folder Provision Dashboards | method GET path /metrics

app_name=app-b, instance=app-b:8000, job=app-b "IN L ] | L

app_name=app-c, instance=app-c:8000, job=app-c [ N H B Il ]

app_name=app-a, instance=app-a:8000, job=app-a n | H B [ |
22:55 23:00 23:05 23:10 23:15 23:20 23:25 23:30 23:35 23:40

Normal == Pending == Recovering Firing No Data == Mixed

® 2025-05-25 23:41:40 (2 minutes ago)
Normal - A 0.20000228574040843 C 1 app_name=app-b  instance=app-b:8000 job=app-b

2 Normal A 0.19997714546908923 cC O app_hame=app-a instance=app-a:8000 job=app-a

® 2025-05-25 23:40:40 (3 minutes ago)
Normal - A 0.20000114286367351 C 1 app_name=app-a instance=app-a:8000 job=app-a



https://grafana.com/docs/grafana/latest/alerting/set-up/configure-alert-state-history/

Alerting - Alerting History

Alerting History Page : Grafana 11.2 #1Ih8E » ByR1
ert B9 State E1{b4d &%

Grafana Home > Alerting > History

Home
Bookmarks HiStOI’y

Starred View a history of all alert events generated by your Grafana-managed alert rules. All alert events are displayed regardless of whether silences or mute timings are set.

Dashboards Filter by: @ | Labels: | Enter value Start state: = All End state: = All ~ @ Last 30 minutes v Q

Explore

D)
Drilldown @ < New! Alert Events

Alerting

Alert rules
Contact points
Notification policies .

Silences

Active notifications

History

Recently deleted 23:15 23:20

Settings )
Timestamp Alert rule Instance

Connections

alerthame Provision Alert - Request Rate app_name app-b grafana_folder Provision Dashboards

Administration May 25 at 23:43:40 Provision Alert - Request Rate
instance app-b:8000 job app-b 'method GET path /metrics

alertname Provision Alert - Request Rate app_name app-a grafana_folder Provision Dashboards
May 25 at 23:43:40 Provision Alert - Request Rate
instance app-a:8000 job app-a 'method GET path /metrics

alertname Provision Alert - Request Rate app_name app-a grafana_folder Provision Dashboards
May 25 at 23:42:40 Provision Alert - Request Rate
instance app-a:8000 job app-a method GET path /metrics

. alertname Provision Alert - Request Rate app_name app-b grafana_folder Provision Dashboards
May 25 at 23:41:40 Provision Alert - Request Rate
instance app-b:8000 job app-b |method GET path /metrics



https://grafana.com/docs/grafana/latest/alerting/monitor-status/view-alert-state-history/#view-from-the-history-page

Alerting - Contact Point

|
3
/
K
T

. (Contact Point)

|
S

Grafana Alerting 215 %7

439 - Home > Alerting > Contact points

Supported contact point integrations Contact points

Each contact point integration has its own configuration options and setup process. The following Choose how to notify your contact points when an alert instance fires

list shows the contact point integrations supported by Grafana.

Contact Points 4 Notification Templates

Alertmanager MQTT Search by name or type
. Q Search

AWS SNS Opsgenie
Cisco Webex Teams PagerDuty detailed-mail Used by 1 notification policy ' Provisioned
D|ngD|ng PUShover & Email <blueswen.tw@gmail.com>

® Last delivery attempt 9 minutes ago @ Last delivery took 3s359ms
Discord Sensu Go

. grafana-default-email Used by 1 notification policy Used by 1alert rule

Email Slack

® Email <example@email.com>
Google Chat Telegram ® No delivery attempts
Grafana IRM Threema Gateway

slack Used by 1alert rule
Kafka REST Proxy VictorOps

s Slack u
Jira Webhook @ Last delivery attempt 3 minutes ago @ Last delivery took 3s444ms

P @ WeCom

summary-mail Used by 1 notification policy Provisioned

MlcrOSOft TeamS & Email <blueswen.tw@gmail.com>

® Last delivery attempt 4 minutes ago © Last delivery took 3s361ms

“Line Notify B2 2025 4E 3 B 31 B45HAR



https://grafana.com/docs/grafana/latest/alerting/configure-notifications/manage-contact-points/#supported-contact-point-integrations

Alerting - Contact Point : Email ~ Slack * Telegram

—

Grafana Alert App APP 9:58 PM
-

[FIRING:1] TestAlert Test Folder Grafana © &#E x = **Firing**
Grafana <blueswen.tw@gmail.com> TFIOROHHEMN ¢ @ Value: B=1.62635776e+08, C=1
) FHEBR - Labels:

- alertname = Memory Usage - Policy (slack)
- detailed = true

Y Grq fa NnNa - grafana_folder = Provision Dashboards

{9 Grafanav12.0.0 Today at 9:58 PM

Grouped by
alertname=TestAlert grafana_folder=Test Folder instance=Grafana ‘ Grafana Alerting
**Firing** 2 members

Value: B=22, C=1

‘ **Firing**
- alertname = TestAlert

Labels:

- grafana_folder = Test Folder

- instance = Grafana Value: [no value]

Annotations: Labels:

- summary = Notification test - alerthname = TestAlert

Source: ?orgld=1 - instance = Grafana

Silence: http://localhost:3000/alerting/silence/new?alertmanager=grafana&matcher= Annotations:
alertname%3DTestAlert&matcher=grafana_folder%3DTest+Folder& - summary = Notification test
matcher=instance%3DGrafana&orgld=1 Silence: http://localhost:3000/alerting/silence/
Dashboard: http://localhost:3000/d/dashboard_uid?from=1747661548450&orgld=1&to= new?

1747665148453
Panel: http://localhost:3000/d/dashboard_uid?from=1747661548450&o0rgld=1&to=
1747665148453&viewPanel=1

© 2025 Grafana Labs. Sent by Grafana v12.0.0. @ Write a message... @

alertmanager=grafana&matcher=alertname%3D
TestAlert&matcher=instance%3DGrafana

=

Grafana Zero to Hero - Alerting * 58165 E48A1 Grafana Zero to Hero - Notification : BERFHE#IZINEE

|



https://ithelp.ithome.com.tw/articles/10362990
https://ithelp.ithome.com.tw/articles/10363488

Alerting - Contact Point : Event - Webhook + Kafka

Cluster > Topics > grafana-alerting O ® O

& Back to canvas

&S Webhook & Listen for test event 575B 1 delete 7 dayS Infinite
OUTPUT Q Table JSON  Schema Size Messages cleanup.policy retention.ms retention.bytes
Settings Docs &
1 item
A Messages Consumers Partitions Configuration ACL
Test URL ~ Production URL headers body
POST http://localhost:5678/webhook-test/8cd2 host : n8n:5678 receiver : test PARTITION START OFFSET MAX RESULTS
8990-07f9-4a26-a5da-719d1bae32f1 N FILTER
LR 8 e SRR Al v Newest-50 ¥ 50 v [ Actions v ] Search...

content-length : 1207 alerts

HTTP Method

content-type : application/json 0 -
POST YBE bt J OFFSET PARTITION TIMESTAMP KEY VALUE <

accept-encoding : gzip status : firing
e jabels =] 0 0 10/5/2024, 1:18:52 AM ® {"d iption":" [FIRING:1]
Pull in events from Webhook :18: escription": 11]..
8cd28990-07f9-4a26-a5da-719d1bae32f1 alertname : TestAlert !
& Listen for test event Authenticati instance : Grafana
ML annotations Key Value Headers Compression Transactional
None summary : Notification test Null Json (505 B) No headers set uncompressed false
Once you've finished building your workflow, Respond startsAt : 2025-06-01T06:06:30.675828844Z Value
run it without having to click this button by _ endsAt : 0001-01-01T00:00:00Z
: Immediately
using the production webhook URL. -

generatorURL : { o

Options "description" : "[FIRING:1] TestAlert Grafana "
fingerprint : 57c¢6d9296de2ad39 "client” : "Grafana”

No properties silenceURL : http://localhost:3000/alerting/silen "details" : ' .
S "skFiring#k Value: [no valuel Labels: alertname = TestAlert instance = Grafana Annotations: summary =
Add option ce/new? Notification test Silence: http://localhost:3000/alerting/silence/new?alertmanager=grafans « «"
alertmanager=grafana&matcher=alertname% "alert_state" : "alerting"
3DTestAlert&matcher=instance%3DGrafana "client_url" : "http://localhost:3000/alerting/list"
dashboardURL : "incident_key" : "42b9e3c241c962650c83d6b99dc10ad4c@94c7d32fe3b4284a0b145d5960e5fb"
}

panelURL :

values :

valueString : [ metric="foo' labels= 10 / page v @

{instance=bar} value=10]

grouplLabels [ o, Save Messages J

When will this node trigger my flow?

Webhook with n8n Kafka

Grafana Zero to Hero - Notification . SE{+5Rs



https://ithelp.ithome.com.tw/articles/10363686

Hands-on - Lab 02: Grafana Alerting

GitHub URL : Lab 02

A

Goals . sxEEmfR Grafana Alerting

Task

& 30 EH—

Contact Point : {&

1

3 TE

BB 1 DuEal = i iR AR R

217 Container Memory

T
7I-IJ_

=878 100 MB B9 Alert

=0 3 A Alerting 7

=T

[EIL\ [EIL\

AR
AR

EHE 3 sl R A S IR

R/

JTEEL

=T

%R Alerting 7

v AY webhook Contact Point


https://github.com/blueswen/devopsdays-taipei-2025-observability-bootcamp/blob/main/lab-02.md
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Observability Alerting
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(A RIR

Demo Project
FastAPI Observability
Spring Boot Observability
FastAPI Tracing with Jaeger through OpenTelemetry
OpenTelemetry Application Performance Management

E?%Z‘f : ﬁ%bgﬁ » f/b'f'_/\7|</i\E/] ObservabMty *E%ll_;\ 1 £ \EE—\EU;fe,\ .
Grafana Zero to Hero : Grafana EiE e /&S FE R

Observability 101 : {650 7 A2PTET R @ BT8R M BN 4D
2 (i5R1E Python ARFFeTERAIM - LA FastAPI 1 Grafana Stack Z&|



https://github.com/blueswen/fastapi-observability
https://github.com/blueswen/spring-boot-observability
https://github.com/blueswen/fastapi-jaeger
https://github.com/blueswen/opentelemetry-apm
https://ithelp.ithome.com.tw/users/20162175/ironman/6445
https://ithelp.ithome.com.tw/users/20162175/ironman/7185
https://itplus.ithome.com.tw/webinar-page/223
https://speakerdeck.com/blueswen/quan-fang-wei-qiang-hua-python-fu-wu-ke-guan-ce-xing-yi-fastapi-he-grafana-stack-wei-li
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https://devopsdays.tw/2025/session-page/3911
https://devopsdays.tw/2025/session-page/3912
https://devopsdays.tw/2025/session-page/3755
https://devopsdays.tw/2025/session-page/3913
https://devopsdays.tw/2025/session-page/3760
https://devopsdays.tw/2025/session-page/3781
https://devopsdays.tw/2025/session-page/3914
https://devopsdays.tw/2025/workshop-page/3921
https://devopsdays.tw/2025/workshop-page/3922
https://devopsdays.tw/2025/session-page/3784
https://devopsdays.tw/2025/session-page/3765
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@ Berry Al Eﬁlﬂﬂﬁ)\ra;sﬁa

R Metrics ~ Logs * Traces = X E B [E _ e
Job Description % 24 1 Lab RER SRE UM RIS
. . A

| FFE (Blueswen) #

£ Backend Engineer

Tech Stack
AWS
FastAPl ~ Django
DBT ~ Celery
PostgreSQL ~ MongoDB ~ Redis
Kubernetes ~ Docker y



https://www.tenlong.com.tw/products/9786263339538
https://www.cake.me/companies/berry-ai-lang-zh/jobs/backend-engineer-f5c9b5

