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In this presentation, the views, opinions, and information expressed are
solely my own and do not represent the official stance or views of any
organizations, institutions, or the hosting entity associated with me.

Furthermore, I will make every effort to ensure the accuracy and timeliness of
the content presented, but I do not guarantee the completeness or
applicability of the information in specific situations. I encourage all audience
members to conduct further research and consideration based on their own
judgment and needs.

Additionally, I do not assume responsibility for any direct or indirect losses
that may result from reliance on the information provided in this
presentation. Each audience member should be responsible for their own
decisions and actions.

Lastly, I hope this presentation will offer valuable insights and information,
but please remember that the content is provided for reference only and
should be considered thoroughly before making any decisions.
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If you can't express it 1n numbers, you don't knoW 1t Well enough

—Lord Kelvin ( 1308 & )
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HIGH/MED/LOW
IS NO LONGER ENOUGH

RISK MATRIX

HIGH MIGH

e SUBJECTIVE
COLORING CAN'T,
SUPPORT BUSINESS
DECISIONS.

® DIFFERENT DEPARTMENTS
DEFINE "HIGH RISK” DIFFERENTLY.

® NO QUANTITATIVE COMPARISON
BETWEEN RISKS.

® NO PRIORITIZATION BY
FINANCIAL IMPACT.
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Likelihood Frequent — 99%+

leClY >5()(%r-99(%)
Occasional >25%-50%
>1%—-25%

Improbable <1%

Seldom

Impact
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Negligible Minor

Moderate

Critical

Catastrophic

<$10K

$10K to
<$100K

$100K to
<$1 Million

$1 Million

to <$10
Million

>$10 Million

Medium Medium

Medium Medium

Low

Low

Low

Medium

Low

Low

High
Medium
Medium

Medium

Low

High
High
Medium

Medium

Medium

Risk A: Likelihood is 2%, impact is S10 million 2 2% * S10 million = $200,000
Risk B: likelihood is 20%, impact S100 million =2 20% * $S100 million = $20 million
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Impact

Negligible Minor Moderate Critical  Catastrophic

$1 Million
$10K to $100K to to <$10
<$10K <$100K <$1 Million Million >$10 Million

Likelihood Frequent  99%+ Medium Medium High High High
Likely >50%—-99% Medium Medium Medium High
Occasional >25%-50% Low Medium Medium High

Seldom >1%—-25% Low Low Medium Medium Medium
Improbable <1% Low Low Low Medium Medium

'Risk AjLikelihood is 50%, impact is $9 million = 50% * $9 million =|$4.5 million
'Risk Bilikelihood is 60%, impact $2 million = 60% * S2 million 451.2 million
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Reference: Douglas Hubbard, Richard Seiersen, “How to measure Anything in Cyber Security Risk”
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CISO

TOP 5 PRESSURES
ON THE MODERN CISO

0 COMMUNICATION

GAP

Board wants financial terms, - CAN TI' ‘ =
CISO talks CVSS and exploits | /1 PROVE

TODAY ?
FIERCE BUDGET f
COMPETITION

Security and revenue
departments fight
for resources

Q OUTDATED TOOLS

Risk matrices are
subjective and
old-fashioned

COMPLIANCE®
PRESSURE

But risk standadss
are inconsistent

9 NO CLEAR ROI

Can't prove the
impact of security
spending with data
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Fear- Based DeC| sion Trap

FAIR CRQ
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WHAT IS FAIR?

FACTOR ANALYSIS OF INFFORMATION RISK

B 15 amm* B &
fL A =

TR 1 e 0 R A B
1B XA
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e Internationally recognized cybersecurity
risk quantification model

e Converts technical risk scenarios
to financial loss estimates

e Breaks down risk into: )’ |
event frequency, probability, C MAGNTUDE )
loss magnitude

e Supports comparison

and prioritization of different
risk scenarios

PREE\éEg;EY PROBABILITY
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WHAT "' A P P ENS W\
WHEN|YOU ‘ *:
IMPLEMENT

FAIR?

Example: An organization
reallocated security
resources using FAIR

and avoided $3 millio

in losses.

CBRARGERARFARE

S F B B AE B
RO AL B 5 5 AR A
o

o SIREAEIR BB MR KB IT

@ Finance and
senior leadership
~~better understand
——=and support security
| || decisions
=@ |Improved efficiency of
compliance and audit CYBERSEC 2025 EEERA® | 31
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Based on the information currently available to us and the estimates of our
subject matter experts, 61.49 loss events are forecasted per year with an
Average Per Event Loss of 1.2 M
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$0 : $7.8M $0 $231.4k $2.2M

Minimum Average Maximum Minimum Average Maximum

Loss Exceedance Curve Loss Exceedance Curve

. e
— Linear Scale — Linear Scale

Probability of Loss or Greater
Probability of Loss or Greater

Loss Exposure Loss Exposure
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WAk

a2) N IR
CISO R EEH
CISOs DON'T

HAVE TO GO
IT ALONE

\\

* FAIR CRQ 3t JEB4X, CISO #&85 * M
MK EABE -

C REEER TARER , Ba TRA
ey

R

N/
0‘0

o8 X A 424 49 Y= A P re
B KRR e = >~ ] R
L

4
=/ = o
S FK

o FAIRCRQamplifiesCISO M
expertise rather than replaces it

e Shift from “compliance-driven”
to “decision-driven”

e Make information security risks
measurable, manageable,
and meaningful
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Resource
Prioritization

Clearer decision-making
on risk

'f/J\ L]\ FAIR - Z F,‘ Bi%é@

WHAT CHANGES WITH FAIR

‘| \ : I, " ) \ "l | ."yl'. \ ". .'.“ I" l".
O . CYBERSEC 2025
\l '.\ 4.\\‘ AR A .
\ 1\ '

Ve

@& Ml

>

Board Reporting Clearer
& Compliance Communication

Showcascing regulation Improved interaction
adherence among security practitioners
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#— P FAERFAIR CR

Keys to a Successful FAIR Implementatiion

& [

Gain Support From Treat as a Transformation Share FAIR Knowledge

Sponsor and Partners

Define Clear Vision,
Objectives, and Scope

or Change Journey

\\ /

Proof of Concept

CYBERSEC 2025
EEERXE

FAFAIRA 7 il 6 & 7 4%
13 8 £ 35 #e A (Sponsor)$2 & £
A% 19 (Partners) 89 X _#F
HEERA—GEA
(Transformation) 2% % ==
(Change)Z 7k

5 FFAIRT 7% B Fo stk
RFWHIERF ~ BARHEE

< i Y

T AT EERZE (Proof of Concept)
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L o 8% FAIR 7355 8 A~ ISO
1ISO 27001 , 27001 ~ NIST CSF 2 ¥ 542 # 3@
/NIST CSF - PRSI Y

e Cont rpl | * i ﬁ —I:— éﬁ '%}L /f i‘ 7.7

Mapping
FMRI%%&@%Hh&%i”
LA 0 F] AR #“#J% & X

— L R SR %%fﬁi J& ¥3% 0 R R
Strengthen risk assessment and resource 8% B B ¢4 R [ 74 32 Uk o
prioritization capabilities within existing
cybersecurity governance frameworks
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DEFINE RISK SCENARIO

Focus on high-priority risk
(e.g., ransomware.)

COLLECT DATA

Internal event frequency +
industry loss estimates

| PERFORM
QUANTITATIVE ANALYSIS

Calculate ALE (e.g., NT$8M)
and ROI

| REPORT FINDINGS

Present to Board, drive
decisions & compliance

I

il

FHHA S AT B4R A 3

Eoa#r: tHEALE (40800 4 ) WMROI
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LET DATA REPLACE FEAR. Risks cormes SSu

LET FAIR DRIVE DECISIONS. oS T

JE\Fe > R B IR A FIEE B
CLAEMUATEE -
- Warren Buffett

DECISIONS

RECOGNIZE APPLY DRIVE
THE CHALLENGE FAIR SMART

DECISIONS
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hu AFAIR & i fn AFAIR4A FAIRE 75 ##4 FARE A &R
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* Cyber Risk in Context: A Data-Driven Approach
to Risk Management 24 Apr 2025 (link)

* Modeling and Measuring Cyber Risk: A Data-
Driven Approach to Risk Management 15 May

2025 (link)

* Optimizing Cyber Insurance: A Data-Driven
Approach to Risk Management: 12 Jun 2025
(link)

« ¥ =38 [ 4832 FE Tech/Cyber Risk Governance
ERRFTEME T IR

SELEREEGEEREFILoW T ity e

* FAIR BM & (FAIR European Chapter)
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https://app.livestorm.co/c-risk/cyber-risk-in-context-a-data-driven-approach-to-risk-management?s=9c5bb980-772b-40ec-9b12-5b1a15c3d02b
https://app.livestorm.co/c-risk/modeling-and-measuring-cyber-risk-a-data-driven-approach-to-risk-management?s=7b8dad1e-a31a-4a2e-a12a-4f48c2ed29e5
https://app.livestorm.co/c-risk/optimizing-cyber-insurance-a-data-driven-approach-to-risk-management?s=9d68f886-e567-4520-9a14-3e5d9263602e

