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- TREREEZM(MDM) | #IE |CVE-2023-41344 |7.5 HIGH FIRZE 24 B T VE2021-35962 |75 HIGH
i - . ; e wi itri - CVE-2023-35850 |7.2 HIGH -
Citrixthanks Chiu TsungShu and Sheng-Fu Chang of CHT Security for working with us to protect Citrix customers. BB 24 ik V205535551 e ficnt CVE-2021-35963 |9.8 CRITICAL
Dell cvE-2024-49600: Dell Technologies would like to thank TsungShu Chiu (CHT Security) for reporting this issue. EFHEMERR #vs  |CVE-2023-48384 |9.8 CRITICAL BIRE R4 #AD:  |CVE-2021-35964 |9.8 CRITICAL
CVE-2023-38027 |9.8 CRITICAL 20214 CVE-2021-35965 |9.8 CRITICAL
A m Y4 [CVE-2023-38025 |9.8 CRITICAL CVE-2021-28171 [9.8 CRITICAL
— — - o _ i CVE-2023-38024 [9.8 CRITICAL EFERTE 405  |CVE-2021-28172 |7.5 HIGH
RS8R z CVE#w% B B AR ARZETIR | REIA gé'gggg‘ggig 3; ::g: CVE-2021-28173 |9.8 CRITICAL
EREEWEE | #EE |CVE-2024-49600 |HIGH 2023%| BEREREAR | A% | Ve023-20841 [1.2rcH Axmmam | mw  (CE290-22853 98 CRITICAL
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CVE-2024-10653 |HIGH BE¥A fIE | CVE-2023-28701 |9.8 CRITICAL — g5 |CVE-2020-10505 |9.8 CRITICAL
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ABEWAS | M |CVE-2024-5514 |CRITICAL RWEERSE | B S5 Sy aamon AEORARK | MW |CVE-200-10506 175 HIGH
BB 240 WU | E2024-9981 188 HIGH ERGEARG | @k |CVE-2023-25909 [98 CRITICAL | |2020% | IS =RA(DVR) | i@ |Cvc2020-3923 |98 CRITICAL
- - . ERREER Eff |CVE-2022-41418 |7.2 HIGH CVE-2020-3924 (9.8 CRITICAL
P — - — — — = |CVE-2022-46304 |8.8 HIGH CVE-2020-3925 (8.8 HIGH
JopaE | AEEERG | MG |CVE-2024-9972 |CRITICAL PURERATE | /SR Ve 2022 46306 [a.5 Hic B EOETH | /R [CVE-2020-3926 7.5 HIGH
5 T 2. 4 - CVE-2024-4298 |HIGH e #%s |CVE-2022-38118 |8.8 HIGH CVE-2020-3927 |7.5 HIGH
WEEE R4 ) ApacheBiEEs | =g |CVE-2022-45378 |98 CRITICAL CVE-2020-3937 |7.5 HIGH
CVE-2024-4299 |HIGH ke CVE-2022-40705 [7.5 HIGH BHIBIRARS N CVE-2020-3938 7'5 HIGH
_ _ o CVE-2022-32456 [9.8 CRITICAL . . :
H]S_LZHE%’%,% .’éﬂl‘lﬁ CVE 2024 1147 CRITICAL BFRERMA Pl CVE-2022-32458 |7.5 HIGH P o CVE-2020-3934 |9.8 CRITICAL
CVE-2024-1148 |CRITICAL 20224 CVE-2022-32963 |7.5 HIGH T " |CVE-2020-3935 |7.5 HIGH
= o 2 CVE-2022-32964 (9.8 CRITICAL CVE-2019-11064 |9.8 CRITICAL
- _ BHTHASR s
B E 245 s CVE-2024-26260 |CRITICAL CVE-2022-32965 |9.8 CRITICAL Fibdia ME4  |CVE-2019-13405 |9.8 CRITICAL
CVE-2024-26261 |CRITICAL —_— - g:gg;;:z;;g ;ggﬁ:CAL 2019 CVE-2019-13406 |7.5 HIGH
S138RFEApPP APP_ |CVE-2024-4303 |HIGH EFRE#% | @M% |CVE2022.35223 9.8 CRITICAL AXRERL myy  [CvEr2019-11232 |98 CRITICAL
CVE—2024-0570 9.1 CRITICAL CVE-2021-44519 3.8 HIGH _ CVE-2019-11233 (7.5 HIGH
g U] Y B4R : BHEEEAMMOM) | M5 [CVE-2021-44520 |8.8 HIGH BUBE &K #us  |CVE-2019-11062 |9.8 CRITICAL
CVE-2024-0569 [9.1 CRITICAL CVE-2022-26151 |7.2 HIGH 2018%| SWIFTRB% %4 |#480s/Em|CVE-2018-16386 |7.5 HIGH
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Top 10 risks selected by respondents (Share of respondents %)

o [ st s
7% = 39
- EERERERE
- B
o, —
Critical change to Earth 4% -
systems
Lack of economic opportunity 3% -
or unemployment
Erosion of human rights 2% -
and/or civic freedoms
'

Gececonomic confrontation

Misinformation and
disinformation

Societal polarization

Economic downturn

Inequality

Risk categories @ Economic @ Environmental @ Geopolitical @ Societal @ Technological

Source: World Economic Forum, Global Risks Perception Survey 2024-2025
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Reference : Global Risks Report 2025 | World Economic Forum
https://www.weforum.org/publications/global-risks-report-2025/
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https://industrialcyber.co/reports/wef-global-cybersecurity-outlook-2025-report-addresses-geopolitical-tensions-emerging-threats-to-boost-resilience/
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https://industrialcyber.co/reports/wef-global-cybersecurity-outlook-2025-report-addresses-geopolitical-tensions-emerging-threats-to-boost-resilience/
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https://industrialcyber.co/reports/wef-global-cybersecurity-outlook-2025-report-addresses-geopolitical-tensions-emerging-threats-to-boost-resilience/
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Reference: WEF Global Cybersecurity Outlook 2025 report addresses geopolitical tensions, emerging threats
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https://industrialcyber.co/reports/wef-global-cybersecurity-outlook-2025-report-addresses-geopolitical-tensions-emerging-threats-to-boost-resilience/
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Map Measure

Con’gext Is Identified risks
recognized and
are assessed,

risks related to analyzed, or
the context are tracked
identified i

Govern
A culture of risk
management is
cultivated and
present

Manage

Risks are prioritized

and acted upon
based on a projected
impact
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https://industrialcyber.co/reports/wef-global-cybersecurity-outlook-2025-report-addresses-geopolitical-tensions-emerging-threats-to-boost-resilience/
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Top Threats
ERABSEREEEE  THARARBENZCMEE—FitiRISHE Y
Malware-Ransomware « Evolving Phishing Tactics « Employee Account Takeover

High-momentum threats

EERBEEESENE - BHILAREIRREZZETop Threats HHEIVEE
« Customer Account Takeover « Cloud Risks « API Abuse
« Targeted Attacks on Cyber-Physical Systems (CPS)

Uncertain threats

+ AttackersUsing Al - Attackson Al  « Nontechnology Threats

EEFNAEBEENRE - BRIEGERES - S GRA - holsEEBERERN - 7EUEEIN

Employee activism
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2024%

IADDoS&E AW E i}

B |w|224GbpS

2 Ik DDoSE #8288 (2024) :
2024 DDOSI BBSARGE L - WEBRHMEFEMRSI% - &
A E R EES.6Thps (by Mirai botnet)

« L3/L.4 DDOSIEE{h54% - HhFEFEFREVBDNS Flood L E
(27%) - HERE SYN Flood BLEE (24%)

-HTTP DDoSIZE {5 55 5MY469% - Hoh EZH AL 2 HBotnets
£2(65%) - HW A Headless browser (16%6)

ﬁikﬁ%ﬂrlﬁ E{E AR ER =& &SSDP ~ DNSFOpenVPN

- hBAFE16%MEFEDDSHEERMESEE - ENA/NHH
+_HiY14% - BESEMNEFZHIENMAYEE

Eff“iiﬂliﬁ:%?%tplﬁl FAEMMMEK - SEFEQURARE=

- BREFRI=FREMRK - EENAREE

Distribution of 6.9 million DDoS attacks #2:ciovoriare  Top Six Tracked DDoS Amplifiers, by Pratecol
202404
A million 5 million
LS{ASDD;LSItIICkI TTPEDDosamcko DNS . 112M
l l DNS lunpl J Other 'l l i l l TFTP . 1.37TM
: - snvp @) 1.59M
—— . porTMAP @) 1.72M
RST Mirsi Fake or headless Suspicious HTTS

browsers. attributes

SR CLOUDFLARE DosS threat report for 2024 Q1 - Q4
#RiR: 2024 DDoS Weapons Report — A10 Networks

CHT Security SOC #122(2024) :
« 2024 F BN T R 5 EH35RBE

< 2024FH AR EE(8H)E224Gbps (UDP Flood) - WZELI
HTTP Flood (37%)& XK=

*HTTP Flood®REFEMEA42% - B2 E 44 FIFBotnet#t ¥ 45 E

ﬂﬂﬂﬁé’é‘ihlﬁl 2 . ZRASEFEKEMMAIEEEIMEHIRTS - 2
%2 ACDN - WAFzDDoSPhE IRF5

*DNS Flood#&EERE44% » loT 32ESZNARZBEARSIR -

WDDOSIQ K:ﬁiﬁ LnﬁDNS1—.IHEE§/ELﬁDDOSB}J-=E*%
&l - SERFHDNSH & IR

BN BHZREEFH£(19.8%)
AR RN R - EAREE TRREBRERBES

°H-FIQ 25 E%/14425 i (DNS Flood ~ 12R) ~ F&KE/NS
SENHNEET73%

EEDDoSI&L% BEFEHR (2024)

!!!!!!!!!!!!!!!!!!

BT (17.8%) - HRX

HiNet DDoSI E& RE (2024)

DDDDDDDDDDDDDDDD

" ' ‘.l-lll_lllll-
ii@:iu wh

'““’\wuf:-.-:!&u%s
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2024'EEDDoSIQE£$1§IJ§J‘§(1)

e 6-7THEAEZHEDNS Flood I E - £ E & fftﬁu*  WBIEHPEE ADDoSFHERTE4E | | « DNSaliR 252 A DDoSPA & 1

WE - TRk - EfRREE - BHEE - BEHZE PRI E - EBFADNSHKE RS

= Z P DNSHRFE B ¥ I 2 i E - MBI FPEEDNSIRFFEIEIINZR | [« TEHIHNITDDOSHKIPh iE 4R
« DNS Floodf8E1EBNXDomainl{E - BEIR mEFIBT

HIER  WESHAA100Mbps - ZHEERPS | |+ MZERRPEREIA R BHEE

(Requests Per Second)3IDNSE 8 (& 58 Non- BB EREAFERNAE &8

Existent Domain) & & F3 FDNSARTS

<

ﬁttacker DNS Query

DstIP: 111.111.111.111
Dst port: 53
e Type - A
i records (Non-Existent Domain) :
Ll 154dfwlfmrob.example.com FiIEDNS Server
1qaz2wsx3edc.example.com Domain : www.example.com
5467’asdf_examp]e_com IP : 111.111.111.111
NXDomainX E[H I8 \ 1231sadadasdqw.example.com / [ ‘ th 3 5 2 5 I8
. \\ CHT Security



2024FEDDoSHERFI P E(2)

=I5 AR EER
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PO AR A P A m&v\* er,y\* &\\, Payload  Backdoor Hacktool . . Keygen 0%
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600 1

500 2
Valid Accounts : : :
l - — Exploit Public-Facing

400
300
200
100

0

Spearphishing Link

Application

Hash Domain

th 3 & % B &

CHT Security




2024 F ELXSEHFEBFTERERRE(2/2)

Exploit Public-Facing Application Our findings are the same as Gartner’s
NS B m ke adl |
/NP EECES Top 3 Top Cybersecurity Trends for 2024
=IHE 1T Optimizing for Resilience Optimizing for Performance
ESZEH *Continuous Threat Exposure  *Generative Al
Management *Security Behavior and Culture
*Extending IAM’s Programs
F{EmE Cybersecurity Value *Cybersecurity Outcome-
*Third-Party Cybersecurity Risk  Driven Model’s
Management * Cybersecurity Reskilling

*Privacy-Driven Application
and Data Decoupling

Source: Gartner

2 6% 802944 C Gartner

| FERMEREEIE ( Continuous Threat Exposure Management )
-y BRIAMMHEEZ2EE (Extending IAM’ s Cybersecurity Value )
SQ LiiiH & E=FRERELZRAMER ( Third-Party Cybersecurity Risk Management )
B2 %L B 2N fE FA AN 2045 A% %8 (Privacy-Driven Application and Data Decoupling)
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- Continuous Threat Exposure Management
- Extending IAM’s Cybersecurity Value
- Third-Party Cybersecurity Risk Management

Our findings are the same

Top Cybersecurity Trends in 2024

as Gartner’s
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2. 2HREANAE : AR ARERENNRBNAESEEZNNERR -

3. HIEHEREPE . FATRSFRHUREMANENADL -
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hEEZER2024E 1045 ARRR AR Y ——

B 5 FSUSHIZARIE (XSS)

m S SQL injection £ A BHTMLE JavaScript i 5 % B
B BASHEXRBERE - ZR/0F
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ARBWEN&RE - 2R EFRE -

S EPRISE s TE .
= o R
B S S5E X EREFEAKE (SQLInjection)
e CENETMT S TSRS
mE FEEEXLE ik WEHSEE  AHENES

Efl EERTRASBESAERER
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= BUREFER y  MIREE

S FEEREEAMR  BREHEY
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= S 0lgig VR
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Al/Edge devices B 5 B R

RS
)Illln

T T BT it 32 PR 156 T : T ==
AT T ettt BAZTA BEERE
BERERREE T %Eﬁgﬁﬂyﬁiﬂ (1AM ) RY48 8
ﬁg:;g:rﬁzf\;hreat Pposure ij@ﬂﬁ%ﬁ{iﬁﬁ%}ﬁﬂ | g(tening IAM' s Cybersecurity Value)

/ HTIVANS/VMS/XASM =
= Vbl S e SN
DERSHEESRLESR sl ) EIEREEES

Ein ZEREHEIE
( Cloud Security Posture Management )

F=TREEEEEER
(Third-Party Cybersecurity Risk
Management)

v" IR PLAYBOOK

v ElnEZ{#52/Cloud SOC

EREEEEFamMS - SOC+MDR+SOAR
BEZ

EERE ( Cybersecurity Platform Consolidation / Operating ) . - AREE
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Cloud Security Posture Management
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Zero-Trust Strategy
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