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Bin & T HRIEME ( Shared Responsibility for Cloud Security )
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On-prem

Content

Access policy

Usage

Deployment

Web application security
Identity

Operations

Access and authentication
Network security

Guest 0S, data, and content

Audit logging

Network

Storage and encryption
Hardened kernel and IPC
Boot

Hardware

Cloud provider responsibility . Customer responsibility

A &R : https://cloud.google.com/architecture/framework/security/shared-responsibility-shared-fate
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OWASP Cloud-Native Application Security TOP 10 ( under review )
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CNAS-1: Insecure cloud, container or orchestration configuration
CNAS-2: Injection flaws (app layer, cloud events, cloud services)
CNAS-3: Improper authentication & authorization

CNAS-4: CI/CD pipeline & software supply chain flaws

CNAS-5: Insecure secrets storage

CNAS-6: Over-permissive or insecure network policies

CNAS-7: Using components with known vulnerabilities

CNAS-8: Improper assets management

CNAS-9: Inadequate ‘compute’ resource quota limits

CNAS-10: Ineffective logging & monitoring (e.g. runtime activity)

20 I3 B Ministry of Digital Affairs



#H

CNAPP ( CWPP + CIEM + CSPM )

’—

17

B

A

£,

( Cloud Native Application Protection Platform )

CNAPP

=

£t

415

Application

CWPP
( Cloud Workload
Protection Platform)

Cloud

CIEM

( Cloud Infrastructure
Entitlement Management )

EREHE

CSPM

( Cloud Security Posture

0y
s
2
o
0
¥

Management ) |

21

B B ER  Ministry of Digital Affairs



Shift Left Security

Build
LTS FIAEER & R 4 R S
BRI
Release
l SEASEE | BERA AR - MTEE

22

B B ER  Ministry of Digital Affairs




FKIEKRBE: Cloud SOC #fE €%k vs EEFE HhERh

SRR BN
BEREHN
=] Cl ]
A su PERRER
CHT Security XX @
EgZE D) CXEl a&'A
3 B s B L RER/F i
A
oo o=
o=

~( IR
== )

- Log S
| Log K& I Cloud SIEM o

RAIRRE

https://www.chtsecurity.com/service/m803

[Bl{% Log =k [El{# Ticket
A, ERRIE. &R

1 3 B b5
EMES - STEEE
WESTRIE EHREY - FEIE
SRS - BB AR

SHIRERIERIR

) 3,

Flrewall APT

Anti- Vnrus

o8 tc.
DS/ IPS =

EEARHIERIR

B— SOC Bl

ACSI Cloud SOC

SRS & f

https://www.acercsi.com/tw/service/49/131

B B ER  Ministry of Digital Affairs



KIKERE: Landing Zone/moda Cloud Shared Responsibility
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