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ESNICEKRECSFEEANGEITE

Work Role Name | Cyber Defense Incident Responder
LS Work Role 1D | PR-CIR-001
( IrEe ) Specialty Area Incident Response (CIR)

Y o

Category Protect and Defend (PR)

Work Role Investigates, analyzes, and responds to cyber incidents within the network

Description environment or enclave.

Tasks T0041, TO047, TO161, TO163, TO164, T0170, TO175, T0214, T0233, T0246,
T0262, T0278, T0279, T0312, T0395, T0503, TOS510

Knowledge K0001, K0002, K0003, K0004, K0005, K0006, K0021, K0026, K0033, K0034,

K0041, K0042, K0046, K0058, K0062, K0070, KO106, KO157, KO161, KO162,
K0167, K0177, K0179, K0221, K0230, K0259, K0287, K0332, K0565, K0624
Skills S0003, S0047, S0077, S0078, S0079, S0080, S0173, S0365

Abilities A0121, A0128

KSA ID
Knowledge of applicable laws‘ statutes (e.g., In Litles

erform hash comparison against established database. irectives, branch guideli and/ur inistrati iminal lcgal

T0169 Perform cybersecurity testing of devel applications aj Ko168 del andp d

Perform initial, forensically sound collection of images a Knowledge of information technology (IT) supply chain security and supply chain risk
0170 diation on enterprise systems. K0169 policies, req and procedure . —
T0171 Perform integrated quality assurance testing for security f| Knowledge of critical infrastructure syslems with information communication technology
T0172__| Perform real-time forensic analysis (c.g., using Helix in ¢| | K0170 | that were designed without system security considerations.
TO173 Perform timeline analysis. KO0171 K owlcdgc of hardware reverse

Perform needs analysis to determing oS Torney | KOI72 ledge of mi (c.g., enterprise service bus and message queuing).
T0174 | solutions. - _

Perform real-time cyber defense incident handling (c.g., f| | K0174 | K ige of networking protocols.

correlation and tracking, threat analysis, and direct systenf [ KOL75 | Knowledge of software reverse engineering

TOI75 | deployable Incident Response Teams (IRTs). K0176 | Knowledge of ible Markup Language (XML) schemas. _ _
AF AT Perform secure programming and identify potential flaws| Knowledge of cyber attack stages (.g., scanning, enu gaining

£ : 7 AT EBI-NICE

access, of privileges, ing access, network covering tracks).
K0178_| Knowledze of sccure software deployment methodologics, tools, and practces.

A etnel_conurit comoante inaluding tonalam: seataanls

w5l 5l

k|II ( 8E

S0071_| Skillin usl_g Forensic tool suites (e 2., EnCase, Sleuthkit, FTK). |

Description

S0072 | Skill in using scientific rules and methods to solve problems. — = — e ( =1 )
Skill in using virtual machines. (¢.g., Microsoft Hyper-V, VMWar] Ability to share meaningful insights about Abil Ity BEA]
S0073 | XenDesk er, Amazon Elastic Compute Cloud, efc.). A0120 | environment that improve its risk manage posture. -~ |
th ﬁ 12 *i I % g! é ECSF 50074 | Skill in physically disassembling PCs. A0121 | Ability to design incident response for cloud service models.
2 S IfE IfE IfE IfE Skill in conducting forensic analyses in mulGiple operating system Ability to design capabilities to find solutions to less common and more complex system
e e ae At S0075 | mobile device systems). A0122 | problems. _ A _ N
Skill in ing and utilizing software-based computer protecti Ability to apply cybersecurity and privacy principles to onal req (relevant
S0076_| firewalls, antivirus software, anti-spyware). gggi :b'l' Iy vl:meg"tyz availability, authentics : )
- 50077 | Skillin securing network ility to establish and maintain security control
ER : MEEEABRBAOERE - A T K T K T K T K 50078 | Skillin and izing types of vulnerabilitics and aJ | A0125 | Ability to author a privacy disclosure statement based on current laws.
» Prapayn Skill in protecting a network against malware. (c.g., NIPS, anti-ma Ability to track the location and conﬁguraugn of nctworkpd dcvn_ces and soi_\warc across
i - BT ERBEN-NICE T s T S T S T s | S0079 | external devices, spam filters). A0126 locations, facilities and, p , supporting business functions.
50080 | Skill in performing damage 'A0127 | Ability to deploy conti hnologies and tools.
11 A i A T A 17 A S0081_| Skill in using network analysis tools to identify vulnerabilities. (c.g Ability to apply techmques for detecting host and network-based intrusions using intrusion
e — A0128 | detection tech
EUSES = NIST SP800-181 NICE Framewor|
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= C & cyberbitrange.com,

@ B FistTask W ChatGPT Il Medum  Home O MITRE

x  +
yberbitrange.com,
@ B itk W ChaceT [l Med

My Learning ¢

Gath
Infon

Gath
Infon

Gath

¥1EMITRE AT

5 {EE 22 70 A Al ask

HESTER e LS

iﬁ'iﬁ, 158 4R T%Eiﬁ

HOW 10 GetACCess L. 5 B HELER R, g instailaton — waaf.

Lateral movement

RIER T IEEITE
all R A B

G @ Mustrated Guid/

Overview

While infiltrating an organization or any other network, after the initial entry point, the attacker or malware will attempt to spread itself and create a
stronger foothold in the system.
The techniques used during this phase are a part of what is professionally called lateral movement".

The goal of lateral movement is to reach either sensitive data in the infiltrated organization or to reach a “kill switch” in order o cripple a said
organization. In this exercise, the trainee will gain hands-on experience on the Carbon Black EDR management system while investigating the malicious
activity

Courses

« Carbon Black - Analysis with EDR « Carbon
Black - Analysis with EDR « Command &

Preparation « CompTIA CySA+ Preparation «
Cybersecurity Tier-2 Analyst « Cybersecurity
Tier-3 Researcher = Masquerading (T1036)

Roles

« Security Analyst Level / Tier3 o Cyber
Graduates s NICE' Cyber Defense Analyst
(Forensic Computer Analyst, Cyber Security

Scripting Interpreter (T1059) « CompTIA CySA+

NICE KSA&T

Knowledge (5)
K000S - Knowledge of cyber threats and v

bities.

K042 - Knowledge of incident response and handiing methodologies.

Knowledge of intrusion detection methodologies and techniques for detecting host and network-based intrusions

mobile c
malicio

ccurty threats and wuinerabiltes (.9, buffer ite scripting, Procedural Language/Structured
nditior

vert channel replay, eturf-oriente

skills (1)

Skillin using incident handling methodologies.

Abilities (2)

A0010- Abiliy 1o analyze malware.

A0128- Ability 1o apply techniques for detecting host and net

using intrusion detection technologies

Tasks (2)

Roles
« Security Analyst Level /Tier 3 Cyber
Graduates » NICE| Cyber Defense Analyst
(Forensic Computer Analyst, Cyber Security

elation using information gathered from

£:2ZNICE Framework
TIEAEIRHE EREE

cation, and alerting of p

Docnmmandad Qlill Qat

RRAE

am / BARIERA

Task(s)
EFEAIE

Knowledg e

BfFaE

Ability)
[ B A BEY]

EN] / REERER

Y o
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National Institute of
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Clear all

™ Training 'Ransomware - 399962' Started

" Scenario Ransomware Started

Attack flow Execution

Setting Up Network

Attack flow Execution

Internal IP Has Been Set to - 199.203.100.77

o

Attack flow Execution
Sending Infected E-mail to User082@services.dom fro...

o

Attack flow Execution

Sending Infected E-mail to User067@services.dom fro...
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Ransomware Log4) Phishing investigation Splunk Log Analysis Dragonfly SOC Analyst Course SSRF Attack

Web defacement TrickBot Azure Attacks Secure Development Course Data Exfiltration
Supply Chain  Threat Hunting
Attack with Crowdstrike Threat Intelligence Course Coin Mining Attack SSRF Simulation  Network Forensics SQL Injection

AWS Attacks Keylogger DNS Hijacking CompTIA SEC+ Course Kubernetes PowerShell investigation Pentesting
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Spotlight
FREME

* Introduction to Splunk Enterprise Security
« Basic Searching in Splunk

* Splunk - Rules and Alerts

« Splunk - Advanced Searching

* Splunk - Reporting and Dashboards

*  Windows Users and Groups

*  Windows CMD Network Commands

* DLLs in Windows

*  Windows Filesystem

*  Windows Event Log

* Introduction to Linux

* Linux Basic Commands
* Linux File System

* Linux Log Files

* Introduction to SIEM

* False Positives in SIEM
« Secure Shell Protocol (SSH)

* Cisco ASAv Firewall - Overview
* Introduction to Firewalls

THEARRZ

« Common Attack Types - Introduction to Password Cracking

B3 B LABR 4R R T2

Lab

Exercise

EREE

Windows Event Log & Sysmon

Splunk - Investigating Security Events
Splunk - Web Traffic Analysis

Working with Linux Commands

Getting to know the Linux Log Files

Cisco ASAv Firewall - Build Access Rules
Cisco ASAv Firewall - Modify Access Rules
Cisco ASAv Firewall - Device Setup and
Management

Basics of Brute Force

BiRE

SR HEG

Ex. Log4j via Ransomware

Windows
Mcafee
kiwi
paloalto
splunk
Zenoss
cortex

Apache

Log Analysis
SIEM

SSH

Firewall
brute-force

iz AR -

Vo
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Ei5 &5 - Log4j via Ransomware - Team1 S
Team-1 STAYHGMA : 1h 45m

2@ Windows10

fFisense

splunk>

@ amazonsas

B amazon s3

4D amazon cloudTrail

(% BIG-IP ASM
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Ei5 &5 - Log4j via Ransomware - Team2 S

2@ Windows10

fFisense

splunk>

Team-1 B IFE : 1h:45m
Team-2 SSREISRE : Oh:55m

@ amazonsas

B amazon 53
e =8 - | 4D amazon cloudTrail
" = = = | N
E (%) BIG-IP ASM
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Financial Cup October 2023
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Hyper-realistic tournament for cybersecurity defenders - back by

Vo

Mcyberbit

INTERNATIONAL CYBER LEAGUE

Certificate of Achievement
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INFORMATION SECURITY SERVICE DIGITAL UNITED INC.
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International Cyber League (ICL) Financial Cup

I, ICL Financial Cup 2023

eeeeeeeeeeeee

Information Security Service Digital United SEFET 29



THANK YOU
o G S

www.issdu.com.tw

lﬂl>1
gy

S &




