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Yenting Lee

Sr. Threat Researcher, PSIRT and Threat Research at TXOne Networks

* |ICS/SCADA, |oT, Penetration Testing, Threat Hunting, and Image Processing ?
* Cyber Offensive and Defensive Exercise

* Spoke at FIRST, ICS Cyber Security Conference USA/APAC, SECCON, CYBERSEC Taiwan, i '
PPAM India, InfoSec Taiwan, C-ISAC Taiwan, etc. ;

* Lecturer at India government, Taiwan government, and Universities

e Several CVEs and White Papers on the topic of ICS
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ICS ADVISORY

3S CODESYS Runtime Toolkit Null Pointer
Dereference Vulnerability

Last Revised: August 27,2018 Alert Code: ICSA-15-288-01

Berghof Automation GmbH

OVERVIEW

Sl 4
Christ Electronic Systems G!u ‘.
Nicholas Miles of Tenable Network Security has identified a NULL pointer dereference vulnerability in 35-Smart »

CMZ Sistemi Eletiiopisi TN

Software Solutions GmbH’s CODESYS Runtime Toolkit. 35 has produced a new version to mitigate this vulnerability.

. - ; CODESYS GmbH
This vulnerability could be exploited remotely.

CrossControl

AFFECTED PRODUCTS s
The following CODESYS software versions are affected: R Delta Electronits, e

Eaton
B CODESYS Runtime Toolkit, versions prior to Version 2.4.7.48.

elrest

\MPACT CODESYS o .

® rorond
Successful exploitation of this vulnerability may allow a remote attacker to crash the Runtime Toolkit, resultingin a j:'fuﬁ%u oo
TmlAn

Exor Internationa

denial of service condition. Festo SE & Co. KG




MITRE ATT&CK for ICS

Initial Access Execution Persistence Privilege Evasion Discovery Lateral Collection Command Inhibit Response Impair Impact
Escalation Movement and Control Function Process
Control
12 technigues 10 technigues 6 technigues 2 techniques 7 techniques 5 technigues 7 technigues 11 technigues 3 technigues 14 technigues 5 technigues 12 technigues
Drive-by Autorun Image Hardcoded Exploitation for  Change Metwork Default Adversary-in- Commonly Activate Firmware Brute Force 1/0 Damage to
Compromise Credentials Privilege Operating Mode Connection Credentials the-Middle Used Port Update Mode Property
Change Escalation Enumeration Modify
Exploit Public- Operating Mode = Modify Program Exploitation for Exploitation of | |Automated Connection Alarm Suppression Parameter Denial of
Facing Hooking Evasion Metwork Remote Collection Proxy Control
Application Command-Line = Maodule Sniffing Services Block Command Module
Interface Firmware Indicator Data from Standard Message Firmware Denial of View
Exploitation of Removal on Host | Remote System  Hardcoded Information Application
Remote Services = Execution Project File Discovery Credentials Repositories Layer Protocol | Block Reporting Spoof Reporti Loss of
through API Infection Masquerading Message Message Availability
External Remote Remote System | Lateral Tool Data from Local
Services Graphical User System Rootkit Infarmation Transfer System Block Serial COM Unauthgfrized Loss of Control
Interface Firmware Discovery Commijgnd
Internet Spoof Reporting Program Detect Change Credential Mess Loss of
Accessible Hooking Valid Accounts Message Wireless Download Operating Mode Productivity and
Device Sniffing Data Destruction Revenue
Modify System Binary Remote LU0 Image
Remote Services = Controller Proxy Execution Services ==P| Denial of Service Loss of
Tasking Menitor Process Protection
Replication ”’ valid Accounts  State I Device
Through Mative API Restart/Shutdown Loss of Safety
Removable Point & Tag U
Media Scripting Identification Manipulate I/0 Image Loss of View

Rogue Master

Spearphishing
Attachment

Supply Chain
Compromise

Transient Cyber
Asset

Wireless
Compromise

User Execution
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Program Upload
Screen Capture
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Settings
Rootkit
Service S‘top
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-- from CISA’s Cyber Threats and Advisories

https://www.cisa.gov/sbom
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Control System Network Ao | EXKGEREASGE) ~ 18 ~ I

T 8~ 20608 - ILiEH - B8

Main Controller $7-1500, mounting rail 160 mm (6.3") ﬁ H&ﬁ
Main Controller CPU 1515-2 PN, 500KB Prog., 3MB Data e —

Main Controller SIMATIC S7 Memory Card, 24 MB

RIO Stations Stand.sectional Rail 35mm, Length 483mm

RIO Stations ET 200SP, IM155-6PN/2 HF ]:9\-! %IJ %g }E E =l 1% 2 = [
RIO Stations ET 200SP, DI 16x 28V DC ST, PU 1 T 2 AX \n 1|:| 1 |]
RIO Stations ET 200SP, DQ 16X24VDC/0,5A BA, PU 1

RIO Stations ET 200SP, Busadapter BA 2xRJ45 - A/

RIO Stations BaseUnit Type A0, BU15-P16+A0+2D -

| Dese
RIO Stations BaseUnit Type AO, BU15-P16+A0+2B =
RIO Stations SIMATIC HMI TPS00 Comfort

o 2 =
o — Ay N
RIO Stations SCALANCE XB208 3
RFID System RF340R :::
RFID System Connecting Cable Reader to RF188C 2m W b4 1 E et
RFID System Connecting Cable Reader to RF188C 5m ;

m
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https://www.scribd.com/document/516884703/PLC-BOM



= txOne

networks

https://www.chinatimes.com/realtimenews/20201216003832-260405?chdtv



B12 Mo 300, 000/ 300000 Cr AT LA T - | L0 4 g e

fidsincioot
Bacementhoeer Satabuc nr AN Tie
AFCAIE. SFOOMe 4 -COCUMINT

P Cosalien TR e
Sy
.

Rage”iLobena: Eing-d, Ar. 88
frosviret ioe; B
- W
N

Ty
ar-laner A Litemaie

) A L

L2, bopes Laver WTTH
o8 L

PR COR LB L 0
AR LCemblonmer Ly

» 1.9 ar lace
WNe. SAse Thoy ware Limed e s O

20 e o nee 0

hageComyrightTeens stewtsfoppragrs (0] 1998

Rigrlamiarys slanleTht ‘Tite' Chmmind s aniibee pragran, Ve &

file In

2t
Lroare
FilaType
v

31 BOA IO LI ST RIS D S B TE RIS
L1, - 1ate

(LN}
Soun 1icen

Acditgr Scwmer.  BMouslny

Cogwrighn

File formats: .xlIs, .spdx,
.rdf, .json, .yml, .xmi

IRABRVIRE

SNEIEE (NTIA

181 - 3RAB sBOM &=/ N TR

SWID

(N T e s

YIWnBren  10a, ergd
Ty e
PRTeH
e, VIS aaTen ciom
L taple- L. G 1p-0.0-20. FC 20, 46 e

eareleers it
P ) el
(Ll U LY
ATELRLAL. o
ARTeM e -1 8,
"0 20

bl vl LS. Loyl
Ale LOARERITT 1021714

TR e et ekl warak L.
TEI s Tew MR IR LA eI

—an e r -
VA g e, 300, G T o g D e TR s M B

41 wnrrad Lant
PerhARS L Lina 0

. L

o T by

PXT A g ] M AR ek 61 0T 1 T B .
el o getn (iery ioe 1* arese M ANt qemmpeped Hle e

o 3o pachaging wtility compesiut
N 15cH1Neat, Lncalsomuin' mibidcut e T

LR e
of (Lo sLawd

CAR) XNt e
£ile

ol Vet PSS

Lt Al ra it hete N e

EITARIN T I el i

PIETH IO Ll B OM

THE LA AR
= R L

A 1N AN TMILIMEN

CycloneDX

File formats: .xml

File formats: .json, .xml

)

txOne

networks



Yy

ol <

=N

)

=&

K58
58 1%

-E = —
SBOM &/I\HRX T =
CycloneDX SWID
TE&E 2 Creator metadata/authors/author <Entity>
tagCreator, @name
iS¥a Created metadata/timestamp <Meta>
HERE PackageSuppl Suppl <
PRREm =8 ageSUppiier UPpHer softwareCreator, @name
= PackageName Name <softwareldnentity>
@name
ToF R 2 PackageVersion version <softV\{areIdnentlty>
@version
<Payload>
Hash PackageCheck hash
as ackageChecksum as @hash
R SPDXID bom-ref <softwareldnentity>
- @tagID
(T EARER Relationship dependency <Link>
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TXOne Networks | Keep the Operation Running

<component type="library" bom-ref="pkg:maven/org.bingo/buffer@. 2">

<publisher>Bingo</publisher>
<grouprorg.bingo</group>

<name>Buffer</name> 775142%?%1—.['
<yersion>2,2</version>

Buffer <hashes>

Vv.2.2 <hash alg="SHA-1">84568c2faabad3adi%B0685beafld7202d26831d</hash>
</hashes>

<cpercpe:?.3:arbingo:buffer:2 . 2:*1*r**1* = */ope>
<purl>pkg:mavenforg.bingo/buffer@?.2</purl>

A LF.II.II.'L'J.H:' L&~

<dependencies> ‘ﬁ?%ﬁ%ﬁﬁ%

<dependency ref="phkg:maven/org.bob/browser@2.1":>»
<dependency ref="pkg:maven/org.carol/CompressionEng@i.1" />
< /dependency>
<dependency ref="pkg:maven/org.bingo/buffer@2. 2" />
</dependencies>

Browser — Engine
v.2.1 v.3.1
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Runtime SBOM
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https://www.cisa.gov/sites/default/files/2023-04/sbom-types-document-508c.pdf
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https://vrjam.devpost.com/submissions/36635-maker-from-below
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https://www.ntia.doc.gov/files/ntia/publications/framing_2021-04-29 002.pdf
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CODESYS COMMUNICATIONS

CODESYS Group + News & Events - News - Log4j not used in CODESYS Home >

14.12.2021

LOG4J NOT USED IN CODESYS
Zyxel security advisory for Apache Log4j RCE

vulnerabilities

CVEs: CVE-2021-44228, CVE-2021-45046, CVE-2021-4104, CVE-2021-45105

Summary

Zyxel is aware of remote code execution (RCE) vulnerabilities in Apache Log4j and
confirms that among all its product lines, ONLY NetAtlas Element Management
System (EMS) is affected. Users are advised to install the applicable updates for

optimal protection.
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https://www.codesys.com/news-events/news/article/log4j-not-used-in-codesys.html
https://www.zyxel.com/service-provider/na/en/zyxel-security-advisory-apache-log4j-rce-vulnerabilities
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CISA SBOM-A-RAMA

JUNE 14, 2023
9 AM - 3 PM PACIFIC TIME

AGENDA JUNE 14, 2023
WELECOME (9:00 AM < 9: 10 AN PT) o v i i s s v i s s S i iasoniavs s Allan Friedman (CISA)
Eric Goldstein, Executive Assistant Director for Cybersecurity (CISA)
Dr. Nenad Medvidovi¢, Chair, Department of Computer Science (USC)
INTERNATIONAL PARTNER
EU Commission SBOM Work (9:10 AM — 9:20 AM ) ...ttt e e e Benjamin Boegel

SECTOR SPECIFIC SBOM WORK

EFIRance (- 20 ANE D30 AN oudomsmmmsmmmmmsns i s s s s s S B A B R B A R S B A Jonathan Mcadows
Healthcare (9:30 AM — 9140 A ) Lottt e e e e e e e e e e e e e e e e enn Jim Jacobson & Jennings Aske

AUTOMOTIVE (D140 AM — 0150 A ) ittt e e e e et e e e e e e e e e e e e e e e e et e e e e e e e et e e e e aa Charlie Hart
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https://www.cisa.gov/sites/default/files/2023-09/Healthcare_508c.pdf
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SBOM Vulnerability Scanner Tool

DaggerBoard is a vulnerability scanning tool that ingests Software Bill of Material (SBOM) files (CycloneDX,SPDX) and
outputs results in a human-readable format. This tool evaluates software dependencies outlined within the SBOM file
for package vulnerabilities. Similar to how the DaggerBoard keeps a ship afloat, the Daggerboard application assists
with keeping your crganization afloat by analyzing and maintaining risk levels.

https://www.cisa.gov/sites/default/files/2023-09/Healthcare_508c.pdf
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https://www.cisa.gov/sites/default/files/2024-03/BSI%20F
https://www.european-cyber-resilience-act.com/

-
=
12 March 2024 - the European Parliament approved the Cyber Resilience Act.

The Cyber Resilience Act was approved with 517 votes in favour, 12 against and 78 abstentions.

Text adopted: "European Parliament legislative resolution of 12 March 2024 on the proposal for a regulation of the European Parliament and of
the Council on horizontal cybersecurity requirements for products with digital elements and amending Regulation (EU) 2019/1020
(COM(2022)0454 — C9-0308/2022 — 2022/0272(COD))".

https://www.europarl.europa.eu/doceo/document/TA-9-2024-0130_EN.htm|

Next step: It must be formally adopted by the Council.
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e SWID: http://tiny.cc/SWID

e SPDX: http://tiny.cc/SPDX

* CycloneDX: http://tiny.cc/CycloneDX

e https://www.nics.nat.gov.tw/core_business/digital_resilience/SBOM _Res
ources/
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-- RSA Conference 2023, The Opposite of Transparency

https://www.rsaconference.com/library/Presentation/USA/2023/The%200ppo
site%200f%20Transparency
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Keep the operation running!
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