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Table of Contents &5E
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IG tsti@tmht
Patient ID (number)
Patient date of birth (date) Observation Publisher o T
Patient name (name) e ObservationType [1..1]: Code
Patient address (address) }; fypeld, 1D ObservationeTime [0..1]: DateTime *
GP name (name) = Otker” | Value [0.1]: ANY
GP ID (number) /
GB secondary ID (number) . 1.1GP 0.1 Perf
Blood type(string) £ Coatct ez e
Blood pressure (string) B )
[sn P - LE]
venoa [1..1): imeinterval 0.1 Referrer "“:""‘:’f;:.‘:‘i:ﬂ"l:;e]-mld. ] ©
Address [0..*]: Address zlj E
0.1 Performer IG it
Procedure
ProcedureType [1..1]: Code
ProcedureTime [0..1]: DateTime CovidDiagnosis
Condition 2 SIMPLIFIER.NET A
AEFER
code = $icd#Ue7.1 N:[ERW R =23
== EF =
severity CovidSeverityVs Search Q Iﬂu nit;—inﬁnz
subject Reference(Patient)
subject 1.1 Sushi (complier) =
PROJECT
$icd J: TSTltestProject
A TSTitestProject
|TJ‘

(.fsh file)

Simplifier
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Firely

e Firely Server (.Net)
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storage
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Google Cloud Healthcare API
* FHIR Server
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Conceptual Architecture Diagram
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1. FHIR RESTAPI
2. FHIR Storage (R4

Relational)

3. Package Registry
Endpoint

4. Web Admin
Console

5. FHIRWeb Console

6. JSON Admin API

7- Subscriptions
Matcher (All FHIR

Versions)

8. Local Inbound
Security

9. SMART Outbound
Security

10. Audit Service
11. Transaction Logs
12. Cluster Manager
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@%HQ EXE,‘I}E/\vﬁ
B ERER:

mEEARER

iR AFHIR Resource& {HS:

Gender code: male,
female, other

M BN Esex? Patient

gender?

male - ME£1? IS 4R AR BE AL
RELS

F'ﬂ
Efﬁmﬂi? |_, n/ . Loinc Code
bR Observation
RRHLHS
b=l

*AA"% *

RER(MA& ~ FRR...)
WmE(ME - £58..)

DiagnosticReport

ICD-9
ICD-10 2014
ICD-10 2020

=2 Er ICD9? ICD10?

Procedure

NS Cowiion
I Procedure_

Filg - B2
BB I RAS? (2 IRAG?

ATC code

BB ._
Medication

RxNorm

P5T PR 28 A N5 ?

1RHE? ATC? RxNorm?

}Eﬁn

MedicationRequest FRZERICALHE

" .. (100+ Resources)

config:
job" [{
"seq": 1,
"enabled": true,
"desc": "bodyTemperature(82)&)", =R
"soruce": {
"prework™: {"info": ", },
"sql": null,
"sqlFilePath™:

"src/main/..._Observation/0508/bodyTemp.sgl”,

"sqgl_select_top_rows": 1,
"ID_value_custom_":
[1001,1101,1102,3001,1601
1
"mongoDB": {
"database": "fhir_test0508 1",
"collection™:
"ObservationBtemp"
1
{
"seq": 2,
"enabled": true,
"desc": "Weight(32&)",
"soruce""prework": {
"info™: ",
"required_column_like": ]
2
"sql": null,
"sqlFilePath™:
"src/main/r...7_Observation/0508/W.sql",
"sql_select_top_rows": 1,

Lotl =N 4 k=]

SQL

RRESH

SQL




= HIS- FHIRHERA B Ih T -t Polly » BMEDK | ~

Eroﬁle: Patient
SQL: specr +

FHIR Mapping Tools

BT Y
BHEENE AT
BITIER
RO E BER A e
nid_id nid_code nid_trn nid_name nid_rec nid_text newtime
1 525]00 . @ee@@! 12344 A123456789 12344 Al234567R9 NULL
2 5100 @e@e@@ Al23456780 TEST TEST NULL
3 5100 00000 FC02459483 &4t 0000 00 . HEE 0000 00 .. NULL
4 5100 00001 BAODI7S205 F9RE T FE 5100 10005100 01201  0880701001010424 (38.. T¥EET FF 5100 10005100 01201 OR.. NULL
5 5100 00002 BAOD244708  fHEXX 0210 11790210 0500 0770801201040101  0650... HEHEXX 0210 11790210 0500 0770... NULL
6 5100 00003 Fi2484946]1 HIGABERAXD 0210 00080210 0500 0900101001011026P09 06...  HIZABEEIXD 0210 00080210 0500 (¥.. NULL
7 5100 00004 (G123455564 EEEE OBI8 000 6200 0500 0790601Y11031114  056... EEE 0818 000 6200 0500 07906... NULL
8 5100 00005 T222093857  {REL- 23 Z90 0210 0500 0940401001030101  04711... {HEE--23 Z90 0210 0s00 (9404... NULL
SR AR
Show 10 ~ entries Search:
FHIRER A8 FHIRE A A AR FHIREAIEREA HRERAL HERGTEE
1 i integer pat_info v pat_info v EREHIE se4m
2 BOET string NABEARE.. pat_info v pat_info v BEHE seam
3 SRS string MNAEIMHEE. .. pat_info v pat_info v B seam
4 B string NAEIMHEE. . pat_info v pat_info v ErEEE seam
L RS string pat_info pat_info v EniEsipE 2eam
6 AEE string pat_info v pat_info v FREEHFE =]
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FHIR Security

ADHL7 FHIR e

Home

Getting Started

Documentation

HL7

International

Q

Data Types Resource Types Terminologies Artifacts v Implementation Guides

@ Security and Privacy Security

This page is part of the FHIR Specification (v5.0.0: R5 - STU). This is the current published version. For a full list of available versions, see the Directory of published versions (4.

Page versions: R5 R4B R4 R3 R2

J FHIR Security

Security 4 Work Group

Maturity Level: 4 Standards Status: Trial Use

ast Healthcare Interoperability Resources (FHIR) is not a security protocol, nor does it define any security related functionality. However, FHIR does define exchange protocols and
lontent models that need to be used with various security protocols defined elsewhere. This section gathers all information about security in one section. A summary:

O 0w N O Wn

10.
11.

12.
135

. Authorization/Access Control - FH

. Audit - FHIR defines provenance
. Digital Signatures - FHIR include:
. Attachments - FHIR allows for bif
. Labels - FHIR allows for set of se

. Data Management Policies - F|

. Time Keeping - all clocks should be synchronized using NTP/SNTP, and the design of the system should be r
. Communications Security - all exchange of production data should be secured using TLS (e.g.

. Authentication - Users/Clients must be authenticated. For web-centric, OAuth i

appropriate.

a system clock with the wrong value

ART App Launch £ Implementation Guide where

access control management, but

some combinations of context an
met.

Narrative - Care must be taken wW

Input Validation - Validate all inp
Testing ensures that the input is

Fast Healthcare Interoperability Resources (FHIR) is not a security protocol,
nor does it define any security related functionality. However, FHIR does
define exchange protocols and content models that need to be used

with various security protocols defined elsewhere. This section gathers all
information about security in one section

When using OAuth - Consider the

TOT 14

To—TrorTer

TP O T VOO eroTT

draft Best-Current-Practice for OAuth

TTOT o Ty STy TS T SUCTT O TUEETTY VO TR T 7O Ty

Security / Privacy Event Reporting - Consider legal obligations and ethical obligations to provide a means for Security and/or Privacy Event Reporting such as security

vulnerability, or breach.

https://www.hl7.org/fhir/security.html

tsti OEBUBNEESEBY
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Security Problem Space

https://www.devdays.com/wp-content/uploads/2021/12/DD-2017-P-Security-overview-and-Security-Labels-Grahame-Grieve-2017-11-16-1.pdf

£ HL7 FHIR DevDays 2017

Security Problem Space

e Basic Web Security
e Authentication / Authorization / Access Control

* Digital Signatures

 Audit Trail / Provenance tracking
e Security Labels

* An insecure system is an unsafe system

23 tsti CEBNBRBESFEBH
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SMART on FHIR

24

EREBEEBEN A EEFE RN (SMARTon FHIR) EEEREEXE  EREA OB BEE
CERBAMNEENIELEME - B3 OAuth2 1 OpenlD Connect - £ FHIR 7T E L RIFEL EHR 24t

iR R EE -

HWEE - FFHSMARTonFHIR 2/ MEH=-EAEEEE

- EREINEBEMITAREUS FHIR Bl ERY RS 1R 1R -

* fEF SMART on FHIR ZEX FHIR FIERE BZERNEEFAEHBBNER - MAZFNERERHBEE
2015 F SMART BR R E - IF—AHBRWERFIEREERED -

- fERZEBE

APP 4

4 +‘ o »

Database 2 Database 3 Database 4

aV’

rietary
1| Models

Datahase 1

A5|s ‘

SMART - Sustainable Medical Applications, Reusable Technologies

_\__.

D e

Custom
Integration

EHR
Integration
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l A SMART Evolution

2009

for the Health

introduces the API

NEJM: No Small Change

Information Economy -

White Paper: "...

Fostering Development

of an “iPhone-like”
Platform..."

with government,
vendors, academia

iTDotHealth meeting

2011

SMART Apps Contest on
Challenge.gov, promoted
by White House. First
health-related apps
challenge

SMART Sandbox
launched

2013

Release of SMART on

FHIR Genomics

SMART team joins
FHIR development

2015

2015 EHR certification
and meaningful use 3 final
rules require patient
access via API

Launch of SMART App
Gallery

Launch of SMART CDS
Hooks, a decision support
specification

= 2007

Allscripts and EPIC
launch SMART on FHIR
developers sandboxes

Project Argonaut
commits to CDS-Hooks
Implementation

SMART Team, ONC &
HL7 launch the SMART
FLAT FHIR bulk data
project

Carin Alliance focuses
on implementing

2019

CMS commits to SMART
Bulk Data specs

Microsoft launches
SMART on FHIR APl in its
Azure product

Final rule from ONC
specifies SMART as the
universal apps API to
implement 21st Century
Cures

3 Cloud vendors at White
House commit to SMART
and FHIR open APIs

Veterans accessing health
records using Apple's
SMART on FHIR Health
App

2021

Information blocking rules
take effect

Epic launches initial
version of SMART/HL7
Bulk FHIR Access API

SMART Health Cards
established as a verified
credential standard

VCl initiative establishes
SMART Health Cards as
an industry standard for
vaccine credentials

The Commons Project
releases the SMART
Health Card verifier.

— 2023

Support for full export of
Electronic Health
Information

effort

£2) ™ NEW ENGLAND
= JOURNAL 4 MEDICINE
No S=l hange o the Heakh Information Ecsnomy

Substitutability

Unmodified 309 runring

i g | e Il Health Records

B Microsoft

Google

M Records

R\
FAY

2014

= 2016

CMS pilots SMART bulk
data FLAT FHIR export

SMART on FHIR
published as an HL7
standard

$15M SHARP grant to the BP Centiles: First SMART Release of SMART on Precision Medicine Apple adds SMART SMART Markers Support for SMART on
SMART Team App in production at FHIR specification Initiative Sync for Science support to its Health Framework for Patient FHIR and Bulk FtHIR
Boston Children's Hospital SMART API App for patient access Generated Data API ired in all
Draft SMART API released oRlan ENer S osRla Launch of SMART e PR P
. ) ) to medical data certified HIT
(RDF data models) Advisory Committee with 21st Century Cures Act
o diverse stakeholders makes APIs a requirement CMS launches Blue
Cardiac Risk app becomes 2 O 1 2 committed to SMART on for certified HIT, CMS ) gution 2.0 using SMART
first SMART app . .
FHIR ecosystem incorporating language for APl access to
ART Medicare claims
JASON Task Force report froai the S tesm ! :
recommends a public API Cerner launches SMART Dept of Veterans Affairs 2 02 O
for healthcare on FHIR Developers to incorporate SMART
" Sandbox on FHIR support into
Argonaut project launched {
S > next-generation EHR
to implant SMART in EHRs
platform

SMART® — 2018

Copyright © Boston Children’s Hospital 2022
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Top-level steps for SMART App Launch

ap| [ EHR with Authorization server | [ FHIR Server This implementation guide describes a set of foundational
patterns based on OAuth 2.0 for client applications to authorize,
authenticate, and integrate with FHIR-based data systems.

1
1
opt ) [Precondition: Clienl: Registration] I

: (may be out of band)
L

alt /  [EHR Launch]

1 EHR user
: launches app

1. Register App with EHR (one-time step, can be out-of-band)

: i Before a SMART app can run againstan EHR, the app must be registered with that

Launch request

_______ S o e EHR’s authorization service. SMART does not specify a standards-based registration
[Starjdalone Launch] . . .
! App user process, but we encourage EHR implementers to consider the OAuth 2.0 Dynamic

' connects to EHR Client Registration Protocol for an out-of-the-box solution.

2. Launch App: Standalone Launch or EHR Launch
3. Retrieve .well-known/smart-configuration

| SMART defines a discovery document available at .well-known/smart-configuration
i relative to a FHIR Server Base URL, allowing clients to learn the authorization endpoint
opt ) . : URLs and features a server supports.

:( Discovery response !

1
! Authorization request

T
1
1
1
1
I
1
1 1
! Discovery request !
1
1
+
1
1
|
1

! into autnansstion desision. 4. Obtain authorization code

:_ into authorization decision

5. Obtain access token
5.1 Access FHIR API
5.2 Access Denied

alt / [Granted]

]
9 1 Authorization granted
,< ..................................... I

Y

6. Refresh access token

[Denjed]

1 . .
1 _ Authorization error

|
|
I
|
1
|
|
|
|
|
|
t
|
|
|
|
T

https://hl7.org/fhir/smart-app-launch/index.html
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SMART App Gallery

=,\V‘1= SMART® App Ga”ery Add New Listing  Your Listings Search n
A
I Featured Apps Featured Apps Sort: Name (A-Z) ~
All Apps

» APPLICATION TYPE
A —— ASCVD Risk Calculator

Cerner Corporation

Care Coordination w
Clinical Research . = The ASCVD Risk Calculator is a tool that estimates a 10-year and/or lifetime cardiovascular

Data Visualization risk score and how to potentially reduce risk.

Disease Management
Genomics 0OS: Web Specialties: Cardiology Designed for: Patients & Clinicians

Medication

Patient Engagement

Population Health Bilirubin Chart
Risk Calculati .
SO Intermountain Healthcare
FHIR Tools
Demonstration app designed to help clinicians treat newborn hyperbilirubinemia appropriately.

COVID-19
Telehealth
AMIA Symposium 2022

0S: Web Specialties: Pediatrics Designed for: Clinicians
» OS SUPPORT

» FHIR SUPPORT

»;  https://apps.smarthealthit.org/apps/featured tsti CEMUBRBEAEBE
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EI¥rFEF - Argonaut Project

The Argonaut Project is an implementation community comprising leading
technology vendors and provider organizations to accelerate the use of FHIR

and OAuth in health care information exchange https: //glthub com/argonautproject

* SMART on FHIR support * Clinical Notes 7V' g (éA FHIR

 Data Query and Document Query * SMART Web Messaging SMART

* Provider Directory * Clinical Data Subscriptions

* Scheduling * US Core Argonaut R4 - USCDI / A HL7 FHIR

* CDS Hooks support * SMART on FHIR Granular Controls el O R

* Bulk Data * Patient List

* Questionnaire and Questionnaire * FHIR Write The Centers for Medicare & Medicaid Services (CMS)
Response defines CDS as "health IT functionality that provides

persons involved in care processes with general and
person-specific information, intelligently filtered and
organized, at appropriate times, to enhance health
and health care.
https://ecqgi.healthit.gov/cds?qt-tabs_cds=0

tsti OCEBUBRBEAEBH

* Clinical Provenance
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