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Security In Al

Data protection and privacy preserving in Al applications
— Federated learning: Sharing model without sharing data
— PETS: Privacy Enhancement Technologies

How to secure Al systems, Al services and Al products

— Adversarial attacks and learning
Deep fake and digital forensics
Need to explore the security risks of generative Al



Adversarial Attack

- qq.‘-— “ .:;:1:1.:\?' - %
\l’,‘-l.‘_-: QT 277y
N S a2

-

+.007 x =
. T+
esign(VmJ(H, &£, U))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence

Quote from : EXPLAINING AND HARNESSING ADVERSARIAL EXAMPLES



Al Systems Might be Vulnerable

Perturbation

Model
Prediction




Deepfake Video

You can let Obama say what you want he say

Quote from : https://www.youtube.com/watch?v=cQ54GDm1elL0O



House Speaker Pelosi's Visit to Taiwan:
Not only Cls are the Target of Attacks
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Big Challenge Iin Disinformation: Generative Al

* In 2019, Open Al claims that GPT-2, may be too dangerous to release
 MIT technology review test the GPT-2:

“Russia has declared war on the United States after Donald Trump accidentally
fired a missile in the air.”

Russia said it had “identified the missile’s trajectory and will take necessary
measures to ensure the security of the Russian population and the country’s
strategic nuclear forces.” The White House said it was “extremely concerned by
the Russian violation” of a treaty banning intermediate-range ballistic missiles.
The US and Russia have had an uneasy relationship since 2014, when Moscow
annexed Ukraine’s Crimea region and backed separatists in eastern Ukraine.



Sam Altman’s Interview on abc News

https://youtu.be/540vzMIf-54

, BC R
b

( '\ » L

il

s NEWS I EXCLUS|VE b T

INSIDE CHATGPT TECHNOLOGY  °*°

ONE-ON-ONE WITH CEQ ON THE POTENTIAL AND PITFALLS OF A rwor. e

iei..@




FA)OWASP.  OWASP Top 10 for LLM v1.0

L Lot J
Prompt Injection

This manipulates a large language
model (LLM) through crafty inputs,
causing unintended actions by the LLM
Direct Injections overwrite system
prompts, while Indirect ones manipulate
Inputs from external sources,

Sensitive Information
Disclosure

LLM's may inadvertently reveal
confidential data in Its responses,
leading 10 unauthorized data access,
privacy violations, and security
breaches, Implement data sanitization
and strict user policies to mitigate this,

OWASP Top 10 for LLM

Insecure Output
Handling

This vulnerability occurs when an LLM
output is accepted without scrutiny,
exposing backend systems, Misuse
may lead to severe consequences like
XSS, CSRF, SSRF, privilege escalation, or
remote code execution

Insecure Plugin
Design

LLM plugins can have insecure inputs
and insufficlent access control due to
lack of application control. Attackers
can exploit these vulnerabilities,
resulting in severe consequences like
remote code execution

LiLMO3

Training Data
Poisoning

Training data polsoning refers to
manipulating the data or fine-tuning
process to introduce vulnerabilities,
backdoors or biases that could
compromise the model's security,
effectiveness or ethical behavior

[ Limos J
Excessive Agency

LLM-based systems may undertake
actions leading to unintended
consequences, The issue arises from
excessive functionality, permissions, or
autonomy granted to the LLM-based
systems,

Model Denial of
Service

Attackers cause resource-heavy
operations on LLMs, leading to service
degradation or high costs. The
vulnerability is magnified due to the
resource-intensive nature of LLMs and
unpredictability of user inputs.

[ Lumos )
Overreliance

Systems or people overly depending on
LLMs without oversight may face
misinformation, miscommunication,
legal issues, and security vulnerabilities
due to incorrect or inappropriste content
generated by LLMs

Supply Chain
Vulnerabilities

LLM application lifecycle can be
compromised by vulnerable
components or services, leading to
security attacks. Using third-party
datasets, pre- trained models, and
pluging add vulnerabllities.

[ Lm0 )
Model Theft

This Involves unauthornzed access,
copying, or exfiltration of proprietary
LLM models. The impact includes
economic losses, compromised
competitive advantage, and potential
access to sensitive information



TAIDE: Trustworthy Al Dialogue Engine

 Why Taiwan has to develop the TAIDE?

We can NOT ask ChatGPT everything

There may be a risk of data bias

A trustworthy generative dialogue engine that conforms to the ethical and
legal norms of Taiwan

We have to take cybersecurity issues into account

We have to protect the business secrete and customer information
Cultivating Taiwanese talent in generative Al and handling large-scale Al
models

Driving the technical capacity of the National Center for High-performance
Computing through service demand

Feed back to OpenAl to reduce bias risk for ChatGPT and increase Taiwan's
international voice in Al
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Trustworthy Al Dialogue Engine sTEHEHRI(2/3)
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Teustworthy Al Dialogue Engine JEHRE SRS (1/1)
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Continual Pretraining B
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Taide-LLaMAZ2-13B-Chat NAR
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