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Threat Researcher

PSIRT and Threat Research

• Spoke at Black Hat, DEFCON, HITB, VXCON, HITCON, R

OOTCON, and CYBERSEC

• Instructor of CCoE Taiwan, Ministry of National Defens

e, Ministry of Education, and etc.

• The author of the popular security book "Windows AP

T Warfare: The Definitive Guide for Malware Researche

rs"

• Spoke at BlackHat USA, FIRST, HITCON, VXCON, and 

ThreatCon

• Instructor of Ministry of National Defense

• Teaching assistant of Cryptography and Information 

Security Course in Taiwan NTHU and CCoE Taiwan 

• Member of CTF team 10sec and ⚔️TSJ⚔️

Threat Researcher
PSIRT and Threat Research

Who Are We?
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Outline

• The Knowledge about Potatoes

• How These Potatoes Work?

• How to Mitigate These Potatoes Attack?
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The Knowledge about Potatoes
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The Knowledge about Potatoes

• RPC

• DCOM

• Access Token

• Service Account
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How RPC works?

https://itm4n.github.io/from-rpcview-to-petitpotam/
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Register RPC Server by Windows APIs 

RPC Server
RPC Client

RpcServerRegisterIf2
• If allow local connection or not
• Security callbacks
• MIDL

RpcServerUseProtseqEp
• RPC connection method

RpcServerRegisterAuthInfo
• Authentication Service Provider

RpcBindingSetAuthInfoEx
• Authentication level
• Authentication Service Provider

RpcServerListen

RpcServerInqBindings

RpcEpRegister
Dynamic Port

Authentication Binding

RpcServerRegisterIf
• If allow local connection or not
• Security callbacks
• MIDL

RpcServerRegisterIf3
• If allow local connection or not
• Security callbacks
• MIDL
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[MS-DCOM]: Distributed Component Object Model (DCOM) Remote Protocol

• Built on top of MS-RPCE, DCOM extends the Component Object Model (COM) over a network 
by providing facilities for creating and activating objects, and for managing object references, 
object lifetimes, and object interface queries.

https://www.ime.usp.br/~reverbel/SOD-97/Textos/dcom_corba/Paper.html
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Abuse DCOM NTLM Authentication with OBJREF

DCOM ServerDCOM Client

CoGetInstanceFromIStorage() will activate the target C
OM server and trigger the serialization of the fake 
OBJREF 

Unmarshal fake OBJREF & Extracts the Object Exporter ID (O
XID)

Implement IStorage IMarshal Interface 
and forge fake OBJREF in IMarshal::MarshalInterface() 

IMarshal::MarshalInterface() write marshalling data to 
IStream object
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• signature (4 bytes): This MUST be set to the 
value 0x574f454d (MEOW).

• flags (4 bytes): This MUST be set to ONE of the 
following values.

OBJREF

signature flags iid

iid u_objref

u_objref
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• std (40 bytes):  This MUST be an STDOBJREF.

• saResAddr (variable):  A DUALSTRINGARRAY
that MUST contain the network and security 
bindings for the object resolver service on the 
server.

OBJREF_STANDARD

signature flags iid

iid std

std

saResAddr
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• flags (4 bytes):  This can be one of the following 
values. Any other value MUST be ignored by 
the client.

• cPublicRefs (4 bytes): The number of public 
references on the server object, which MUST 
be released later.

• oxid (8 bytes):  This MUST be an OXID 
identifying the object exporter that contains 
the object.

• oid (8 bytes):  This MUST be an OID identifying 
the object.

• ipid (16 bytes):  This MUST be an IPID 
identifying a specific interface on the object.

STDOBJREF 

signature flags iid

iid flags cPublicRefs

oxid oid

ipid

saResAddr
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• wNumEntries (2 bytes):  The number of unsigned 
shorts from the first entry in the StringBinding array 
to the end of the buffer.

• wSecurityOffset (2 bytes):  The number of unsigned 
shorts from the first entry in the StringBinding array 
to the first entry in the SecBinding array.

• StringBinding (variable): An array of one or more 
STRINGBINDING structures that SHOULD be ordered 
in decreasing order of preference by the object 
server.

• SecBinding (variable): An array of one or more 
SECURITYBINDING structures that SHOULD be 
ordered in decreasing order of preference by the 
object server.

OBJREF_STANDARD

wNu
mEnt
ries

wSecu
rityOff

set

StringBinding

\x00
\x00

SecBinding

\x00
\x00

DUALSTRINGARRAY
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Abuse DCOM NTLM Authentication with OBJREF

DCOM ServerDCOM Client

CoGetInstanceFromIStorage() will activate the target 
COM server and trigger the serialization of the fake 
OBJREF 

Contacts the OXID resolver service specified by the RPC bind
ing information of the COM server which hosts the object in 
the OBJREF

Establishes a connection to the RPC endpoint to access the 
object's interfaces

Unmarshal fake OBJREF & Extracts the Object Exporter ID (O
XID)

Implement IStorage IMarshal Interface 
and forge fake OBJREF in IMarshal::MarshalInterface() 

IMarshal::MarshalInterface() write marshalling data to 
IStream object

RPC Server (IRemUnknown2)

RPC Server (IObjectExporter)

IObjectExporter::ResolveOxid2() return an arbitrary 
RPC binding string for a fake COM object
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James Forshaw - Social Engineering The Windows Kernel: Finding And 
Exploiting Token Handling Vulnerabilities
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James Forshaw - Social Engineering The Windows Kernel: Finding And 
Exploiting Token Handling Vulnerabilities
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SSPI Function from Lsass

https://learn.microsoft.com/en-us/windows/win32/secauthn/authentication-functions#context-management
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James Forshaw - Social Engineering The Windows Kernel: Finding And 
Exploiting Token Handling Vulnerabilities
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Windows Service

• Windows Service Accounts

• Windows Service must be run with a Service Account User

• Service Account types

• Local System

• Local Service / Network Service Accounts 

• Managed Service & Virtual Accounts

• Windows Service Hardening (WSH)

• Until Windows Server 2003/XP every service was run as SYSTEM

• Compromised service == Compromised machine

• Limited Service Accounts, Reduced Privileges, Write-Restricted Token, …
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Choose The Target

How Attackers Think …

Does the service run by 
privileged service 

account?

Can we coerce the 
service to trigger NTLM 

authentication to 
our client?

Allowed
Impersonation

Failed

Failed

No

No

Yes

Yes

Check Token Impersonation Capability

If Token Level 
< Impersonate

If Process has 
Impersonate Privilege

If Process IL 
< Token IL

If Process User
== Token User

Restrict to 
Identification Level

Capability Check

Elevation Check

Yes

No

No

No

Yes

Yes

Yes

No

No

No
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Potatoes
From a Windows Service Accounts to NT AUTHORITY\SYSTEM



TXOne Networks  |  Keep the Operation Running

A Brief History of Potatoes

Hot Potato

Rotten Potato

JuicyPotato

PrintSpoofer

RoguePotato EfsPotato

Jan, 2016 Sep, 2016 Aug, 2018 May, 2020 Sep, 2021

JuicyPotatoNG

Sep, 2022May, 2020

Ghost Potato

Feb 2023Apr, 2015

Local Potato

Nov, 2019

RemotePotato0

Jul, 2021
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NTLM Relay 101
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• Rogue Potato

• DCOM -> Named Pipe

• External OXID Resolving, Fake Epmapper, 
NamedPipe Path Resolution

• RemotePotato0

• DCOM -> HTTP <-> LDAP

• External OXID Resolving, 
IRemUnknown2::RemRelease, ntlmrelayx

• JuicyPotatoNG

• DCOM -> RPC

• OBJREF Moniker Binding, SSPI Hook

• Local Potato

• DCOM -> RPC <-> SMB

• OBJREF Moniker Binding, SSPI Hook, Swap NTLM 
Context Handle (CVE-2023-21746)

The Techniques Adopted by Potatoes 

• Ghost Potato

• NTLM Challenge Cache Timeout (CVE-2019-
1384), ntlmrelayx

• Hot Potato

• Windows Update Service <-> SMB

• NBNS Spoofing, WPAD Poisoning, NTLM Relay

• Juicy Potato

• DCOM <-> RPC

• NTLM Relay

• Efs Potato

• EFSRPC -> Named Pipe

• NamedPipe Path Resolution, PetitPotam

Impersonate

Impersonate

Impersonate
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Hot Potato

Victim’s Computer

HotPotato.exe

5. NTLM Negotiate
6. Relay NTLM Negotiate

7. NTLM Challenge 8. Relay NTLM Challenge

9. NTLM Auth

SMB
Server

Fake WPAD Proxy Server

Windows 
Update 
Service

1. NBNS spoofer exhaust all 
UDP port to deny DNS query

3. HTTP request

4. Response 401 for NTLM 
authentication

2. Masquerade as WPAD and
Response WPAD host has 
IP address 127.0.0.1

10. NTLM Auth

11. PsExec
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Juicy Potato

Victim’s Computer

JuicyPotato.exe
1. CoGetInstanceFromIStorage 
trigger unmarshaling fake OBJREF 

2. NTLM Negotiate (Type1)
2. Relay NTLM Negotiate (Type1)

2. Relay NTLM Negotiate

3. NTLM Challenge (Type2)

3. Relay NTLM Challenge (Type2)

4. NTLM Auth (Type3)

RPC
Server

(tcp/135)

3. NTLM Challenge

4. Relay NTLM Auth

5. Impersonate

LSASS

AcceptSecurityContext

RPC
Client

Socket
(tcp/any)

DCOM 
Server

COM 
Client
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Efs Potato

Victim’s Computer

3. EfsRpcOpenFileRaw with
\\127.0.0.1/PIPE/fake/\aaaaa 

EfsPotato.exe

NamedPipe
Server 

(\\127.0.0.1\PIPE\fake
\pipe\srvsvc)

\\pipe\\lsass

4. Lsass.exe launch authentication 
with
\\127.0.0.1\PIPE\fake\pipe\srvsvc 

2. RPC Bind \\pipe\\lsass

1. Create fake named pipe server
\\127.0.0.1\PIPE\fake\pipe\srvsvc 

5. ImpersonateNamedPipeClient()
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RoguePotato.exe

Fake RPC Server 
(OXID Resolver)

(tcp/any)

Rogue Potato

Victim’s Computer 1. CoGetInstanceFromIStorage 
trigger unmarshaling fake OBJREF 

DCOM 
Server

Attacker’s Co
mputer

Socat
(tcp/135)

Fake NamedPipe
Server 

(\\localhost\PIPE\fake\pipe
\epmapper)

5. NTLM authenticate with the 
fake Epmapper

2. Send resolve OXID request

3. Forward resolve 
OXID request

6. ImpersonateNamedPipeClient 
in the authentication callback

4. Trigger IObjectExporter::ResolveOxid2() and response 
fake RPC binding string 
localhost/pipe/fake[\pipe\epmapper]

COM 
Client
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RoguePotato.exe

Fake RPC Server 
(OXID Resolver)

(tcp/135)

RemotePotato0

Victim’s Computer 1. CoGetInstanceFromIStorage 
trigger unmarshaling fake OBJREF 

DCOM 
Server

5. NTLM authenticate is triggered 
by 
IRemUnknown2:RemRelease()

2. Send resolve OXID request

4. Trigger IObjectExporter::ResolveOxid2() 
and response fake RPC binding string 
(RPC over TCP) with 
RPC_C_AUTHN_LEVEL_CONNECT

COM 
Client

Fake RPC Server 
(IRemUnknown2)

(tcp/any)

Attacker’s 
Computer

Socat

3. Forward resolve 
OXID request

Socat
(tcp/135)

ntlmrelayx
(tcp/135) 6. Relay NTLM 

authentication 
from RPC to HTTP

7. Relay NTLM 
authentication 
to target server
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Local Potato

Victim’s Computer
LocalPotato.exe

2. CoGetInstanceFromIStorage
trigger unmarshaling fake OBJREF

4. NTLM Negotiate (Type1)3. NTLM Negotiate (Type1)

7. SMB client call 
InitializeSecurityContext()

5. NTLM Challenge (Type2)
9. NTLM Challenge (Type2)

LSASS

COM
Server

(tcp/any)

DCOM 
Server

COM 
Client

SMB
Server

SMB
Client

1. COM server register what RPC 
authentication services to use by 
CoInitializeSecurity() with SPN 
cifs/127.0.0.1

12. Write file with SYSTEM privilege 
10. NTLM Auth (Type3)

11. NTLM Auth (Type3)

6. COM server call 
AcceptSecurityContext()

8. Swap with NTLM challenges



TXOne Networks  |  Keep the Operation Running

How to Mitigate These Potatoes Attack?
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Draft for CYBERSEC 2023 Reviewers Only

For Example: Yara Rule for RemotePotato0

rule SentinelOne_RemotePotato0_privesc {

meta:

author = "SentinelOne"    

description = "Detects RemotePotato0 binary"

reference = "https://www.sentinelone.com/wp-content/uploads/relaying-potatoes-dce-rpc-ntlm-relay-eop"   

strings:    

$import1 = "CoGetInstanceFromIStorage"

$istorage_clsid = "{00000306-0000-0000-c000-000000000046}" nocase wide ascii    

$meow_header = { 4d 45 4f 57 }

$clsid1 = "{11111111-2222-3333-4444-555555555555}" nocase wide ascii

$clsid2 = "{5167B42F-C111-47A1-ACC4-8EABE61B0B54}" nocase wide ascii

condition:       

(uint16(0) == 0x5A4D) and $import1 and $istorage_clsid and $meow_header and 1 of ($clsid*)

}

https://www.sentinelone.com/labs/relaying-potatoes-another-unexpected-privilege-escalation-vulnerability-in-windows-rpc-protocol/
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What does James Forshaw say?

https://www.tiraniddo.dev/2020/01/empirically-assessing-windows-service.html
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Mitigations from Antonio Cocomazzi

1. Change the sid type of the service to “WRITE RESTRICTED”

• sc.exe sidtype SampleService restricted

2. Use virtual service accounts or create your own

• sc.exe config SampleService obj= "NT SERVICE\SampleService“

3. Remove the impersonation privileges by specifying the only required privileges for the service 
(Least-Privilege) 

• sc.exe privs SampleService SeChangeNotifyPrivilege/SeCreateGlobalPrivilege
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Review the Interfaces Security - RpcView
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Review The Security of Interfaces - OleViewDoNet
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Review the Interfaces Security – Token Viewer
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References

• Itm4n

• Website: https://itm4n.github.io/

• Keywords: RpcView, PrintSpoofer, PetimPotam, Efs Potato

• Foxglovesecurity

• Website: https://foxglovesecurity.com/

• Keywords: Hot Potato, Rotten Potato

• Andrea Pierini & Antonio Cocomazzi

• Website: https://decoder.cloud/, https://www.localpotato.com/

• Keywords: Rogue Potato, RemotePotato0, JuicyPotatoNG, Local Potato

• ophe

• Website: https://ohpe.it/

• Keywords: JuicyPotato

• shenaniganslabs

• Website: https://shenaniganslabs.io/

• Keywords: Ghost Potato

• James Forshaw

• Website: https://googleprojectzero.blogspot.com/

• Token Impersonation, SSPI Hook, OXID Resolver, DCOM Relay
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Thanks for your listening!
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