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In a galaxy far, far away …..
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Star Wars 

https://unsplash.com/photos/eCyBV7uz9JA
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Case #1
Return of the Bifrose
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SOC
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伺服器-歐比王

伺服器-尤達

暴力嘗試密碼1

成功登入
Administrator 帳號2

橫向移動
(RDP、PsExec) 3

駭客

供應商 VPN

https://unsplash.com/photos/eCyBV7uz9JA
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一開始我們發現伺服器-歐比王在暴
力嘗試 Admin 和 Administrator 的
密碼

最後駭客成功猜到密碼，用
Administrator 的身分登入伺服器-
尤達
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接下來，駭客開始以伺服器-尤達
為中心對內網做橫向移動，並植入
惡意程式

駭客使用 RDP 以及 PsExec 作為橫
向移動的工具
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駭客使用 Administrator 透過 RDP 登入到伺服器-尤達上，並執行了
ntxn264.exe 執行檔負責植入後門程式 uNPXtssucPrx.dll

ntxn264.exe 會將 uNPXtssucPrx.dll 註冊成一個 autorun 的服務，開機自動執行

我們發現該後門程式為 Bifrose 惡意程式
最早可追溯到 2004 年
其他變種 KIVARS 和 XBOW
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Bifrose

Loader
Load encrypted payload
Mutated RC4 Algorithm
Reflective DLL Loading

Payload
Anti-Detection
Connect to C2 server & 
Send victim information
Command and Control
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VPN
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伺服器-歐比王

伺服器-尤達

暴力嘗試密碼1

成功登入
Administrator 帳號2

橫向移動
(RDP、PsExec) 3

駭客

供應商 VPN

https://unsplash.com/photos/eCyBV7uz9JA
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Indicators of Compromise
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MD5 C2

54EAC99896D279F581EC78EBA6B51C2F spamail[.]sendsmtp[.]com

CA5AF53791851D6B996D8F8EE7B063F4 skyworld[.]gettrials[.]com

EAA945186F6D03295A6650B64141C682 sales[.]vizvaz[.]com

200396F9FD701F26D8B0B6A2C99696AA account-login[.]dnset[.]com

700FBA10CC17B4432B9A7DBC4FEB2A41 exchange[.]justdied[.]com

F74AE1303740D08F9F7A0CEF98E02076 211[.]72[.]113[.]90

33BA121E3327BD79F2C73E87004F1381 211[.]23[.]39[.]236

A17A50F71119987E1281EC0CCB8B62EF 211[.]20[.]101[.]47

09E9960AB0A3CBDA31A03E859305EFF7
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MITRE ATT&CK
Initial Access Execution Persistence Privilege

Escalation
Defense
Evasion Discovery Lateral

Movement

T1078.001
Default Accounts

T1569.002
Service Execution

T1543.003
Windows Service

T1055
Process Injection

T1620
Reflective DLL 
Loading

T1033
System Owner/User 
Discovery

T1021.001
Remote Desktop 
Protocol

T1204
User Execution

T1574.002
DLL Side-Loading

T1078.001
Default Accounts

T1078.001
Default Accounts

T1087.002
Domain Account

T1021.002
SMB/Windows 
Admin Shares

T1078.001
Default Accounts

T1055.001
Dynamic-link Library 
Injection

T1055.001
Dynamic-link Library 
Injection

T1547.001
Registry Run Keys / 
Startup Folder

T1543.003
Windows Service

T1562.004
Disable or Modify 
System Firewall

T1547.001
Registry Run Keys / 
Startup Folder

T1574.002
DLL Side-Loading

T1574.002
DLL Side-Loading

T1070.006
Timestomp
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Case #2
Sensitive Data Leak in Bank
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-BB8 -

1 32

https://unsplash.com/photos/CH6-cfiY2Yo https://unsplash.com/photos/qjvuAC1z91I
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1

-BB8

https://unsplash.com/photos/CH6-cfiY2Yo https://unsplash.com/photos/qjvuAC1z91I
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Misconfiguration

-BB8
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File Upload Vulnerability

1.aspx webshell

1.aspx .NET webshell



CyCraft Proprietary and Confidential Information

1.aspx webshell

28
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2

-

https://unsplash.com/photos/CH6-cfiY2Yo https://unsplash.com/photos/qjvuAC1z91I
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Cobalt Strike -
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Cobalt Strike 

CuiRi Cobalt Strike
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3

https://unsplash.com/photos/CH6-cfiY2Yo https://unsplash.com/photos/qjvuAC1z91I
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log
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Indicators of Compromise

36

MD5 C2

8E994054AD00EA6590D127317B74D681 103.131.188.67 165.154.226.53

103.131.188.70 172.111.1.70

103.171.26.93 203.218.241.34

103.171.26.94 203.218.241.34

139.180.188.164 203.218.252.164

149.154.161.18 203.218.252.186

149.154.161.2 218.252.244.66

149.154.161.8 218.252.244.98

154.31.113.105 43.240.13.215

160.116.58.207

160.124.103.81

160.124.103.81

165.154.226.214
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MITRE ATT&CK
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Initial Access Execution Persistence Privilege 
Escalation

Defense 
Evasion

Credential 
Access Discovery Lateral 

Movement Collection Command and 
Control Exfiltration

T1190
Exploit Public-
Facing 
Application

T1059
Command and 
Scripting 
Interpreter

T1505.003
Server Software 
Component: Web 
Shell

T1068
Exploitation for 
Privilege 
Escalation

T1620
Reflective Code 
Loading

T1055
Process Injection

T1046
Network Service 
Discovery

T1021.001
Remote Desktop 
Protocol

T1005
Data from Local 
System

T1573.001
Encrypted 
Channel: Symmet
ric Cryptography

T1041
Exfiltration Over 
C2 Channel

T1078
Valid Accounts

T1059.003
Windows 
Command Shell

T1564.001
Hide Artifacts: 
Hidden Files and 
Directories

T1016.001
Internet 
Connection 
Discovery

T1021
Remote Services

T1090.001
Proxy: Internal 
Proxy

T1059
Command and 
Scripting 
Interpreter

T1047
Windows 
Management 
Instrumentation

T1140
Deobfuscate/Dec
ode Files or 
Information

T1135
Network Share 
Discovery

T1059.003
Windows 
Command Shell

T1027.002
Obfuscated Files 
or 
Information: Soft
ware Packing

T1016
System Network 
Configuration 
Discovery

T1047
Windows 
Management 
Instrumentation

T1055
Process Injection
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( )
EDR
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Financial 
Holdings

Insurance

Insurance 
Broker

Property & 
Casualty 
Insurance  

Life 
Insurance

Commercial 
Bank Securities

Investment 
Holding

Venture 
Capital

A
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4/10 
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SEMI

https://semi.org/zh
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ZTA 

46

NIST SP 800-207
NIST SP 1800-35

(MFA)

(EDR)
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ZTA

ResourcePEP

PDP

政策
執行

政策
決定

Subject

PIP

額外
資訊

-BB8 -
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ZTA

1. 

Subject



CyCraft Proprietary and Confidential Information49

ZTA

2. 

-BB8
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ZTA

PEP

PDP

政策
執行

政策
決定

PIP

額外
資訊

3.

Subject

-BB8
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Conclusion

Case 1: Return of Bifrose
VPN

Case 2: Sensitive Data Leak in Bank

ZTA 
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Takeaway
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( …)

( …)
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Thanks!
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