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ISO 27002 - Guidance — Data Masking Principles

https://www.isms.online/1s0-27002/control-8-11-data-masking/
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Data Anonymization Techniques
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Synthetic data
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Data masking
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SELECT * FROM customer;

full_name i employer | zipcode | fk_shop
----- e e s et A L T
911 | Chuck Norris | 1940-03-10 | Texas Rangers | 75001 | 12
112 | David Hasselhoff | 1952-07-17 | Baywatch | 90001 | 423

Masked

SELECT * FROM customer;

full_name | i employer | zipcode | fk_shop
----- B e S R et ST PR
911 | jesse Kosel | 1940-03-10 | Marigold Properties | 62172
312 | leolin Bose | 1952-07-17 | Inventure | 20026 |

SECURITY LABEL FOR anon ON COLUMN
IS 'MASKED WITH

FUNCTION
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Database function and permission

o [EAIBE(F G R EEAZE= % CREATE FUNCTION maskid(id TEXT)
RETURNS TEXT AS $$

AT &, DECLARE
o f#H pl/pgsql mask_key TEXT;
e SECURITY DEFINER masked TEXT;
e BEGIN

o  Function &z B,

o Table HER & T BRI, SELECT value FROM keytable WHERE

key="mymaskkey' INTO mask key;

o  BUTHEMERBRGREIPITHIR, HIEEUS masked="XXXXXXXX':
TABLE WHYZ L, RETURN masked;
END:
REVOKE select on TABLE keytable FROM public; $$ LANGUAGE plpgsql
SECURITY DEFINER;

GRANT execute on FUNCTION maskid to public;
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