
TXOne Networks  |  Keep the Operation Running

笑死😂
能關防毒幹嘛要做免殺呢？
從令牌偽造到把防毒關進沙箱隔離
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Sheng-Hao Ma and Dexter Chen

Sheng-Hao Ma

Dexter Chen

Senior Threat Researcher, PSIRT and Threat Research at TXOne Networks 
• 馬聖豪 (@aaaddress1) 目前為 TXOne Networks 產品資安事件應變暨威脅研究團隊資深威脅

研究員，專研 Windows 逆向工程分析超過十年經驗，熱愛 x86、漏洞技巧、編譯器實務、與
作業系統原理。

• 此外，他目前為台灣資安社群 CHROOT 成員。並曾任 Black Hat USA、DEFCON、CODE 
BLUE、 HITB、VXCON、HITCON、ROOTCON、CYBERSEC 等各個國內外年會講者與授課培
訓，並著有熱銷資安書籍《Windows APT Warfare：惡意程式前線作戰指南》

Threat Researcher, PSIRT and Threat Research at TXOne Networks 
• Dexter Chen 目前於 TXOne Networks 擔任資安威脅研究員，專注於滲透測試、紅隊手法及網

域 (Active Directory) 安全。Dexter 於 Black Hat MEA、CODE BLUE、HITCON、CYBERSEC 
等國際資安會議均發表過研究。

• 加入 TXOne 前，服務於 Trend Micro 紅隊，擅長橫向移動和紅隊的 Operation Security，是
一個整天專注於漏洞研究、各種攻擊手法分析及 CTF 的資安愛好者。目前持有 OSCP 和 OSWE。
此外 Dexter 曾多次擔任資安課程講師，包含 HITCON Training 2022 / 2021 / 2020、資安卓
越中心 (CCoE) 計畫及國防部等單位。
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Disassemble Architecture of the Trend AV/EDR
Take Microsoft Defender as Example

Architecture

Lifecycle of Security Protection

Protect Lifecycle

A New Trend Attacks of Windows Token Forge

Recent Attacks of Privileges 

Some suggestions for help to avoid similar attacks

Conclusion

Outline
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為保護當事人權益…
為保護安全友商權益，以下我們皆以 Defender馬賽克做處理

MS Defender:
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Disassemble Architecture of the Trend AV/EDR
Take Microsoft Defender as Example
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Major Security Solution Architecture

• Service/Agents 
• Run as Userland Process PPL(Antimalware) level

• Active Protection: Communicate with the kernel driver

• As detection engine

• Detect and block the malicious behaviors, binaries, 
traffic, etc.

• Regular scan the files on NTFS, event logs, memory, …

• Expose its interface for third-part products

• AMSI (Anti-Malware-Scan-Interface)

• PowerShell, UAC, CLR, MS Office…

• Kernel Driver signed with WHQL
• PsSetCreateProcessNotifyRoutine

• Minifilter IRP Filters

• InProcess Hosting Agent
• Inject DLL agent into Untrusted Process

• Inline Hooks for Win32 APIs
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Case Study: Defender Architecture

• Practice Architecture
• WDFilter.sys

• MpEngine.dll - Malware Simulator & Pattern 
Matching Engine (BlackHat 2018 + 2022)

• MsMpEng.exe - mounts the system service program 
of MpEngine.dll and provides the whole machine 
AMSI interface communication

• Win8: ELAM

• Early Launch Antimalware

• WDFilter is responsible for waking 
up/mounting third-party antivirus drivers 
with WHQL signatures at boot time

• Win10: WDFilter
• Windows Defender Minifilter Driver

• I/O IRP Filtering

• Network, NTFS, Load Images (PE/DLL), 
Registers, etc.
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Self-Protection
• Anti-Tamper

• Monitor the registry to avoid Hijack/Remove/Disable Defender’s configuration

• Attackers abuse Group Policy (GPEDIT.msc) to shut down Defender

• Defender service will refuse any shutdown in further time, after being shutdown 3+ times

• MsMpEng (Service)
• Run with NT Authority\System & PPL (Antimalware) level

• Services.exe will check it alive, or kill the old one (if existing) and launch a new one

• Defender home folder is locked
• Fully unwritable, even you have SYSTEM/TrustedInstaller privileges or Tokens.

• The only exception is MpCmdRun.exe
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Self-Protection
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Lifecycle of Security Protection
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Boost?BIOS

OS Loader

Kernel
Initialization

Session
Initialization

WinLogon
Initialization

Explorer
Initialization

Drivers and Registry parts

Start drivers
Incorporation of drivers
Devices enumeration

Initialize the session

Commencing multiple services
Session logon initiated

CurrentVersion/Run, etc.

OS Running

Power Up

AV/EDR services (PPL) got awake

AV/EDR user interface program got awake

Power Off
Notify all the processes 

should clean-up and shutdown

Or we can power-off the machine
And run our malware while the AV/EDR stopped?

Shutdown or Crash 
the protection services?
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• Execution Order of Startup Programs
• Avoid malware execution while antivirus is not yet running

• Why?
• Malware blocking is not allowed even if the AV/EDR drivers and services are already 

running, but the GUI program is not yet running.

• AV/EDR cannot determine if the protection is currently turned off or enabled by the user.

Case Study of 360 Total Security
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How about Power Off ;)

https://bbs.pediy.com/thread-97539.htm

https://gist.github.com/bboyle1234/a225218cf4a6825c058c

https://gist.github.com/bboyle1234/a225218cf4a6825c058c
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Feb 2022 – Abuse RMShutdown

• https://github.com/qpqpbgbg/R3kill360

• RMShutdown – Restart Manager (RM) 

https://github.com/qpqpbgbg/R3kill360
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Only Power On/Off?

Could We Stop or Crash the Protection while OS running? 
Let’s review the policies of stopping AV/EDR 🤔
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A New Trend Attacks of Windows Token Forge
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#0 – Over-trusted Process Identity

• Over-trusted the mechanism of Process Identity

• NT Authority SYSTEM but no protection ☺?

• Local users can do anything on antivirus after UAC bypass 

• Stop AV/EDR Services

• Remove AutoRun Keys

• …

• Full trust of specific Identities: PsSuspend (cmdline), System Update Service

• Execute malicious behaviors before AV/EDR reboot
twitter.com/0gtweet/status/1638069413717975046
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#1 - TrustedInstaller

• Over-trusted the mechanism of Process Identity

• Full trust of specific tokens: System Update Service (TrustedInstaller)

• Have the ability to shutdown all the high privileged services

• Even Defender ☺

• Since Sep 2021 ~ Feb 2022

www.securityartwork.es/2021/09/27/trustedinstaller-parando-windows-defender
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#1 - TrustedInstaller

www.securityartwork.es/2021/09/27/trustedinstaller-parando-windows-defender
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#1 - TrustedInstaller

www.securityartwork.es/2021/09/27/trustedinstaller-parando-windows-defender
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TrustedInstaller

• Patched at Feb 2022

• TrustedInstaller got removed from the allowed list

• Only Defender can disable Defender

www.securityartwork.es/2021/09/27/trustedinstaller-parando-windows-defender
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#2 - Use Defender to Quarantine Defender
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#2 - Use Defender to Quarantine Defender

• Reboot required. 

• Works well on the latest Windows 11

• Malicious files cannot be removed :(  

• Defender will be permanently Disabled.
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#3 - Kill PPL Process by Process Explorer’s Driver

• BYOVKD

• Bring Your Own Vulnerable Kernel Driver attack

• Capcom, MSI, DELL, Intel, etc.

• Not just LPE :)

• Use to crash your security solution

• Bring Microsoft’s Driver…

• Sysinternals Suite 

• Process Explorer’s Driver ☺
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#3 - Kill PPL Process by Process Explorer’s Driver

• Process Explorer‘s ACL

• NamedPipe not strict enough

• Everyone can interact with it without EoP

• Sure, mounting a driver require UAC elevate? 
But many Taiwan solution rely on this driver🤪

• for What?

• OpenProcess a PPL (antimalware) Process

• List all the opened handles of any process

• CloseHandle a chosen handle from Ring-0

• … oh nice. Crash Everywhere ☺
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#4 - Forge a Whole New Token

• WinTCB privilege
• Own the ability to create new token & add any service SID

• OK, You want that cool token like WinDefend? 

• Why don’t you build a totally new one yourself ☺

• Still Works til May 2023

• Exploit
• Steal the token from weak WinTCB services

• Winlogon, TrustedInstaller, etc.

• Use the token to create a new cmd.exe with "WinDefend" SID

• We can stop Defender service in the new cmd now :)

twitter.com/jonasLyk/status/1513576862131310600
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Forge a Whole New Token
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Forge a Whole New Token

• This awesome trick totoally stop Real-Time Protection.... Temporary Orz.

• However, Defender will be resume very soon :(

• Victims can easily wake up Defender service in Security Center panel

• Windows Lock Screen got unlocked / Resume from Sleep Mode

• Defender Anti-Tamper Protection

• You can stop the service for "ony 3 times"

• Then you cannot stop it even you get WinDefned :(



TXOne Networks  |  Keep the Operation Running

#5 - Sandboxing Your Antivirus ☺

• Elastic: Sandboxing Antimalware Products for Fun and Profit

• WinTCB privilege have the ability to reset SACL for another system process

• Also, process IL (Integrity Level) can be dynamically modifed without WinTCB☺
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Sandboxing Your Antivirus ☺

• Project Zero

• James Forshaw: “That’s still okay to OpenProcessToken a PPL 
process (with limited-information), even a sandboxed process”

• Elastic

• Gabriel said “Oh, and Adjusting the content of a token isn’t 
protected by the policy of OpenProcess actually… ☺”

• https://github.com/Allevon412/PPL_Sandboxer

https://github.com/Allevon412/PPL_Sandboxer
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Sandboxing Your Antivirus ☺

• Exploit Steps

1. Enable SE_DEBUG

2. OpenProcess() + QUERY_LIMITED_INFORMATION

3. AdjustPrivilegesToken() + SE_PRIVILEGE_REMOVED

4. SetInformationToken() + SECURITY_MANDATORY_UNTRUSTED_RID
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Sandboxing Your Antivirus ☺

Normal Sandboxed
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Conclusion
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Conclusion

• Process level Protection isn’t strong enough

• Secure your whitelist, or shouldn’t have a whitelist to bypass

• Zero-Trust & Mitigation
• Prevent and detect all the common privilege elevation behavior 

• UAC Bypass -> Winlogon (NT Authority) -> WinTCB (PPL) 

• Protect your SE_DEBUG privilege e.g. GPO audit

• Monitor all the suspicious driver mounting
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Thank you for your attention
Keep the operation running!
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Thank you for your attention
Keep the operation running!
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