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NERAET H - Docker

What is a container?

Simply put, a container is a sandboxed process on your machine that is isolated from all other processes on the host machine. That isolation leverages
kernel namespaces and cgroups, features that have been in Linux for a long time. Docker has worked to make these capabilities approachable and easy to

use. To summarize, a container:

e |s arunnable instance of an image. You can create, start, stop, move, or delete a container using the DockerAPI or CLI.
e Can be run on local machines, virtual machines or deployed to the cloud.
e |s portable (can be run on any 0OS).

e |sisolated from other containers and runs its own software, binaries, and configurations.

https://docs.docker.com/get-started/
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Docker Architecture

Docker Host |

docker build

Docker

daemon
docker pull e

https://docs.docker.com/get-started/overview/
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1.8 E 4 p—1{EDockerfile

FROM tomcat:9-jdkl7

COPY test.war /usr/local/tomcat/webapps/

CMD |['"'/usr/local/tomcat/bin/catalina.sh"," run"

ogocker

2. 7£[a— B &% docker build -t application:test -f Dockerfile .
3. docker run -itd application:test -p 8080:8080
4. docker ps OJAE B3 B {FrkRE

https://adamsanalysis.com/docker/docker-cheatsheet
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DockerfileZZg& - Official Image

tchat (0 DOCKER OFFICIAL IMAGE - ¥ 500M+ - Yy 3.5K

Apache Tomcat is an open source implementation of the Java Servlet and JavaServer Pages technologies

Overview

https://github.com/docker-
library/tomcat/blob/9fd0c865¢c16751a144216186720dae7cfc9113bd/9.0/idk17/temurin-lammy/Dockerfile



https://github.com/docker-library/tomcat/blob/9fd0c865c16751a144216186720dae7cfc9113bd/9.0/jdk17/temurin-jammy/Dockerfile
https://github.com/docker-library/tomcat/blob/9fd0c865c16751a144216186720dae7cfc9113bd/9.0/jdk17/temurin-jammy/Dockerfile
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DockerflleZZ & - non-root

FROM tomcat:9-jdk1l7

# Set a non-root user
RUN useradd -u 1001 -g @ myuser

# Create a working directory and set the ownership to the non-root user
RUN chown -R myuser:root /usr/local/tomcat/webapps/

# Copy your application files to the working directory
COPY test.war /usrlocal/tomcat/webapps/

USER myuser
CMD m“/usr/local/tomcat/bincatalina.sh", “run"m
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https://github.com/SunWeb3Sec/Kubernetes-security#docker-attacks
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tomeat @ pocker oFFiCIALIMAGE - ¥ 500M+ + ¥y 3.5K

Apache Tomcat is an open source implementation of the Java Servlet and JavaServer Pages technologies

Overview

supernisor/armv/-puppeteer * ¥ puls 10Ks

By supernisor * Updated 4 years ago
run puppeteer with chromium-browser 70, nodejs 1.14.0 and puppeteer v1.10.0.
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https://kubernetes.io/docs/concepts/overview/components/

A Kubernetes cluster consists of a set of worker machines, called nodes, that
run containerized applications. Every cluster has at least one worker node.


https://kubernetes.io/docs/concepts/architecture/nodes/
https://kubernetes.io/docs/concepts/overview/components/
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1T EKS Cluster - )5

VPCZI_f't‘Z EKS &i&E8aws cni pIugmLﬁlPﬁEﬁx ' 7_(_>7E3‘\47(ZlusterE|i - YARARFEA
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https://aws.github.io/aws-eks-best- practlces/ networklng/vpc -cni/

RBACHEPR: BLEEEAWS ERIERAER SIS A EIKubernetes & - #ERACE o] L
RSET BErHEFBEFERAWAWSER - EZRIAMEE - ( roles Al
rolebindings 2k clusterroles 1 clusterrolebindings )

https://docs.aws.amazon.com/zh _tw/eks/latest/userguide/add-user-role.html
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https: //kubernetes io/blog/2020/12/02/dont-panic-kubernetes-and-docker/



https://aws.github.io/aws-eks-best-practices/networking/vpc-cni/
https://docs.aws.amazon.com/zh_tw/eks/latest/userguide/add-user-role.html
https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/
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AMI Type
Instance Type - -
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POD -~ Node ~ Contalner

Node : [ £i1% 25 (VM)
Pod: ek Bl B e T Project
Container: E{/EFR TR N7

LL

Cluster

Namespace

Container

Container

https://www.armosec.io/blog/kubernetes-security-best-practices/
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Deployment

Container - tomcat & nginx
- [@—1{EPodA - connection/ERlocalhost -
- replicas o] DA% A 24 _Efor scale -

- ¥ iAnginx container forward port 8080 -

- mount nginx config#anginx containerfE /A -

Deployment

Daemonset
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ConfigMap - Nnginx

apiVersion: vl

kind: ConfigMap
Nginx configtg metadata:

name: nginx-configmap
%ﬁtﬁié/ﬁ\ng | nxﬁé ° data:

nginx.conf: |

events {

worker _connections 1024:

http {
server {
listen 80;

server_name localhost;

location / {
proxy_pass http://localhost:8080/,
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

proxy_set_header X-Forwarded-Proto $scheme;
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Kubectl - EiKubernetes 5% 5 15

kubectlE2— & <171 SE¥EIKubernetesE 3 E T @ STALE
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https://kubernetes.io/docs/reference/kubectl/cheatsheet/
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SR B B
- Application - Pod,Deployment, Daemonset,ConfigMap
- Network - Ingress,Service

https://
https://

ubernetes.io/docs/concepts/workloads/pods/
ubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/
https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
https://kubernetes.io/docs/concepts/services-networking/ingress/
https://kubernetes.io/docs/concepts/services-networking/service/

75(@ % R FRERIZZE https://medium.com/@bubu.tripathy/top-75-
kubernetes-questions-and-answers-do//al0b8/d/9



https://kubernetes.io/docs/concepts/workloads/pods/
https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/
https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
https://kubernetes.io/docs/concepts/services-networking/ingress/
https://kubernetes.io/docs/concepts/services-networking/service/
https://medium.com/@bubu.tripathy/top-75-kubernetes-questions-and-answers-d677a0b87d79
https://medium.com/@bubu.tripathy/top-75-kubernetes-questions-and-answers-d677a0b87d79
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https://helm.sh/zh/docs/intro/quickstart/
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Monitoring (Prometheus,Grafana,Node-exporter)
kube-prometheus-stack: https://github.com/prometheus-community/helm-
charts/tree/main/charts/kube-prometheus-stack

Log Collection (Filebeat):
https://www.elastic.co/guide/en/beats/filebeat/current/running-on-kubernetes.htmi

AWS Load balancer controller:
https://docs.aws.amazon.com/zh_tw/eks/latest/userquide/aws-load-balancer-controller.html

External-DNS:
https://github.com/kubernetes-sigs/external-dns
Cluster AutoScaler

https://docs.aws.amazon.com/zh_tw/eks/latest/userguide/autoscaling.html



https://github.com/prometheus-community/helm-charts/tree/main/charts/kube-prometheus-stack
https://github.com/prometheus-community/helm-charts/tree/main/charts/kube-prometheus-stack
https://www.elastic.co/guide/en/beats/filebeat/current/running-on-kubernetes.html
https://docs.aws.amazon.com/zh_tw/eks/latest/userguide/aws-load-balancer-controller.html
https://github.com/kubernetes-sigs/external-dns
https://docs.aws.amazon.com/zh_tw/eks/latest/userguide/autoscaling.html
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EENode%_Edeocker#E,:é\ o 2l fFkubernetes F#fTHY -
https://docs.aws.amazon.com/zh_tw/eks/latest/userguide/dockershim-
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ENode R I ERexEEZFE &afl » dockerfg< i Hcrictl -
https://kubernetes. |o/docs/reference/tools/mao crictl-dockercli/



https://docs.aws.amazon.com/zh_tw/eks/latest/userguide/dockershim-deprecation.html
https://docs.aws.amazon.com/zh_tw/eks/latest/userguide/dockershim-deprecation.html
https://kubernetes.io/docs/reference/tools/map-crictl-dockercli/
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Docker:

https://docs.docker.com/get-started/

Kubernetes:

https://kubernetes.io/

Helm:

https://helm.sh/

Kubernetes Best Practices
https://www.armosec.io/blog/kubernetes-security-best-practices/
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