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Caloudi = Cloud + Al

Independent Software Vendor for Cloud Resource Planning and Cost Management

Now available on Azure Marketplace >>

(o ici i R0 | adin:
8 I S /) f t Pricing Contact Us English v | CRP Login ’

~1 N ™ M~

ACHIEVE 4X EFFICIENCY AND SAVE % CLOUD COST

Saving More
with Less

Plan your cloud resources at ease with 8iSoft CRP with
RBAC, resource-tag-level analytics, Al-based alerts, and

much more for you to explore.
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= Parallel Processing / Parallelizing Compiler

= Embedded System / Integrated Development Environment

= Delphi/Visual Basic/ Java/ JavaScript/Scala/R/
s Cloud Computing / NoSQL / Hadoop / Spark / Data

= Data Science / Machine Learning

Python

oricks / Synapse

£
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Agenda - A Patchy SRE
148 SSRE - Site Security & Reliability Enhancement :
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Microsoft Cloud Partner Program

M Caloudi
ADVANCED SPECIALIZATION

Windows Server and SQL Server Migration to Azure

Linux and Open Source Databases Migration to Azure
Modernization of Web Applications in Azure

Analytics on Microsoft Azure

Gold
Microsoft Partner
BB Microsoft




Original .NET Core Web App

Azure App Service Plan

”
&

Azure App Service
Web Application

|

"

Internet

Build solution
Visual Studio Build

Deploy
Azure App Service

(0D -
Azure App Service
WCF/REST

22 %&# - Modernize .NET applications

v

Azure SQL Database

11


https://learn.microsoft.com/en-us/azure/architecture/solution-ideas/articles/net-app-modernization

Role-Based Azure DevOps Repos + CI/CD Pipelines + Boards

Azure DevOps Caloudi Caloudi NG Overview Summary ‘ L Search ] = 00O

Ay

‘
=

Caloudi NG

& . _—
CaloudiNG

ﬂ Overview
| T Summary
EH Dashboards About this project Q Like 0 Project stats Period: Last 7 days
B wiki Angular client for Caloudi CSP and CMP platforms Boards
% Boards Languages 0 0
- ﬂ Work items ﬁl, Work items
CSS TypeScript HTML reated completed
Repos
Repos
f Pipelines 0 4
Z~o Pull requests ) Commits by 2
pened authors
A Test Plans
Pipelines
a Artifacts
O [//"IJ O (j";_.
Builds succeeded Deployments
succeeded
Members s

32 Project settings K

A

12



Azure Key Yault

e Security Credentials

e Connection Strings

e Configurations

222 & ¥ Secure your Microservices on AKS — Part 2

1
s SQL Databhase

Any Azure Service
_________________ 5 supporting

Managed |dentity

}
)

Azure Active Directory

13


https://medium.com/microsoftazure/secure-your-microservices-on-aks-part-2-5496bf2ba00c

Azure Kubernetes Service

Kubernetes - Namespaces & DNS

K8s cluster

f appl. .svc.cluster.local B

........................................................

§ appl. .svc.clusterlocal [

2y
.
’
\ ’I
1 |
' i
' |
' |
4 |
4 1
' |
4 |

K8s Node —

@) (@)(C)

Appl

appl. .svc.cluster.local

.......................................................

<service-name>.<namespace-name>.svc.cluster.local

b

22 E& R Kubernetes Namespaces - Imperative using kubectl

14


https://stacksimplify.com/azure-aks/azure-kubernetes-service-namespaces-imperative/

Azure Monitor

I
| App Service
| app
I e
(N —%
| O
Request
(browser)

® +
8el Vo @ —0— O i

Usaie Application Azure Log

Insights Monitor Analytics

? * ¢

Im in Q

Dashboard Diagnostics Alerts

Microsoft
A
Azure

b

222 & H - Web application monitoring on Azure

M


https://learn.microsoft.com/en-us/azure/architecture/reference-architectures/app-service-web-app/app-monitoring

Typical Cloud Native Architecture

« |Hogin as service

Wy

: : pull image & deploy BT
T E “‘m"g BB
. & : D
S - ; Storage  azure Container Azure
Azure DevOps S T , Repeunt Registry Kubernetes
: %; A Service
: Cespeanan bulldipush
; image
Azure Repos . Deployment

source code Docker Image(s) Kubernetes
. deploy
* resources

Azure Pipelines

ot
i

. Key Vault User/Client
Registration | = <-cccceeceaaas

Mentity .
provider |

Azure Active
Directory

: How To Deploy An Application Using The Azure Kubernetes Service

16


https://www.cloudreach.com/en/technical-blog/how-to-deploy-an-application-using-the-azure-kubernetes-service/

Dev -> Modernization -> Dev0ps

Modernization of Web App

Azure Key Vault———>| Secrets Management

Development

——Azure Kubernetes ServiceAA Containerization

Azure Monitorhb{ Application Monitoring

DevOps

Azure DevOps

[ Pipelines}

17






150 27001

Scope = Infrastructure + Development + Product

afao

ISO/IEC 27001

Information
Security

AFNOR CERTIFICATION

N° 2021/94228.1

AFNOR Certification certifies that the manag t system implemented by:
AFNOR Certification certifie que le systéme de managemeni mis en place par :

CALOUDI CORPORATION
B RA

for the following activities:
pour les aclivilé s suivantes

has been assessed and found to meet the requirements of:
a é16 évalué et jugé conforme aux exigences requises par:

NF EN ISO/IEC 27001:2017 (Europe) - ISO/IEC 27001:2013 +
COR 1:2014 + COR 2:2015 (International)

and is developed on the following locations:
ol est déployé sur les sites suivanls

11F.-2, NO.89, SONGREN RD., XINY1 DIST., TAIPEI CITY 110413, TAIWAN (R.0.C)
FEAT A S R 80 SR 11 2 2

This certificale & valid from (yeadimonthiday) 2021 09-11 unii@
Jusgu'au

Co cortiical ast valable 3 compler dw fannésimaois§ow)
A ‘
Sgd gt § Gt U A v B vk peshobewe
.

Julien NIZRI
Managing Director of AFNOR Certification
Directour Général d'’AFNOR Cerlification

cofrac

"W Scan Ws QR codv fo
chock $ho vaNally of
the carfifcate

. afror
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Review result notification

File No. 4218601
B #j 2022474218

8 28/ PLIR: FERBESARLSY

FARK/AKAC % £

® E N X:
XAaan 2022-07-11

A7 _NF EN ISO/IEC 27001:2017(Europe)-I1SO/IEC
27001:2013+COR 1:2014+COR 2:2015 (International) M ¥ & *
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Source Code Analysis
Static Analysis

e SQL Injection
e Cross-Site Scripting
e 7 Passive 4 Aggressive B41E%

Dynamic Analysis

Azure Devops =] IX4

A

Penetration Test
BRERLMRZKHE  BEFES
%mﬂ:ﬁﬁmui& BE

2EZZFFR © SonarQube

N

_!.L ’

Code From your master and branches

®-®

Build 0 o 0 °
¥§ Bugs ' Vulnerabiities QD Code Smells
Package Quality Gate
Production Deploy with confidence (V

7X Check in 2 & Deploy &
HRZ 1£BE Fix U RNE B EAL

# & SonarQube °

21


https://marketplace.visualstudio.com/items?itemName=SonarSource.sonarqube

Software Composition Analysis

Code Analysis of

e Open Source Component

e 3rd-Party Library

For

e Vulnerability

e Outdated Component

e |icense lssue

Azure DevOps =] ML Z & WhiteSource Bolt (377

o

»

© #4 Added deprecation notice to README

Summary Code Coverage Mend

Open source risk report

Total libraries: 430

Inventory (430

Severity

B
1 B
1 B
B s
B
B s

Security vulnerabilities (12)

Vulnerability

CVE-2020-12265

CVE-2019-10744

CVE-2019-10746

CVE-2019-10747

WS-2020-0044

CVE-2019-10747

CVE-2020-7598

License risks

Date Library

04/26/2020 decompress-4.2.0.tgz
07/26/2019 lodash-4.17.11.tgz
08/23/2019 mixin-deep-1.3.1.tgz
08r23/2019 set-value-2.0.0.tgz
03/08/2020 decompress-4.2.0.tgz
08/23/2019 set-value-0.4.3.1gz
03/11/2020 minimist-0.0.8 taz

&
L
a

=
-
o
~

Top Fix

Upgrade to version 4.2 1

hitps /icve mitre org/cgi-bin/cvename cgi?name=CVE-2020-12265

Upgrade to version 4.17.12

https //igithub.com/lodash/lodash/pull/4336/commits/a01e4fa727

D2345570b396b206926790

Upgrade to version 1.3.2.2.0.1

hitps //github comfjonschiinkert/mixin-deep/commit/8f464c8ce976 1a8c9c2b3457eaeeedd404fa7afd

Upgrade to version 2.0.1,3.0.1

https /igithub.comfjonschiinkert/set-value/commit/95e9d9923f8adb4a0 1datea 138fcc39ec7bbb 151

No fix available

Upgrade to version2.0.13.0.1

hitps /igithub.comjonschiinkert/set-value/

95¢9d992318adb4a0 1datea138fcc39ec7bob 15!

Upgrade to version minimist-0.2.1,1.2.3

£:22E ¥ : Mend Bolt (formerly WhiteSource)

F 284 & Mend Bolt) ©



https://marketplace.visualstudio.com/items?itemName=whitesource.whiteSource-bolt-v2

E . t s .w
Logs Summary Tests WhiteSource Bolt Build Report

® N etWO r k Sec u r i ty G rO u p ( N S G ) S Web Browser XSS Protection Not Enabled

1 Run(s) Completed ( 0 Passed, 1 Failed ) 3 unique failing tests in t!

< Failed Just now Duration 0:00:00.000
® AZ u re PO I iCieS 3 0 © Passed 3 Failing build 20190812.5 Owner Doyle Turner
Total tests = Falled 3 Debug Workitems Attachments History Attachments*

0 @ Others
+3

v Error message

® RO I e Based Access CO ntrol ( R BAC) [ Bug @ Link I Tost Column Options 'Y’ <p>Web Browser XSS Protection is not enabled, or is disabled by the configuration of the 'X

Y Filter by test or run name Tags v < DI v Stack trace

Solution:

[ ] [ ] [ ] % o o - -
P We b Appl ICat I O n F I rewa I I (WAF) Duration Failing since  Failing build <p>Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-Protection HTTH
Reference:

NUnit Test Run (3/3) 0:00:13.520 . : S :
<p>https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet</p><p>

Web Browser XSS 0:00:00.000 Just now 20190812. instances:
* http://172.17.0.1:5000/

°
. AZ u re M O n ItO r X-Content-Type-O 0:00:00.000 Just now Current bu - GET
* http://172.17.0.1:5000/sitemap.xml
GET
http://172.17.0.1:5000
GET

AZU re DeVOpS -p-].J/X ;i—-EEA(‘/‘_—JA OWASP ZAP (o] 2;9://172.17.0.1:5000/r0b0ts.txt

X-Frame-Options I 0:00:00.000 Just now Current bu

OWASP/ZAP Scanning extension for Azure DevOps
Running OWASP ZAP in Azure Kubernetes Service

BV
die
¢y


https://marketplace.visualstudio.com/items?itemName=CSE-DevOps.zap-scanner
https://github.com/olavt/aks-owasp-zap

SonarQube

a o

g - 2D ED

Azure DevOps Caloudi |/ CaloudiNG |/ Repos |/ Files |/

Caloudi NG + @
Overview > I vscode
> dockerfiles
Boards
> docs
Repos N e2e
Files > others
Commits v pipeline
Pushes [ azure-pipelines.cm...
Branches D azure-pipelines.cm...
Tags [ azure-pipelines.cm...

LJ

. azure-pipelines.cm...
Pull requests ' PP

k) azure-pipelines.cm...
Pipelines

[, azure-pipelines.cm...
Test Plans L

k) azure-pipelines.csp...
Artifacts > src

> webpack
[) .angulardoc.json

Project settings K [) .browserslistrc

v L Search

1 develop Vv B3 | pipeline | azure-pipelines.cmp-ng.sonarqube.yml

azure-pipelines.cmp-ng.sonarqube.ymi

Contents History Compare Blame

© #20220711.6 - Merge branch 'develop’ of https://dev.azure.com/Caloudi/Caloudi%20NG/_git/Caloudi.NG.C...

20 - task: SonarQubePrepare@5

21 displayName: Preparing Sonar

22 inputs:

23 SonarQube: ' -sonarqube-service-connection-Caloudi NG'

24 scannerMode: 'CLI'

25 configMode: ‘'manual’

26 cliProjectKey:

27 cliProjectName:

28 #cliSources: './src'

29 extraProperties: |

30 # Additional properties that will be passed to the scanner,

31 # Put one key=value per line, example:

32 sonar.host.url=http:// .cloudapp.azure.com: 9000

33 sonar.ws.timeout=120

34 sonar.projectKey=

35 sonar.projectName=

36 sonar. language=ts

37 sonar.sourceEncoding=UTF-8

38 sonar.sources=src

39 sonar.typescript.tsconfigPath=tsconfig/tsconfig.sonar.json

40 sonar.exclusions=¥x/node_modules/x,%x/%.CSS,%*x/*.html

41

42 # Run Code Analysis task

43 - task: SonarQubeAnalyze@5 0 Azure DevOps Caloudi / CaloudiNG | Pipelines |/ caloudi-cmp-ng.dev.so... /[ 20220711.6

S displayName: SonarQube Coi

45 "
N 1 i

46 # Publish Quality Gate Resu - Caloudi NG +

47 | - task: SonarQubePublish@s s caloudi-cmp-ng.dev.sonarqube

48 # timeoutInMinutes: 2 ﬂ Overview

49 inputs:

50 ollingTimeoutSec: '300 o g 5 2

. . % Boards (D This run is being retained as one of 3 recent runs by develop (Branch).
Repos
Summary Extensions Mend Bolt
‘ Pipelines
| &y Pipelines SonarQube Analysis Report

&, Environments Caloudi CMP NG Quaiity Gate  [[ENIEIN
ﬁ Releases Reliability Rating on New Code E > A
nn\ Library Detailed SonarQube report > 2
&= Task groups

View retention leases

24



Yulnerability Scan Report

Perspective: Overall Status - Sort by: Name W = Q Search by project name or key

4 projects ®

% Caloudi CMP API

¥¥ Bugs & Vulnerabilities
14 ® 5 @)

¢ Caloudi CMP NG

& Vulnerabilities

A

¥¥ Bugs

43 @)

¢ Caloudi CSP API

¥¥ Bugs f§ Vulnerabilities

P~
10 + @

Y Caloudi GCP API

& Vulnerabilities

s ®

¥¥ Bugs

@ Hotspots Reviewed

02% @

@ Hotspots Reviewed

0.0% @

Q@ Hotspots Reviewed

1.3% @

Q@ Hotspots Reviewed

0.0% @

& Code Smells

2.8« @

& Code Smells

328 Q)

& Code Smells

1.9 @)

& Code Smells

33k @)

Last analysis: 11 days ago

Coverage

0.0% O

Duplications

19.2% (®)

Lines

41k @ cx

Perspective: Overall Status v
Last analysis: 5 days
_ ¥¥ Bugs & Vulnerabilities
Coverage Duplicatic
0 0
0% Q  127% A A

Last analysis: 21 days

Coverage

0.0% O

Duplicatic

271% |

Last analysis: 2 months

Duplicatic

21.9% |

Coverage

0.0% O

Passed

Caloudi CMP NG

Bugs & Vulnerabilities

A A

Caloudi CSP API

Bugs & Vulnerabilities

A A

Caloudi GCP API

Bugs & Vulnerabilities

A A

Sort by:

o

Name v (e

Hotspots Reviewed

100% @)

Hotspots Reviewed

100% @)

Hotspots Reviewed

100% @)

Hotspots Reviewed

100% o

Q  Search by project name or key

Code Smells

28k @)

Code Smells

328 Q)

Code Smells

1.9k @)

Code Smells

3.5k Q

Coverage Duplications

- 0.0% O

Last analysis: yesterday

Coverage Duplications

- 0.0% O

Last analysis: 23 hours ago

Coverage Duplications

- 0.0% O

Last analysis: 2 hours ago

Coverage Duplications

- 0.0% O

4 projects

Lines

66k 0 TypeScript,



WhiteSource Boit
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Open source risk report

Total libraries: 263

Inventory (263)

Severity

o 8

o |8

Outdated libraries (0)

Security vulnerabilities (3)

Vulnerability

CVE-2021-22570

CVE-2019-0820

CVE-2021-34532

Open source risk report

Total libraries: 264

Inventory (264)

Severity

i I

Outdated libraries (0)

Security vulnerabilties (2)

Vulnerability

CVE-2019-0820

CVE-2021-34532

Date

2022-01-26

2019-05-16

2021-08-12

License risks

Date

2019-05-16

2021-08-12

License risks

Vulnerability risk Vulnerable libraries Severity distribution
(& High 3 2 1
High Medium Low
Library Top Fix

Upgrade to version Google Protobuf - 3.15.0

google.protobuf 3.13.0.nupkg
fagh3.15.0

Upgrade to version

system.text.regularexpressions.4.3.1.nupkg System.Text. RegularExpressions - 4.3 .1

https://github.com/protocolbuffers/protobufireleas es

hitps://github.com/advisories/GHSA-cmhx-cq7 5-c4mj

Upgrade to version

microsoft.aspnetc ore.authentication jwtbearer.3.1.4 _nupkg
-2.1.30,31.18,509

Mic rosoft. AspNetCore Authentic ation. JwtBearer

https://github.com/advisories/GHSA-q7cg-43mg-qp69

@ High 2 1 1

Library Top Fix

Upgrade to version
system.text. regularexpressions.4.3.1.nupkg

System.Text.RegularExpressions - 4.3.1

https://github.com/advisories/GHS A-cmhx- cq75-c4mj

Upgrade to version

microsoft.aspnetcore_authentication.jwtbearer.3.1.4.nupkg 2130 3118, 5.09

Microsoft. AspNetCore Authentication.JwtBearer

https://github.com/advisories/GHS A-q7cg-43mg-qp69

26



ZAP Scan

2023/3/30 £F10:42

W zAP Scanning Report

Summary of Alerts

Risk Level Number of Alerts
High 0
Medium
Low

Informational

N W O

Alerts

Name

Application Error Disclosure

A Server Error response code was returned by the
server

Incomplete or No Cache-control Header Set

A Client Error response code was returned by the
server

Timestamp Disclosure - Unix

ZAP Scanning Report

Generated on Tue, 28 March 2023 17:01:36

Risk Level
Low
Low
Low

Informational

Informational

Number of
Instances

5
6
12

1205

@ Qualys. ssL Labs

You are here: Home > Projects > SSL Server Test > crp.8isoft.com

SSL Report: crp.8isoft.com (20.69.184.93)

Assessed on: Wed, 19 Apr 2023 08:25:47 UTC | Hide | Clear cache

Home Projects Qualys Free Trial Contact

Scan Another »

Summary

Overall Rating

A+

Visit our documentation page for more information, configuration g

Certificate

Protocol Support

Key Exchange

Cipher Strength

iy

, and book

Known i are documented here.

This site works only in browsers with SNI support.




Dev -> Modernization -> DevOps -> DevSecOps

Modernization

<

SonarQube

‘

|

Source Code
Analysis

|

DevSecOps

AzureDevOps

WhiteSource Bolt

|
v

%

L

~

Software
Composition

Analysis

J

ZAP Scanner

v

|

Environment
Security

|

22%&#l : Time-Series Anomaly Detection Service at Microsoft

28


https://arxiv.org/pdf/1906.03821.pdf

30



150 27001

Objective = Continuous Operation

afao

ISO/IEC 27001

Information
Security

AFNOR CERTIFICATION

N° 2021/94228.1
AFNOR Certification certifies that the manag t t implemented by:

Yy
AFNOR Certification certifie que le systéme de managemeni mis en place par :

CALOUDI CORPORATION
MU R A

for the following activities:
pour les aclivilé s suivantes

has been assessed and found to meet the requirements of:
a é16 évalué et jugé conforme aux exigences requises par:

NF EN ISO/IEC 27001:2017 (Europe) - ISO/IEC 27001:2013 +
COR 1:2014 + COR 2:2015 (International)

and is developed on the following locations:
ol est déployé sur les sites suivanls

11F.-2, NO.89, SONGREN RD., XINY1 DIST., TAIPEI CITY 110413, TAIWAN (R.0.C)
FEAT A S R 80 SR 11 2 2

This cerificale & valid from (yeadmonthiday) 3 unk
Co cortiical ast valable 3 compler dw fannésimaois§ow) 2021 ~09 1 1 Jusgu'au
cofrac
A ‘
Yt Himmageient § LWL LN A VIV & VR peshoore
.

Julien NIZRI
Managing Director of AFNOR Certification
Directour Général d'’AFNOR Cerlification

"W Scan Ws QR codv fo
chock $ho vaNally of
the carfifcate

. afror

31
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Review result notification

File No. 4218601
B ¥ 2022474218
HB L8/ ERER: FRERBESARLSG
FAREK/AKA: % %
' E
A aqn 2022-07-11

A7 _NF EN ISO/IEC 27001:2017(Europe)-I1SO/IEC
27001:2013+COR 1:2014+COR 2:2015 (International) M ¥ & *
BLEEAE RESIFERRPT : (IrvH)
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Isaster Recovery

L R L AL E B LR o E

Ak

Kubernetes
Cluster

De:)rps

@

Azure
Recovery
Vault
Azure
Blob

Backup

AWS

Daily Syr

[=]

Starty/Stop

Kubernetes
Cluster

e sSQL
@ Server

Restore

AWS s3

| TGoud16a manscement 1| b Bcte W o 1383 [ | 3%
Object Explorer >3 x
Comect> ¥ ¥ » Y & »

- cloudapp.azure.com (SQL Server 150407323 - ~

E FILELISTONLY
FROM URL ~ N L

5 # System Databases
4 Database Snapshots

- RESTORE DATABASE [/

WITH
MOVE
NOVE

Q‘UIVUIJI‘I‘QQ(‘O(IUQUIQI‘II’!Ql‘l’(‘l\l

4 # Replication
@ ™ PolyBase
< I —

M Caloudi @

@ / Business Intelligence / Usage Summary

Billing Account | Consolidated (USD) v ‘ Preset Filter )): | Unselected v | 15 0 B
Folder: | o | | eroject

m Group By: | Project v | —®

Last 7 Dayls)

Last 7 Day(s) Top 10 Usage Group By Project

Cost
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2 | msmmmk g 3’*"3‘!\2?‘6‘ HHKR - B3BI Daf;hboard HRER -
RECRRRRNERE - EUEERRNERES -
3 | mbiws LA e
P
4 |atiammsae 2G5
5 |mtARAEERAR  [Hwa/ -
Bt e - 2022-06-10 13:00
R R it ASER ¢ 2022-06-10 13:30 tue
6 | (ommesn by |[BARNREOP EHFLE & ORNE LRI XF
R - KBS L WP MRS — S - AL OO
EMPRFEERELFRAEARAETELYE -
T
H (o : MR TR |
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8 ANk R R 2022-06-10 14:00 - 14:30
#i A oM x b
AR £ & x &
- 1 o
AXHHFSRBRGHMAIRAZME  FETRHT  FEABARM A M FREAD A LRSI AR

L8 3

FROM URL ~ N'hItpsil//

Total Cost Previous Month Current Month
$ 175,019 $ 3,463 $ 975
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blob.care wdnd back 0628
Ldb-dev]
«blob.core.mindows. net/db-backun/ backup_2022-06:03-23-06-08.bak

db-1' to ‘/datadrive/data/
dv-1_log’ to ‘/datadrive/data/

db-dev.ndf",
db-dev_log.1d¢*

[ Dashbosrd~ @ Business Intelligence~ 12 Anomaly Detection BB Usage Queryv 5" Orgenazational Data v ¢ Fesource Management~ gy Recommendations v

@ siing Perioc: | LastMonth [~ CurrentMonth v

v | [sece v | [sw v

Last 30 Day(s) Usage



= v & Ff| Anomaly Detection
BIS ft Pricing  Contact Us  English v

Resource Monitoring and Planning

Al Monitor Allocation Recommendation

&

8iSoft DL Model

Dev-AnomalyProj 9 9

Al

2022-11-20

$31,500 ®

Service cause
[ ]

Microsoft compute

Cloud Expense

Date 01/05 01/07 01/09 01/15 01/21 01/24 01/30

CRP Login

Budgeting

Monitor

Top anomalies alerted in Advisor Dashboard
Click alert card to pin-point primary causes
from service down to instance level

Adjustable time frame and sensitivity level
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TTL E u u
Billing Data / Log Data &f = Time-Series Data
Scope : | Contoso IT - demo * Accumulated costs v Oct 2019 v o Add filter 3
= Microsoft Azure L Search resources, services, and docs (G+/)
ACTUAL COST (USD) @ FORECAST: CHART VIEW ON @ BUDGET: DEVTESTSPENDLIMIT

$5,638.76..  $22,967.35. & $427 sy ey v
Group by: None v hldCqumn(s Home >
All resources =

Caloudi Corporation

$800

-+ Create $5: Manage view ~» () Refresh | ExporttoCSV 3 Open query D Assigntags [il] Delete

$500 Log Subscription equals all Resource group equals all X Type equals all X Location equals all <
<o SENEEEE RN TR et Q 3 Unsecure resources & 0 Recommendations
$200 D Name T Type Ty
[] @ -k8s-log Log Analytics workspace
- Oct 1 Oct3 Oct5 Oct7 Oct9 Oct 11 Oct 13 Oct15 Oct 17 Oct 19 Oct 21 Oct 23 Oct 25 s y .
|___| ¢ Containerinsights( -k8s-log) Solution

@ Dally cost % Est dally budget @ Overage Forecast cost © Overage forecast

b
\

222 Z#} : Common cost analysis uses

W


https://learn.microsoft.com/en-us/azure/cost-management-billing/costs/cost-analysis-common-uses

Univariate / Multivariate Time-Series Data

Mean x2

eeeeeeeeeee

;ﬂ

|

Spatial

1025 A
1000 -~

500 -

| |
ofwﬂ&fw%mhﬁvﬁif%xAﬁ&ﬂ%wvwwwﬁﬁ”ﬂm%Wvaﬂ&ﬂ%ﬂfvwdk4k¢

timestamp
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Machine Learning Model for Multivariate Time-Series Data Anomaly Detection

/ Algorithms
-~

Multivariate
Time-Series Data

S

Spatial Model |

/"_\
k_—_//
\’ Temporal Model

Algorithms

v

Integration

-

Machine Learning
Algorithms

—» Visualization

x—‘//
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Cloud Resource Health Check

M

Cloud Resource Usage Health Check

Choose a Raw File:

@ Drag and drop file here
Limit 200MB pér file » CSV

D machine-2-7.csv

Multivariate Time Series Anomaly Detection




Multivariate Time-Series Data Anomaly Detection via Graph Attention Network

DAL SENT FUOM ORITINEN "LINK

Feature-oriented GAT

: [ . ) Forecasting based Model
TINESENEES R2LEYED LYJ .&) 7 1
O
JIPTTRRITIN 'Y e % J\,

y
DATH "ATE D8 PLINK L&,

||IN'*"""W'*“‘““M Nl M:. & o o ) T «

| o ot N | Provrwer ey S . A '
- - 3 v '\_
MWW ?‘-Mﬂ' [ %4‘ Preprocessing | z | _l Concatenate }_, : ) — S [nference Score

% 1.0 Convalustion |

L J \ J .\\_ ~ :
| ‘ | ~ v
v — pL
| i eblohly -. : ) O i
BARDNIDTH — : ) ) . :
- ) ',\ 4 o | ~ ) rime N

Input Data L () i N

NET_THROUGHP T y ,)—"\_ - v\_j
’Mm QO J
= - J Reconstruction-based Model
Tire

Time-oriented GAT

Fig. I. An cxample of multivariate time-serics input. Green indicates normal ) ) ) o ) ) )
values and red indicates anomalies. Fig. 2. The architecture of MTAD-GAT for multivariate time-series anomaly detection

\

22 E ¥ . Multivariate Time-series Anomaly Detection via Graph Attention Network

\\\7


https://arxiv.org/abs/2009.02040

Deep Learning Model for Multivariate Time-Series Data Anomaly Detection

AlOps
Prediction API

B Detect Anomaly
// \.\ \/
[ Caloudi '

\‘ ﬁ Action
\ Processor

\\_ _,_,// \C : Near —
reate R :
Real-Time  Azure
Training Log Data Kubernetes Report 4\ Notification
Alert /
Plpelme Service

AlOps
Training Model

—

Save Azure Download Model

Trained Model Storage for Prediction
Account

Azure
Monitor \

Multivariate mg :

Time-Series Data Machine Learning
Workspace
’ Algorithms }—MTAD GAT/




Automated Alert Notification Report

8iS=ft CRP Report

Automated Report

8iSoft CRP - Report: . 2023-04-16 22:17 (UTC)
Enroliment
66247104
Number
App Name
Report Id : 166341

Threshold 0.47

{ "anomalyRecipients":

"composition”: [{ "instanceld": "fsubscriptions/

Composition : /resourceGroups/ /providers/Microsoft. Compute/virtualMachines,
"resourceType™: "virtualMachine", "poolName": ", "doDeeplog™: false, "deeplogOSType™: "windows",
"doMATD": true } J}

Anomaly Time
["04/16/2023 21:58:007]

Stamps

View Report

Sent by Cloud Resource Planning Platform

if you have any questions, please send to support.

Score (threshold: 0.5223703384399414) Resources Anomaly Score fr—
04 .
04 i
|
i | |
02 A —
| A\ ; N | \ ' , A\ f | N A | ‘E
0 \ ot -J’( \— N e ’/\-/"‘*——/ \—/\ : ‘-/\\_/! \\.’/ \-/"*'-_-_/ \\./‘\__."{ \\/‘-—_/\/\/'\__/’ \J\._“ \"/\\_/\\_ = / N \./\-__ /(\\ ¥ \/\_/ \-_/\~__" \‘\ "R E“ N
o ‘.\‘) 4 :h‘) [\ ,'\‘) A ,‘g,‘) 0 A A 9 Q()
A A g W o W P W VW"L“ d W g » o (N d » o (N d » o {4
\Vw \Vw \ \ \ \ \ A A \4 \Y v Y
Date (16-Apr-2023 - 16-Apr-2023)
Original Value virtualMachine_ _Available_Memory_Bytes.csv
18es10
T8e+10 - —7~ _:—\—f‘\'%ﬂ""" R ——— \ \/ e "-':.‘:/’1"\';— /-_\ "/,—\—‘7’
\ | \ N\ — _4,-\ B, |
Tt o I / IR\
: ’ ‘
Thes10 N - 1‘ t;’
I [ ‘ ‘ .wf
128410 i I .
17e410 ‘
(\q‘.““ (\w-“’ (\«30 (\q:“’ (10‘90 ‘10‘-\6 (10'30 "p"“’ (1\‘90 (1\'\6 (1\'30 (1\'-"‘) (11'90
\VPO \VW \VM \Vw \VPO \Vw \VW \VP& \VP‘Q \VPQ \VP& \VPO \VPO
Date (16-Apr-2023 - 16-Apr-2023)
Original Value virtualMachine_ _Disk_Read_Bytes.csv
39
I
24 f“
i
ledd f l
[ |
[
0 A A /| ‘
) ® # ® ® ¥ o ¥ ) ¥ # » ®
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Dev -> Modernization -> DevOps -> DevSecOps -> AlOps

AlOps

Univariate
— 'LTime-Series Analysis
Homebrewed Analysis Time/Spatial Domain
Time-Series Analysis

R ( Multivariate

Time-Series Analysis

\-DILMicrosoft MTAD-GATJ

-

Log Analytics

e = =N

Modernization DevOps &vSecOps ———— Anomaly Detection
- e

=

Security Services
on Azure

e » Application Insights ‘
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Why AlOps

o AMEELIEYE » Al 7T LLFIER ©
e MPEERAIEENIZ  BAEEFERIATE?

=

2 N

= Training —7R K% 2 /|\Bs
Azure Standard_NC6, 6 vCPUs, 56 GB RAM, 348 GB Temporary Storage
NT$40.207/Hour

» Prediction —7&xK#4 10 &

Azure Standard_D4as_v4, 4 vCPUs, 16 GB RAM, 32 GB Temporary Storage
NT$6.818/Hour
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Keypoints

ST a0 T Oy e

Dev

o Al FHIRFE R & ZHEFEZ|AREEISR T RIMEEZTR > B 7T
o # Development Z| Deployment %] Operation —& T &K » & 1%

S ] e =
—» Modernization ——» DevOps —» DevSecOps —» AlOps —» SRE

N L ~

3R > #mtZ AlOps o

DevOps IRTF IR EEMEET & it skie 3 BB ECHE S /9 Exte
IR B MEE T S nE Jh gk - 2E{8E| DevSecOps FEI ©

il

] Public Cloud 3284

nsion ff i& Security °

] Deep Learning Z# Anomaly Detection Model * #£3Z2{E X\ g Log Data ¥

Performance Metrics #|ET 2 & A FE EZFARTE T REME » B ENEE L
R BRI ERAAELE o

o 45 AlOps T A\ SRE » =AM EN mE NG » RRKEE LR ENAAMNAEMS °

A Alert 3840 SRE B







