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閒暇時會寫一些技術部落格
，幫助自己內化也可以分享
給需要的人
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公司簡介



Developers

2.5M

Employees

+600

Raised

$470M

Founded in

2015



使用Snyk的公司



介紹
四大產品前…



Shift Left
Sec

認為開發者需
要管理好程式
安全

81%
認為維護程式
安全是造成交
付延後的主因

33%
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Snyk四大產品

Snyk Code
確保寫出安全
的Code

Snyk Open Source
預防有漏洞的
相依套件

Snyk Container
確保base image與
相依套件安全

Snyk IaC
修正錯誤的
Configuration

01

03 04

02



Snyk Code
• 靜態分析 SAST

• 開發者優先
• 整合IDE



Snyk Open Source

• Dependency tree

• Fix merge request 



Snyk Container

• Base image版本建議



Snyk IaC

• 支援多種格式

• 預防錯誤的設定產生

• Terraform

• CloudFormation

• Kubernetes YAML

• …
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SaaS



Dashboard



Issues



Snyk Auth

• 瀏覽器授權
• API Token

• 設定env: SNYK_TOKEN



Snyk Test

snyk code test
Code Open Source

snyk test

Container IaC
snyk container test snyk iac test



Snyk Monitor
• 持續監控是否有新的漏洞



GitHub, GitLab

CI/CDIDEs Git repository

Jenkins, CircleCIVisual Studio Code, 
IntelliJ

Snyk Integrations

Notification

Slack, Jira

Registries

Docker Hub, Harbor

Private Registries

Harbor



GitLab Integration



GitLab Automatic Fixing



IaC – Kubernetes YAML



GitLab
04

CI/CD



CI/CD 示意圖

Code

GitLab CI CD



GitLab CI/CD pipeline
• .gitlab-ci.yml

• Pipeline
• Stages

• Variables

• Environments

• build

• test



GitLab CI/CD with Snyk

• npm install -g snyk
• snyk auth $SNYK_TOKEN
• snyk monitor --project-name=devopsday
• snyk test



Summary

• Snyk四大產品

• DevOps -> DevSecOps

• Code

• Open Source

• Container

• IaC

• 漏洞無所不在
• 開發者優先



CREDITS: This presentation template was created by Slidesgo, including 
icons by Flaticon, infographics & images by Freepik and illustrations by 

Stories

Thanks!
Do you have any 

questions?

網創資訊
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https://www.freepik.com/
https://stories.freepik.com/

