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1.What Zero Trust?

2.Why Zero Trust?
3.How Zero Trust?

4.Why not Zero Trust?
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What is TRUST?
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What is TRUST? | ‘
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What is TRUST?
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What is ZERO TRUST?
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Never Trust, Always Verify!

Definition:

“Zero trust is a cybersecurity paradigm focused on
resource protection and the premise that trust is never
granted implicitly but must be continually evaluated. “



Traditional

Zero Trust Defense Focuses
Single Perimeter Defense

on Resource Protection
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https://www.nist.gov/blogs/taking-measure/zero-trust-cybersecurity-never-trust-always-verif



Zero Trust Components

PE: decision to grant access
PA: establish access
PEP: enable, monitor and

terminate connections
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Zero Trust is New!

Zero Trust Historical Timeline
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De-Perimeterization *Zero Trust” ‘BeyondCorp” begin to multiply Gartner Releases CARTA Zero Trust Draft 800-207

The Jericho Forum

https://www.wwt.com/article/what-is-zero-trust
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Work From Home under COVID-19 -‘
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https://www.sourcingspeak.com/security-risk-work-from-home-wfh-covid-19/




Issues with VPN
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Attacking other server
on Internet

Server-Side Request Forgery E 1‘ @
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http://blog.blueinfy.com/2017/12/server-side-request-forgery-ssrf-attack.html
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Zero Trust Architecture Implementation Sample
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3 Main Technologies for Zek\Trust

e Software-Defined Perimeter (SDP)
* |dentity and Access Management (IAM)
* Micro-Segmentation (MSG)

SDP Network Controllers
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sopconTrollter  Software-Defined Perimeter
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https://www.appgate.com/blog/what-is-a-software-defined-perimeter



Software-Defined Perimeter
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How to Zero Trust? _x

THE FORRESTER WAVE™
Zero Trust eXtended Ecosystemn Platform Providers
03 20E0

The Forrester Wave™: Zero Trust eXtended
Ecosystem Platform Providers, Q3 2020

Tools And Technology: The Zero Trust Security Playbook

September 24, 2020

Akamai, Appgate, BlackBerry,
Cisco, Forcepoint, Google,
Guardicore, Illumio, lonic Security,
Microsoft, Mobilelron, Okta,

Palo Alto, Proofpoint, and Unisys
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https://www.forrester.com/report/The+Forrester+Wave+Zero+Trust+eXtended+Ecosystem+Platform+Providers+Q3+2020/-/E-RES157494



Zero Trust Step by Step

Level 2 Level 3 Level 4

You Are Here WWT Enterprise Segmentation

Zero Trust
Compliant

Zero Trust Capabilities

Zero Trust Journey

Level 5

Zero Trust
Optimized

https://www.wwt.com/article/what-is-zero-trust
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Secure Access Service Edge (SASE)
Firewall as a Service

Content Disarm and Reconstruction  Web Application —
Format-Preserving Encryption Firewalls
loT Security

Secure Enterprise

Browser Isolation Data Communications
Metwork Access Control

Vs

DDosS Defense
Metwark Firewalls

Metwork Security

FPolicy Management

expectations

TLS Decryption
FPlatform

Secure Web Gateways
SD-WAN
|dentity-Based Segmentation (Microsegmentation)
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Issues on Zero Trust (1/2) \ \,
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Network Visibility

Lack of Regulation

Legacy Systems




Issues on Zero Trust (2/2)
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1. Zero Trust is going to mature in 2-5 yrs ‘
2. COVID-19, Remote Work, Cloud are pushing
3. Not easy to shift thoroughly at once

4. Can enhance components step by step




MAY SECURITY
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Thank you!
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