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Before we started 



Before we started 

Letés test a check IP service 



Source: https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn383650(v=ws.11) 



 

ÅX-Forwarded-For ä IP address the client 
connected to on the proxy (e.g. 1.2.3.4) 
 

 



 

Proxy Server Application Server User 
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But, what if user sends XFFÞ 
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IP: 192.168.1.1 



 

Proxy Server 
Application Server User 

IP: 192.168.1.1 
IP: 192.168.1.2 

Host: app.server.com 

X-Forwarded-For: 192.168.1.10 

 



 

Proxy Server 
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Proxy Server 
Application Server User 

Host: proxy.server.com 

IP: 192.168.1.1 
IP: 192.168.1.2 

Host: app.server.com 

X-Forwarded-For: 192.168.1.1 



Source: https://media.giphy.com/media/BtX1KVvkHPp7i/giphy.gif 



And the other X-Forwarded headers 



ÅX-Forwarded-Port --  port  the client 
connected to on the proxy (e.g. 80, 443) 
 

ÅX-Forwarded-Proto -- protocol the 

client used to connect to the proxy (http, 

https) 

 



ÅX-Forwarded-Host -- content of the  

Host header the client sent to the proxy. 



 

Proxy Server Application Server User 
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Application Server 
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Host: app.server.com 
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File Server 

Host: file.server.com 



But, what if user sends XFHÞ 



 

Proxy Server Application Server User 

Host: file.server.com 

X-Forwarded-Host: evil.com 
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Application Server 

Host: app.server.com 

X-Forwarded-Host:  
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Letés add RegEx to protect ourselvesÞ 



 

Application Server 

Host: app.server.com 

X-Forwarded-Host:  

                     evil.com, file.server.com 

Regex: /^file\.server\.com/ 



 

Application Server 

Host: app.server.com 

X-Forwarded-Host:  

                     evil.com, file.server.com 

Regex: /^file\.server\.com/ 

Host: evil.com 



Does it really work? 



Source: https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn383650(v=ws.11) 



Source: https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn383650(v=ws.11) 

Port scanning for all internal network 





REF: https://github.com/rails/rails/issues/29893 





REF: https://github.com/rails/rails/pull/33145 


