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A X-Forwarded-For & IP addressthe client
connected to on the proxy (e.g. 1.2.3.9
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Proxy Server ApplicatiorServer




Host:app.server.com

User Proxy Server ApplicatiorServer
IP:192.168.1.1




Host:app.server.com

e
ApplicatiorServer

User
IP:192.168.1.1

Proxy Server
IP:192.168.1.2



Host:internal.app.server.com
X-Forwardedror:192.168.1.1
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Host:app.server.com

e
ApplicatiorServer

User
IP192.168.1.1

Proxy Server
IP:192.168.1.2
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But, what if user sendsXFP



Host:app.server.com
X-Forwarded-For: 192.168.1.10

User Proxy Server ApplicatiorServer
IP:192.168.1.1




Host:app.server.com
X-Forwarded-For: 192.168.1.10

User
IP:192.168.1.1

Proxy Server
IP:192.168.1.2

e
ApplicatiorServer




Host:internal.app.server.com

Host:app.server.com X-Forwardedror:
X-Forwarded-For: 192.168.1.10 192.168.1.10, 192.168.1.1
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e
ApplicatiorServer

User
IP192.168.1.1

Proxy Server
IP:192.168.1.2
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Source: httpsatedia.giphy.comedia/BtX1KVvkHPpgiphy.gif
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And the other X-Forwarded headers



A X-Forwarded-Port -- port the client
connected to on the proxy (e.g. 80, 443)

A X-Forwarded-Proto -- protocol the
client used to connect to the proxy (http,
https)



A X-Forwarded-Host -- content of the
Host header the client sent to the proxy.
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Proxy Server ApplicatiorServer




Host:chat.server.com

|
Proxy Server ApplicatiorServer




Host:chat.server.com

Host:
file.server.com
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Proxy Server ApplicatiorServer
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Host:app.server.com
X-ForwardedHost:.chat.server.com
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But, what if user sendsXFHp>



Host: file.server.com
X-Forwarded-Host: evil.com

|
Proxy Server ApplicatiorServer




Host:app.server.com
X-ForwardedHost:
evil.com,

at.server.com r
>

Host: file.server.com
X-Forwarded-Host: evil.com

-
Proxy Server ApplicatiorServer




Host:app.server.com Host:evil.com
X-ForwardedHost:

evil.com, fils.server.com

e
ApplicatiorServer
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Let eRRegbxdi @ protect o



Host:app.server.com |

X-ForwardedHost:
evil.com, filsz.server.com

e
ApplicatiorServer

Regex: /Mile\.server\.com/



Host:app.server.com

X-ForwardedHost:
evil.com, filsz.server.com

Host:evil.com

e
ApplicatiorServer

Regex: /Mile\.server\.com/



Does it really work?
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Source: httpsdibcs.microsoft.caemus/previousersions/windowsfiro/windowserver2012r2-and2012/dn383650(v=ws.11)
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Port scanning for all internal network .
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& rails / rails @& Watch v 2.5k % Star  48.3k

Code @ Issues 385 Pull requests 265 Actions Security 2 Insights

The X-Forwarded-Host HT TP header is always trusted and is used in
url_for #29893

(G4 LN jdleesmiller opened this issue on Jul 22, 2017 - 18 comments

REF: https://github.com/rails/rails/issues/29893



5. To simulate a host header attack, paste the curl command into a terminal and add -H 'X-Forwarded-
Host: evil.com' . For example, for one of my requests:

eferrer: http://forwarded-host-demo.herokuapp.com/'§ -H 'X-Forwarded-Host: evil.com' j—compres

Expected Result

User is redirected to the home page:

<html><body>You are being <a href="http://forwarded-host-demo.herokuapp.com/">redirected</a>.</

Observed Result

User is redirected to the home page on evil.com:

™~

<html><body>You are being <a href="http://evil.com/">redirected</a>.</body></html>




REF: https://github.com/rails/rails/pull/33145



