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Duplicated Lines (%) is greater than 60.0%
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Resources should be closed

Quality Gate: |® siT BuILD pass) @ sIT copEqQuUALITY FaiL
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Average stagetimes: 65 34ms
(AVEI’&QGMI’UH time: ~2min*
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Apr14
1332
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SCM TS0129_GTS_JP

Average stage times: 11s 9min 4s

May 08 609

[ commits

May 01

[ commits

Apr 24 2 1h 20min
00:00 commits

CODE_DIFF

25

e=3=k\IKaE

oms

B) % 1

CHECKMARX_ALL REPORT_NOTIFY
2min 55 1s
2min 5s

1

TS0129_GTS_JP

ABR_HK ERLC_Report_E
3h 11min 8s
40min 28s
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[Cx-Infol: Uploading zip file
[Cx-Infol: Temporary file deleted
[Cx-Infol: Sending SAST scan request

[Cx-Info]: SAST Scan created successfully. Link to project st

[Cx-Infol: Get CxSAST Results:
[Cx-Info]: Waiting for CxSAST scan to finish.

[Cx-Info]: Waiting for SAST scan results. Elapsed time:
[Cx-Info]: Waiting for SAST scan results. Elapsed time:
[Cx-Info]: Waiting for SAST scan results. Elapsed time:
[Cx-Info]: Waiting for SAST scan results. Elapsed time:

2020/12/12 (F7=) £5 08:01
esbudevops@testesunbank.com.tw
SIT_Checkmarx - Build # 190 - SUCCESS!

W ]
O 5—TEETHEE - 5TENERTHET.  Outlook FEER THEE DS EE
. ScanRepDrt.pdf .
pdf B2
BUILD
Build URL https:// testesunbank.com.tw/job
Project: SIT_Checkmarx
Date of build: Sat, 12 Dec 2020 00:00:00 +0800
Build duration: 8 hr 1 min and counting
Build cause: Started by timer
Build description:
Built on:

[Cx-Infol: Waiting for SAST scan results. Elapsed time: 00:01:41. 16% processed. Status: Scanning.
[Cx-Info]: Waiting for SAST scan results. Elapsed time: 00:02:01. 99% processed. Status: Finished.

[Cx-Info]: SAST scan finished successfully.
[Cx-Infol: Retrieving SAST scan results

[Cx-Info]: Waiting for server to generate xml report. 4990 seconds left to timeout

[Cx-Infol:
[Cx-Infol: High severity results: 0
[Cx-Infol: Medium severity resulis: 1
[Cx-Infol: Low severity results: 0
[Cx-Infol: Information severity results: 0
[Cx-Infol:

[Cx-Infol: Scan results location:

Checkmarx Scan Results(CxSAST):

rry—
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{EGener oller java 3§ 8917
R385 HFREBEBARA, EprintnfITTIE 3559 153 T 50515 S8 Cross-site scripting. XSS)
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(S Gener Gener
ontroller.java ontroller.java
{7 390 390
iiid getUserInfo printin

e 2 Gene C
ontroller.java
. . fiik public ModelAndView data(@ModelAttribute("model”) AssetTransFormBean form)
1. #2 X4 Al ¢

system.out.printin("form.getUserinfo().getUserMst () .getBankNo () ="+

System. ntl
form.getUserinfo() .getUserMst () .getBankNo())?
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E 17K — Image Scan (JRI2Z% %)

Quay Security Scanner has detected 24 vulnerabilities.

Patches are available for 24 vulnerabilities.

A 15 High-level vulnerabilities.
A 8 Medium-level vulnerabilities.
1 Low-level vulnerabilities.

Vulnerabilities

CVE SEVERITY | PACKAGE CURRENT VERSION FIXED IN VERSION
: ) : 1:10.24.0- © 1:12.18.2-
» - : full-
RASA-2020:2892 % A High nodejs-full-nen 1.module+eld.3.0+10166+b07ac28e 1.module+el§.2.0+7233+61d664cC1
®
: ) : 1:10.24.0- © 1:12.21.0-
C r » - . full-
@ a I RASA-2021.0734 % A High nodejs-full-nen 1.module+eld.3.0+10166+b07ac28e 1.module+el8.3.0+10191+3415a07
: ) : 1:10.24.0- © 1:14.16.0-
» - . full-
RASA-2021.0744 % A High nodejs-full-nen 1.module+eld.3.0+10166+b07ac28e 2. module+el8.3.0+10180+b92e1ebb
» RHSA-2021:1024 % A High openssl-ibs 1:1.1.1g-12.18_3 © 1:1.1.1g-15el18_3

» RHSA-2021:1024 % A High openssl-devel 1:1.1.1g-12.el8_3 © 1:.1.1.1g-15el8_3




0] E175REE — Admission Control (FHIEEEE)

wis - EEHRA FH1E A [El be -
BYPodRAFHARTS .

ADD RULE

f Created container ngir
L d 6 6 tarted container ngin
comment 7 N 3 L 11%g ping contalner ngin

() 5 Killing g g
eny 7 N heduled g 6df lg S gned demeo/ngi
Should not run as root >

image "nexus.testesunb

ully pulled image "ne

container ngir
container ngir

Run as root pod:

Scheduled
N Pulling > Pulling image "nexus.testesunb
Run as root . ] ; R
Pulled ) i ully 1lled image "nex
3 f Created container node-pod
A Started : Started container node-pod

FailedCreate L c dm1 on ook "neu
hook . neuvector.svc"” Pod

node-pod-bbdTd/

nning
Running




SDN: Software Defined Network

Network Policy Definitions

* Rules contain peers (the other side of the connection) and ports

ipBlock

NetworkPolicyPeer

namespaceSelector

podSelector

NetworkPolicyPort

Network Policy
r Pod Selector j
(Ingress R
I -
b Ingress Rule il
rEgress N
4
" Egress Rule y
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»| protocol
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Security Risk Score Service Connection Risk Ingress/Egress Exposure Risk Vulnerability Exploit Risk How to Improve Your Score

Your overall security score is FAIR, please review the
individual risk scores and follow the recommendations to

Discover 0 Discover O Discover 0 -
25 reduce the overall risk.
Monitor 14 Threats 0 Monitor 942
FAIR Protect 1 Violations 1 I Protect 211 I Improve your score

Nodes | Pods CVE DB Version: 2.493
[ 4 | 39 | (Nov 16, 2021)
# Improve your score ®@ o 0o

BB B E AR 75 =

Critical Run-Time Security Events
4500
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Network Activity

ingress — nginx-pod-6dfc668b5-shgrn

x
T
Application  Client IP Server IP Protocol/..  Bytes Rule Ac. Time
#¥ DLPall HTTP 172.22172.192  172.22.117.201  tcp/80 5.5KB 10030
Session Count: 1

EET Sep 03,2021 21:22:02

# Clear

Start Time
__..-—--"'--‘

Packet Capture — nginx-pod-6dfc668b5-shgrn

Status
Sep 03,2021 21:21:00 stopped

D Set Capture duration

A o

iwegper_nodel

calico-nodasrd7e

.
redizandd o
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S = Ay
= ——= ok g
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= - Bl EIEL 74

File Size

V3 = E=
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= ACTIONS ~

O

redis-pod-65¢77 3Pc45-c4qvg

Active Sessions
dfid75E
B Packet Capture
x @ Quarantine
Stop Time

3.2KB Sep 03,2021 21:21:10

10 minutes

# Collapse Namespace

# Collapse Group

A Monitor
U Protect

i
|
|
1
| calico-gogde-bEgtn
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Y AL~ £% VIEW~ < REFRESH

x

SUMMARY DETAIL
Name

=

node-pod-6bdfd769f5-hs589

Namespace

demo

Service
€5

node-pod demo

State
U

discover

_.  OnNode
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CSV £ REFRESH
Dashboard Eve I’TtS El =
Metwork Activit

y 298 events found Q. Advanced Filter T
Asaats Name Level User Location Time
Policy

B RESTful Writ User Name : admin Mode : redisap2d Sep 06, 2021 10:32:08
e User Roles : admin(Global) - redisap Lo, o

Serverless

Security Risks
User Name : admin

User Roles : admin(Global) sl §E${¢ N $n/_mﬂ'$‘lp . EE
Fits = o ¥ L ~7|' 5?53’*‘*%@}1”

e oo, 20

# RESTful Write
%  MNotifications -

Security Events

User Name : admin
User Roles : admin(Global)

= RESTful Write Node : redisap2d

Risk Reports

2ol Configure dip group from 10 S5
_ REST Request: PATCH - https://neuvector-svc-controller.neuvector:10443/v1/dlp/group/demo
Settings REST Body: {"config’:{'name":"demo",' replace":[{"action’:"deny",'name":"all"},{"action":"deny",'name":"demo'}],"status":true}}

User Name : admin

MNode : redisap2d Sep 06, 2021 10:21:13
User Roles : admin(Global) redisap P

¥ User.Login

© 2021 - Sonatype
Powered by 7 NeuVector # User.Login.Failed
Version-v4.2.2

User Name : admin Mode : redisap2d Sep 06,2021 10:21:10
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