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L] Custom Search Se
Ota I SO I utl O n ? é New APT10 Activity Detected in Southeast Asia
BRIEFING

E I _Eﬁl_ oo t By Kevin Townsend on May 28, 2019 Business Email Address S
<3 - E\ E H b - Share ' m _ Recommend 0 h'!g*‘

Researchers have detected what they believe to be new activity from Chinese cyber
espionage group, APT10. The activity surfaced in the Philippines and shares similar

. Ti
N

=7 Q D )-T-}.T_ tactics, techniques, and procedures (TTPs) and code associated with APT10.
L E\ i jj \ =, APT10 is the group behind Operation Cloud Hopper analyzed by PwC UK and BAE Systems in

2017. In December 2018, all five nations in the Five Eyes electronic surveillance alliance
(USA, Canada, UK, Australia and New Zealand) officially pinned Cloud Hopper to APT10, and
APT10 to the Chinese government.

}‘% E \ The U.S. went so far as to indict two Chinese nationals, Zhu Hua and Zhang Shilong. Both CYBER SECURITY
9:F R —J— E\ \\ are alleged to be associated with the Chinese Ministry of State Securityis Tianjin State SRNFERENES
Security Bureau.
. L . , _ THE ORIGINAL
The new activity was detected by enSilo in late April 2019. Samples with two slightly
- different loaders were found, delivering different ultimate payloads, but both first delivering SCADA/'CS
Y I n C I d e n t Re S p O n Se ( I R) jjs.exe (a legitimate executable), jli.dll (a malicious DLL), msvert100.dll (a legitimate CYBERSECURITY
Microsoft C Runtime DLL), and svchost.bin (a binary file). jjs.exe is an implementation of a
JavaScript engine, part of Oracle's Java platform, but used in these cases as a loader for the CON FERENCE
malware.
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function dbExecute($zql) |

$2ql = str_replace("--", " ", $sql);
F2ql = str_replace("<! ", "<!--" Faql);
F2ql = str_replace(™__=", "--=", B=ql’;

if (F_SESSION[ 'sqlquervtime' ] = "SOLQueryTime")
Equerytime_before = array_sun(explode(’

HISOL HTRYEEFRT

$rz = $thizg - db -» Execute($sql);

if (T SESSION[ 'sqlquervtime' ] = "SQLOueryTime")
Pquervtime_after = array_sum{explode(" ', microtime()));

M5Ol HATEREFR

if (3 SESSION[ 'sqlquervtime' ] = "SOLOuervTime") |
if (F=zql '= "SET WAMES utf8" &% $=ql != "SET CHARACTER SET CLIENT=utf8" &% $=ql '= "SET CHA
Fquervtine = Fquervtime_after - Fquervtime before;

1501 #HATHFRE]

, nicrotime()));
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$("#divMobile").show():
)

function AgainBindEmail() (
$("#divEmaillnfo").hide();
$("#divEmail").show();

)

function AgainBindQuestion() {

if (B("Ftxthnswerinfo”).val() = "") {
alert("REMAEE");
return;

}

var ansver = “[El";

if (8("#txthnswerinfo”).val() !'= ansver) {
alert("HREECIMEEHIE"):

)

else |
B("#rxthnsverinfo").val("");
E("#divQuestionlnfo").hide();
B("#divQuestion").show();
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b <div cl?ss=“suspension">.§:x</div> - EEEs + p'h A
<!--script--> - a1
<input id="hidEmail" name="hidEmail" value="sss@ =" type="hidden"> | TR { 1A |2
<input id="hidUid" name="hidUid"” value="1" type="hidden"> lj H
</form> - * { global.css:6
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="right"> .binput { frame.css:126
i="substop" class="binput" name="Submit2" value=";FHEWFEMH" disabled="" type="button"> font-family: {9¥E, Arial, Helvetica,

sans-serif;
H="subopen" class="binput™ name="Submit3" value="§%. M ' disabled="" t) se="button"> @ E bcrderjle%: 1px solid white;
T border-right: 1px solid @@ gray;

_ ii it i _ i = i _ g (1] P - __ i AN _ i i¥ . .
i="subForb" class="binput” name="Submit4” value="ZE ki " disabled="" type="button"> i border-top: 1px solid white:
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border
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