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browser httpd php login.php 

/bin/sh 



browser httpd php upload.php 

webshell.php /bin/sh 
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UID=165536 

UID=165537 

dockremap:165536 

/etc/subuid 

 

 

 

 

 
UID=0 

UID=1 

root:0:XXXX 

daemon:1:XXXX 

/etc/passwd 



•

• SETUID-ROOT 

• CAP_NET_RAW

# ls -al /bin/ping 

-rwxr-xr-x 1 root root 44168 Mar 15  

2014  

# getcap /bin/ping 

/bin/ping = cap_net_raw+p 



•

/usr/sbin/nginx {  

 

#include <abstractions/apache2-common> 

#include <abstractions/base>  

 

    capability dac_override,  

    capability net_bind_service,  

    capability setgid,  

    capability setuid,    

 

    /etc/passwd r, 

    /etc/group r, 

    deny /bin/sh mrwklx, 

} 
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1. AppArmor security profiles for Docker 

https://docs.docker.com/engine/security/apparmor/ 

2. VulApps 

https://hub.docker.com/r/medicean/vulapps/ 

https://github.com/Medicean/VulApps/ 

3. Pornhub bug bounty 

https://hackerone.com/pornhub 

4. Docker security 

https://docs.docker.com/engine/security/security/ 

5. Critical: Remote Command Execution in WordPress Form Manager Plugin (CVE-

2015-7806) 

http://appcheck-ng.com/remote-command-execution-in-wordpress-form-

manager-plugin-cve-2015-7806/ 

6. Struts2 RCE PoC 

https://github.com/coffeehb/Some-PoC-oR-ExP/tree/master/Struts2 
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